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9-m- 1fif11th Protocol ?

Protocol Athai§isAjsgpuiR A ptERIsibé nadshinhAnSidids 18l
uamminnaia qp%sﬁmswzgemsmﬁ’nnsﬁfﬁmﬁ@izﬁﬁmﬁhsuftnnﬁt?'rﬁuijmsﬁamfﬁ
Access  Method ‘fﬁmfﬂSHS'@ﬁﬁjjﬁﬂﬁ%smﬂﬁﬁﬁﬂopology)§ﬁtm,jijSﬁ“|Iqu]S§§§lij°l
Protocol i fuiaS weiimaifstnavmsyomh:

Ethernet

LocalTalk

Token Ring

FDDI

ATM

9-M-9- Ethernet

Ethernet A {UIA SIS Network gwigumsmunmSwuifimaiaiiuingis Network 18
§UA5i9 D Access Method 18R 2 CSMA/CD 9 18: AT {UIAGIS system YWwin Al Devices
AuHARIANUT8] Network thysaisidumoiimiugsisSwms v ifnsuaianywankums
iIhpiiciyaniansumsioydisi iins Stations Anfmiuegsisiin mmagﬂma@ﬁﬁuﬁd
W@ :81MS collision tﬁmugjhﬁnfmm 13818 collision t%ﬁwjﬁtb:ﬁéﬁmﬁugwmf{‘jgmn
%‘smmgs N

9-M-1- Fast Ethernet

AT{UIASIS Ethernet fﬁmmssaﬁmmi’gmmﬂs%hmsmpﬂsmaﬁrﬁ%mmm hiid
(et cats fRmsing)sinjsdh concentrator HuwsIsinjsitirg woigis:pimsa
ingniwsnfimahamassimeannnig s

9-M-M- Gigabit Ethernet

msmiviiag Jisiataiihis Ethemet Bth Protocol YR UMSHMISMIUMSES
‘iﬂ{]jS 1Gbps 1 Gigabit Eth|ernet [Him SIﬁILﬁﬁJLmﬁ Backbone network 1S1101USS < tsﬂmumﬁsw
AnhUTnUmEIinSIaduU Workstation §4 Server #hiki4 hiG Fiber Optic §4 Copper
#1114 1000 Base Tx cable {HIN ST Giggabit Ethernet st twh M MW fgfﬁﬁﬂfﬂgfmﬁ@
198804

= D

it

9-M-G&- LocalTalk

LocalTalk At Network protocol gWiR U{EiMSUIaIgisw{ETS Apple Aajéi 84
Macintosh Access Method it} mt[ﬁtﬁﬂtﬁ LocalTalk B1S3RUN: T CSMA /CA( Carrier Sense I:/Iultiple
Access with collision Avoidance )4 M{fuiE])ii§184 csMA/CD TRndaiuita mamiuaiAngdian
MS{MUYSYBRYSINUNIFMIT localTalk Shigy UTP UﬁjmStﬁtLﬁmLmﬁ@ﬁﬁﬁmgé’fmumw:



Serial Port étm:mﬁgmﬁuﬁmﬁs Macintosh HSENHZjUS ﬁ Ut Peer-to-Peer 1wHs
oIMGUigusi Software 191216

MywMiuigust Serverversion iS{UiAg Client/Server Soffware IRU{HIMSUIRAIEH
LocalTalk Protocol HS‘&ﬂﬁ?jgﬁﬂﬁfsmﬂﬁﬁﬁmSGLHfﬁfnLinear bus star Yth Tree st UTP 4
annwyiRivhAda tmﬂs%smm@ SITANARBIALMO Kbps 9

9-M-&- Token Ring

Token Ring protocol (i SUIRAIGTHIEU{RYU]S IBM i1 9 €609 Access Method 11 &S
A Token Passing 1817} Token passing %ﬁmﬁigﬁﬁﬁf{j{)@fé sMUMywWmHiyh Higefuam
s sehisTminn Network ﬁﬁmﬁmwmvﬁmﬁmwtsjﬁﬁh9Let'nm15mﬁ‘1 Hjosala
WAkt anasdnimis Ring mnmJQIUUJIﬂnnJQIUUJIQJM [pmsmnmgmwﬁsmnmsLniums
91218 hUmS Token 19125AN U0 1GANFIywmstanoimiumsSe st Token
GiGIYLW ﬁrﬁf]ﬁ?}sé’wtm’ﬂé Token Token ﬁﬁﬂﬁ&@ﬁ?m Ring itﬂﬁ&fﬁﬁ{ﬁ%mﬁifﬁmmsﬁﬁ%
St uﬂﬂuiS QSSLULMGWSG]ULUMM wa mjgﬁu (UTHRA S G4 Token Ring Protocol{gjimi Star-
Wired Ring iwi UTP Ui Fiber Optic ﬁmemﬁmmsmmmsmj]s 4Mbps U 16 Mpbs

i LﬁﬁﬂﬁnmS'ﬁﬁﬂmSUJUiLU Ethernet ig%j Token Ring 18 MIM nﬁ‘o“]

9-M-9- FDDI

FDDI( Fiber Distributed Data Interface )i Network Protocol it (u{aitnSuiRaigik
SITNUMU Local Area Network MUGYMIRUMISIW:GHIWHWY Access Method UashATNID
Token Passing 9 FDDI i{fjunkiguwnsigghig mivmsdsSwmunymiiisiaywaidinmy
fgrmifsig: LUfGSif'ﬁ—ﬂS’ﬁiBGZ]ﬁi“rdiﬁt—,ﬂSigjﬁﬁtff]J“LUﬁStS]“ﬁﬁmSLﬁfmSUmSIéﬂUﬁLﬁfaj
Sophmiuifaigiist Ring 84 annasyidis FoDI nﬁmsmj]smﬂm huBufmieia) optic
mmmﬂs 100Mpbs 9

Network Configuration

FDDI - Network Schematic

DAS : Dual Attach Station
DAC: Dual Attach Concentrator
SAS:Single Attach Station



FDDI - 2 Counteell‘ Rotating Rings
JUMN9-uin M Ring iR uwnsiggiiShauainniithywh
Rings FINAHULS fibre B/ims ﬁtgj'ﬁﬁ - Primary and Secondary ring
Token 811 data flow MYF I ANGIRM AR Ring SYWS
Ring S0t upimsidim f{m’nfzﬁjgﬁ'( Backup ) ISTINUTR U Ring §9{iM S50
Stations T@gﬁ FDDI Ring [0 S@ﬁiﬂ Ring Fani
Fault tolerance L . ) .
Fibre break - Port ITNUMGN{FITN S GIUIW Stations RIS FINSUSRIANIMI 418
$W Ring MU Ring IAYL
Station failure-Stations ﬁﬁﬁﬁﬁﬁfqﬁ[ﬁf@ SEACRSIN Swin Ring MW Ring fﬁﬁulﬁ
- Multiple breaks - rings {fj{NS BGMARY
nyuismiImu

Workstations
Device IRFUMS port MM SMUIM WH AU YW Ring HRAGRUIAIUT DAS (Dual Attachment

Station) Tﬁﬁi@ﬁﬁmﬁuw workstations (UM &55S1160 FDDI backbone
SAS - Single Attachment Station -{[§i0 Siﬁr;ﬂiifﬂﬁuw primary ring

Concentrator
DAC Dual Attachment Concentrator - SASs in a star

S wuyidh
Fault ‘Eolell“ant eg. powering dlownnwclrkstation
ATUR U AR TN UMIR ISR network
Samwicahmimu
gsinsi L‘L'I:ﬁﬁ@fj
MW UR M W BUIIR UM SIRRIGTH
inSsSwund
1360NGYWes Nifi 3] workstations MIFS 3G FRHA
Concentrators PﬂUIﬂUmHﬂ}ﬁﬂﬁ;ﬂﬁUfgﬁm S Tree 4
SAC - Single Attachment Concentrator - ﬁJ’LH]ﬁ@ﬁHﬁﬁ“lé DAC type concentrator.
Dual homing - AN DAS HNUJL@fU] Siﬁ@ﬁfﬂﬁuw concentrator ports ol port A AN hot
standby RI{NUENESWAJ B port AHAIANNZG
[USAGIS Port |
1S Port 4 [UIRGSEUMA A, B, S, M
DASs $18 2 ports A §% BIRUHINSMUB M 1S SWH port ATS DAS AN SMUTYW
port B {8 DAS §tiig)a
SASs H18 S port {AY WA
Concentrators Y18 M ports thﬁsfﬁ fUH U@ﬁmﬁwtﬁ S ports iS SASs (U A and B ports of

DASs)
Port connections

MIMUSEIUIGAIG R



M-M

ingniwsmu

A-BA-MB-MM-S

MIMUIRUUAMUZNSUNN (Vendor dependent)

A-AB-BS-AS-BS-S

‘T,8‘j Fiber Optic

Multimode fibre 62.5/125 micron (fibre/casing)
HoIJhYWw 50/125, 85/125 ...
Single mode 8-12 micron

62.5/125 SJ[U LED/photodiode technology [FiM SB[ s tinndmngisinhie;
IRUIRIAI fibre $UIG

50/125 I W{REN)S PTTs M sak{uis iy

8-12 micron cable ij,fm Si[ﬁ[)m mi’ﬂqw Laser

Cabling

4 fibres (2 transmit and 2 receive)
Installation of spares recommended for replacement of faulty fibres
FDDI over Copper - CuDDI

T]fj copper UTP (Unshielded Twisted Pair) U STP (Shielded Twisted Pair) cables ﬁJ’[}ﬂU
desktop FDDI

N SUHMHAUTNG 90058(R
Standard: ANSI TP-PMD (Twisted Pair - Physical Medium Dependent)
TeJnSATEITIA INW{EYAURRMI installation SMINW{YAURRMINY

Copper transceivers N1SAYINA oS piMunuic

9-Mm-¢3- ATM

ATM(Asynchronous Transfer Mode )& Network protocol qwi’ﬁmurgs%éwsjﬁm
T[UJ]S 155 Mbps g AmRis s ATM i miih wurys§§§w9ﬁﬁﬁﬁﬁs‘lgﬁ GLHfifnu Packets §G I8
$UNBIRINth Protocol 1RjRI)AUMS Packets M1S{UHRIUIYNIT ATM 16T YW Media 918
RGN Video,CD-quality audio §% imégingﬂ ATM IMITGWNRM STAR IRUNGIEMYW Fiber
Optic 8% UTP ki

ATP MaBsEinsmuth LAN fiundse digimsiihw IPS(Internet Service Provider )
sinnidhidhimis un sl sia)siams ntemet pUHASHSIUATAY
UIgATeN ATM AnkinmSwuiR g st Binm: [anwigt I tiG 3) LAN tmjsm&]m
mNAIUd Protocol

Protocol Cable Speed Topology
Ethernet Twisted Pair, Coaxial, Fiber 10 Mbps Linear Bus, Star, Tree
Fast Star
Twisted Pair, Fiber 100 Mbps
Ethernet
LocalTalk Twisted Pair .23 Mbps Linear Bus or Star




Token RiNg | Tyisted Pair 4 Mbps - 16 Mbps | Star-Wired Ring

FDDI Fiber 100 Mbps Dual ring

ATM Twisted Pair, Fiber 155-2488 Mbps Linear Bus, Star, Tree

JUMNL-unMAmniaiuls Network Protocols

OnNIERASH
9-1§i protocol N ?
-1 Protocol IRUHAM SIANYISHS: 2IomGMInUQS{UIAg ?
m-i& Protocol AMIRUTAS W Gtiia 215 2
G-18 FDDI 2831 Protocol 1316)atNAEGIYE ?
d-1AGANGAIAIAIIURS FDDI (pAGANGAM ?
9-é- 68 Networking Hardware €3 ?

Networking hardware j‘UmSﬁnﬁJI peripherals,Interface cards §ﬁ2Uﬁiﬂhtﬁ\}ﬁﬂtgjﬁ
wpodinhmidgSwinifmienassishdinnaing  ayullapehibumanimeaan
network hardware §13181:

Switch Bridge

e ot

File Servers

Fepeater

jumam-uinmamitig]i Network SEWIJ Networking devices

ignisRNAANSHA MmN G aRImY:

File Servers

Workstation

Network Interface Cards(NIC)

Switches

Repeater

Bridges

Router



9-¢-9- File Servers

Die

Fileserver AMIgA H“Lijafu SIURIUAS Network ﬁ’ﬁmnnﬁﬁﬁﬁwtummsgm RAM i

$18 Hard disk $U1ESHMISH SqQIU B0 My wsi Network Card mmmmmﬂsnﬂm Network Operating
System(NOS) Afgimssatigiagomipuoisiahanidnsghite mfisag)anmsigihsgt
Software application §#§§wywbs St?jﬁLﬁuft]‘W Siﬁ;ﬁtﬁﬁjfﬁﬁm wH

Fileserver (it siaNTim aidjiavpnishidudsinnataigumedhumsst Word
processor 1§13] Workstation Uuwiﬁjhtgjﬁttﬁwiﬁﬁ?gﬁgf Email message mﬁuwﬁﬁgﬁi 9 188t
agtmisAnérywitumogaisnsmifimoiornwnsghin]suningdsg  Fileserver
UNRIUNG AM AN S VAN B ORIME:

800 megahertz or microprocessor Um}jsa’nhts: (Pentium 3 or 4, G4 or G5)

Fast hard drive U"ﬂﬁﬁUUﬁﬁﬁﬁtﬂS 120 gigabytes

RAID (Redundant Array of Inexpenswe Disks) tﬁegm:m@gé’mugﬁﬁms Disk (UMY W

1Y)

SCSI Cabling

-Internal Devices
68 pin cable

-External devices
50 pin or 68 pin

SCSI( Small ﬁmj§1 Systems Interfaces
1970's )

RAID-1:Mirroring

Eaip

P - sy Mokl

RAID-5:Disk Stripe Set with Parity



Disk Striping with Parity

RAID
Seril ATA
Parallel ATA
Hardware vs. Software

Configuration

Ly F
=] al
Server MIGIRIGRIGR RIS Server
~ Mo 05 to start
RIs server {iMi DAD PAE-AICNET PC .
v RIS hootdisk Remote Installation Services CD based target computer
DNS-IP RIS setup
Active Directory IBH[iA e -
ctive Directory IRBJinN =
o~ i Server-PT
g1 RIS Server PCO Serverd

Need neccessary file only

DHCP-SJTHNURUIP  addre
sses MAJWIUIA

A tape backup-up unit (i.e. DATA, JAZ, Zip, U CD-RW drive) ﬁfﬂ‘aUﬁmhﬁjLH‘lﬁiﬁ\ﬂQﬁ
§sSwishinaus§mi backup

$18 expansion slot M1 s

network interface card msmj]smﬂs

RAM UNRIUNGAMES 512 MB



9-@-1©- Workstations

puAnSiIPaaiEumUisinnafamiuic Workstationd Workstation AthAnj§igty
ix mmfmsﬁtéjhmqw Network Interface card network software Sii8jaitiy] Workstation &
SING{RIMISE Flopyy Disk drive 191318 fi{i: S Files MG {RiM SiAN §A1STicl Fileserver 19139 (AU
AnydigiHas oM Network station Y@S

9-@-M- Network Interface Cards

Network interface card(NIC ) URFUZJSIMIMUNR Network 831 Copmuter Workstation
NICs mAlFSAth Card iR ruedntsiauatit Uit amuigiSl expansion slot isia1iakisAng ¢4
AN$ywESSAM Macintosh fﬁthGLt}Hﬁmhthfﬁmmﬁr;ﬂﬁmqw Serial port U SCSI port
ﬁnjé)ILaptoph’ ¢HMTEMMUEAYWSiNetwork card URY W network card MG PCMCIA slot 9

" Network Inferface Cards %r’nﬁm&uﬁmﬁm@hm:ﬁmﬁmﬂs§hmwcgs§§§wgﬁmnﬁ
fr hAMAS AR U Network cards 18w smﬁ]smﬂsmmﬁ Workstation
Network interface Card mSt?LUtﬁQ“;“ Ethernet cards, LocalTalk connectors §# Token Ring

cards

9-@-é- Ethernet Cards

©

Ethernet cards intigmdmunthihwigaidngér in:TmAndihiB sy ot Macintosh
NSMUMYW option LI{NUMU Enternet card AW Ethernet card AlgAaUI Rl
Caxial 8% UTP

washhpinsuidaigianiiaiCoaxial Inhiping BNCY (uasiGh{gimsuia
1§ U UTP 181200 RI-459 Ethernet card GG SSHISIUIAGE AUT RRIRIY

LocalTalk Connectors

10



LocalTalk ATRUARUIUERTAYTS Apple ASTNTAN]§T Macintosh networking 4 Di{{m &
Adapter DiaueuShigfiRumU port printer I8 Macintosh °]u’¢jﬂﬂ?tj§fs LocalTalk %t’nﬁmsmﬂs
W10y Ui UMY Ethernet 4 Ethernet MANSSIUAURMS 10Mbpsd FWHATM LocalTalk
wAvEMImS{Avia 230 Kops Y .23 Mbps 9 |

Ethernet Cards 1{J] U Uthgtw LocalTalk

Ethernet LocalTalk
wising])sinsahmiugsdgdw(doonns 900 | wsingsaghmiugsigsw(bm
Mbps) Mbps)
nsatgighipn: Sminsihwigiaing 1SN UISIRR Macintosh
[5im1 Slot g8 {pimi Slot
mondmsihywhndimards ifmsiathyw Macintosh

JUMNG-UIN M AMIU) U] U Ethernet §4 LocalTalk network
Token Ring Cards
Token Ring network cards msmgm:mﬁﬁjhm% Ethernet card iR14 taigundmmn
2 URMIYAYWRAUIAGES Connector 1S121MI{MUWIS Card 9 Token Ring Card Mgigins &4 DIN
[UIA§ Connector IEHTMU Card 1918412) Network |

9-c-&- Switch

Concentrator  AMQUAINYWIRURZSIGANCAMUAAMUTNTIZIN  Workstation
Server 8% Pheripherals4 1SIaRjUNRIS Star 18] UTP [RISAMUN{AU Workstation 1§1ms
Switch/Hub“ Switch mmﬁs%»ﬁ Active IR SARIR VIR U GT &I § D auRiny wig
UAIANYWIE)AY Switch S Broadcast §6 Hub 1912169 NOI§T Address 1UATANIFISRUMS
AhsigmSImuIinsopas s u u
Swichs #

. ‘i{fi configured with 8, 12, U 24 RJ-45 ports

. ‘I[ﬁtsﬂgh star U star-wired ring topology

- 1S software D eUieg U UTAUTARIFI port

- magmiigisighghminn:maiRumoEAsT netmodems, bridge U routers

11



9-¢-9- Repeaters

hwandagnuasispuisinuitughmate) igAEimig 3 umuin:giaigi
o i auAIN YWt Repeater 9 Repeater 1§ 3jeusmauinouh g g umsmsagingiaigiaim
iUt Broadcast Ugi914218)#4 Repeater G unIANYWENGIRIgAYAIAISIAR Concen -
trator 1 D{FINSITISHINUIR UTUTRISIZUIUTUAT Network mmﬁﬁgﬁﬁnfsmﬁsfzﬁﬁ i

2qninnyismiJRepeater FiaITISIAULAN RUMS{UNRTh Star thywigjuTP
withAnnais UTP 900785 miﬁtgjﬁﬁijﬁ‘Workstation Sywapimsmuthyw UTP 19
MS Port IS Active Concentrator 4 Concentrator Uil S AR RHATR UM SgRmMAaNIUTw
hegmmaZminmuisigjmoidauio00itRY

9-&-¢3- Bridges

*—”‘"d-":““"';__:':u.
1‘.‘ L

TinyBridge-100

Miniature Remote Ethernet Bridge Extender

12



Satellite or Vreless

-:-—i—--:

raa cham

P cochs e R

TimyHEriclgs-100 TinyBricgae-1 00

Bridges Athauainhidunsgnagidumoion Network Efgwenigagoatdsituim
NS Segment TRH[IE2] Network Didhimiuiest i0ntdiuigy Segment §Gim:aimuis
Network {8 I S{ant i1:itduipid Bridges iREiMU Network §11fii124 Bridges MoUiMA
unumhﬁﬁms%umfﬁmsinht gAIkhlis Nerworksd Bigi: NENGUMS Packets alnhall
ONAIMATY Bridge MANSSORAMORRAUAS Network IIAMGANAS Address wRsAnéi
SywIlRugnIsI At RUAATW{UIRY  Bridge LﬁﬁnSnjtmtmm:sywﬂtmwtsinh
AINGINTN broadcast a1z igiRAMMYWIS Network? Bridge [AUIANSAITTNGIANIU
Network 1EE]i 35ihimiuaT Network IRugaisigasiafnuasha stidhimio s y{uiedi
R oimaNEgimy network IRUmSIgUASIRINA  [Uinsisuniidie  (is@pims
Software protocol G4

9-@-G- Router

{AU Cisco Routert s 10S( Internetworking Operating System )it ({3 (S U{AT{ARIGN 9
YU S{ASIS Cisco Router Hwéssmsﬁﬁm

Interface :Ath Ports iRUHS ENAITMMGHUTYWINS 4

Interfaces ign QM WIU £ Cisco Router

{Cisco 766 shown)

ETHERRET

13



ISDN interfaces U ﬁlj Cisco Router

1SON ST NT! tarminal connector
- |natinchxiad|

! -
Rl-45

d wall jack

SON ST cabde
(not included)

Ethernet interfaces iU ffj Cisco Router

2 Ethemel bubs 2

2- Processor(CPU): ﬁ Interrupt Request(IRQ) mawmmmmﬁeﬁm ’“Q‘ﬁ Router tﬁ&ﬁtﬁ
FﬂILG‘ILﬁJLIJmnGﬁLHHMLUg 9 Cisco Router tLU Motorola RISC processor il’ﬂ tﬂ”ﬂﬁLUme
washgsieash 20% 4

3- 10S: AMUAgWATEMIRE NS Router 1fatfidhimig hatifudidhimasiing
T30 Router boot 16704 Mgigihtn s SN 2MB 191 5MB 4

4- Rxboot image:Ath bootloader IR fUth Version 185 10S W AISIAR ROM 1UasANjé1 4 18
A)S Flash Card {HU Load 1 10S 19 itTHNG Configure 3] load m@ﬁ Rxboot Image i UG U
ugmndlhmoiBuic el system §Ri§3] Interfaces 1#jh 919) amotiihimiygseoiidhimi
nisy

5- NVRAM (Non-volatile RAM ):Ath Memory fisssuilfuhiAngn Configuration iUash4 181iney
itk Configure hitiw Save N{FiMSIANGAISIFINI: (NV RAM)

6- ROM (Read-Only Memory ):ANiAN§A§i Bootrap §8 POST

7- Flash Memory:f'ﬁifn EEPROM( Electronic Erasable Programmable Read Only Memory )

8- Configuration Register: U1 UAMNGTIA Router [ boot 10S image fiFlash (tftp Server) U
{M$ia Load 1GMA Rxboot image

14



Overview of Router Modes

+ User Exec mode

#+ Privileged Exec mode

#+ Global configuration mode
+ Specific Configuration

modes

Interface Router (config-if) #
Subinterface Router (config-subif) §
Controller Fouter (config-controller) #
Map-list Router (config-map-list)§
Map-class Router (config-map-class) #
Line Router (config-line) #

Router Router (config-router) #
IPX-router Router (config-ipx-router)#
Route-map Router (config-route-map) #

[UIAGS Cisco Routers 118G ORI[MYS

Cisco 700 series

Cisco 800 series -
15

Cisco 1600 series
Cisco 2600 series

Cisco 7200 Series



§151UsU Router
RNUUATUOANSH Network GsigIms nerwork Utiﬁw‘jﬁtgtln nUMATEGE Bridge Bit
@aywinaY Router MOEATGIUMSHUIRTRMRElUmS Packets ithwikigaiglid
Address 1URUHAS G URRHAU mmgvﬁfm;ﬁﬁmﬁfnﬁmifﬁm &innAl Bridge Tmanns Address
wasfndiRugnsiphignfywals Network (MAC)1
Router &) Address 1UATANJ$T Bridge 841 Address fURAJ Router Iﬁjﬁﬂtgjﬁfﬁf{iLUﬁg
Network Router Qsmé‘t’aﬁhﬁwﬁg Network gihgisisie ighmodhfiganmyuis
Network TR Ui UEiIAGRE
iGe0sth LAN islannmUigi8H Intenmnet 1912181715 N Routerd 1S1ANAINNIS: Router
i dyavaluAsnsitugaisiild LAN thywiuAs Intemetd Router Pﬁmﬁmﬁmgﬁ’ﬁm
wiRtRaRgumsisSWMUUAS Internetd Router MGIFMINSTOR  i[My: u
ﬁmﬁvﬁﬁsﬁmmmhwﬁ}mgymt"mw'@mtﬁwmsmﬁﬁgmmgﬁ}
NINGUMSaNIHA Protocol AHRIME
ﬁmavqﬁsmnﬁhgﬁnhm bus star 1 Star-wired ring

NHBUSANIMY Fiber Optic Coaxial Sh UTP

puiv}

!

1o

9-&- 68 Network Cabling £3§§ ?

Cable AmigfRuRNyRanshayifiaunnnywislauanNywis)aY 2MSclUiAg
IR oIDMYW LAN Q1S9 gaiin g’ :s Network {12J5WIUIA S network [USA$IRjH
ig)anitagusatd)tig)aiii winsisiaprnpiasiafum Network NAskywiky
N#Is Network §h§tAiUaTH
miwiiafuaan:smmisigdanyuiiuhnAsiaIfadgmniihals Network Y
SinstHAIgEhaS WD Network FagnY isigaabimeis:Amapisiiluingisia)
iReuigidal Network §hdIiRueAshmywih{umsug
| Unshielded Twisted Pair (UTP) Cable
Shield Twist Pair (STP) Cable
Coaxial Cable
Fiber Optic Cable
Wireless LANs

Cable Installation Guides
9-&-9- Unshielded Twisted Pair (UTP) Cable

fa; Twisted Pair mSﬁTLUIﬁGﬁ Shielded $# Unshielded 4 Unshielded Twisted Pair (UTP)
mimsiaifidsSumieinin siafutna u{ns Network 1SIMYaNANIY)S

16



ig] Cat7

annmnisiey UTP moguiigutpdsgrodiigm:hvsinsings 1 igisinscaitn
islahauniuainy  algwagiasimupuamsgiiilidiwinaisminsisiinms
ﬁZt}niﬂﬂTHQJuLnSntwjﬁﬂiQ [l v

EIA/TIA( Electronic Industry Association/Telecommunication Industry Association) TS
viRaaghinis UTP Shalynijutasisiagy
JUMNE-UMMAMIGIIRUIS Categories of Unshielded Twisted Pair

[UsAg midime

Category 1 Voice Only ( Telephone Wire)

Category 2 Data to 4 Mbps ( LocalTalk)

Category 3 Data to 10 Mbps ( Ethernet)

Category 4 Data to 20 Mbps (16 Mbps Token Ring)
Category 5 Data to 100 Mbps ( Fast Ethernet)
Category 6 Data to 1000Mbps( Gigabit Ethernet)
Category 7 Data to 100Gbps

weisiByaus 10 Mbps Ethernet network ShAnRumisiphmigmie) nardmigiuinsgs
mag2uine§aimd LnfmmIZJLUInQSdﬁmeWQmmﬁmLGSﬁth SNk sminAs
igihisGgsauninn” tilluy iguinsdmind e vis{uiik segment itkGRaR9007HHY
10BaseT fUiRliglifG§Uiisia) UTP(cat 3,4,5) UG §FU Ethernet signal
wine §NA{UIA S ATNY Gigabit Ethemet
Unshielded Twisted pair Connector

17



fJAENTS Connector Wl UTP & RI-5 4 hAmMApUIAsthQainit uiSnislfoisiSh
ANURITNUAMUISGIUNiRg Slot YWHSENAZWAMS RI-45 IAYWARY RI-5 AAMUAY)
Registered Jack 4

umnNo- UMMA RJ-45 connectors

n o
Shielded Twisted Pair (STP) Cable
Cable Le;ltgth Max. Resolution
] 100 2048 x 1536 at G50H=z
Catlﬁ_ﬁ_go“d 150 2048 x 1536 at 60Hz
200 2048 x 1536 at 50Hz
CatsSe Stranded 100 2048 x 1536 at 6OH=
UTR/STR 200 1280 x 1024 at 60H=
Cats Solid 100 1920 x 1440 at 60H=
uTP 150 1600 x 1200 at 60Hz
550MHz Cats Solid 100 2048 » 1536 at 6OH=
uTeE 150 1920 x 1200 at 60Hz
Cats Solid 100 2048 x 1536 at 50Hz
5TP 150 1920 x 1200 at 60H=
600MHz Cat7? Solid 150 2048 x 1536 at 60Hz
STR 200 2048 x 1536 at S50H=z
S00MHZ %?Ifg Stranded 100 2048 x 1536 at 60Hz

anniudisie) UTP Athhmomwi:masthywiuniisisjShoigHArSY Shielded twisted pair
(STP)NISUAAN:UBIYUNUBRII STRIUBI S M S Shielded twisted pair pimsifau
Token Ring topology
RJ-45 colors
RJ-45 cable 841 plug #18 8 pin/conductors4 Pins SIS {HIMSHTME9 hnsuyinyai
Ui uats Pin (38 100 baseT (g siaifigdsin E1A 5688 4 hinswydnaygnannih miming
MHTERSYW IMYW RI-45 cable
AMIAMUIg] UTP i Straigh Cable tarnsmumuiimy)uAai A Shahh B
ashEn EIA 5688
- Pin i 9iaiananEadnpodh Pin ivew A andn §apoidumuitia§w
= Pnifueminanen g ety Funkdh PnigugB{RimSIAhanANiUS ﬁfﬁmnﬁS"tntUﬂmq m
- PiniUeGRIMSTAANNNIZ)iEh Pin s dpimSAIANIN A tzji‘mmtmuﬂmh; §9
d

v

- Pnimsnipimssahanangm a8k Pniued insimmantnimaiBuiat

C

=D3
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| |
| female (such as |
| ethernet card |
| or hub) |

Leg2: §AIAT
Leg3: NANEFA
Leg 4: niniunk
Leg5: AN asgaIg)!
Leg 6: neiNiE)

Leg 7: NANRBRINA
Leg 8 nRNIEIA

Usin

TIA/EIA 568 A ( ﬁJB‘QEU§h DCE)

Leg 1: AENAIGATUAY
Leg2: neniuak

Leg3: NANRSHRFTARD
Leg 4: mfmejf

Leg5: AN asgaIg)!
Leg 6: §ﬁLﬁva

Leg 7: NANKBAINA
Leg 8 nENIgA

P
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RJ-45 Color Code

T-568B Standard T-568A Standard
12345678 12345678

RJ-45
Male Plug
- Ethernet
Pin EIATIA 5688 or
2 10BASE-T EIATIA 568 A ATRT 258A

T00BASE-TX

[, Blue with white stripe | Blue with white stripe
or solid blue or solid blue
Pl Fs, Wyhite with blue stripe Wihite weith blue
stripe

7 Pl Fs, White weith brown White with brown

strip or salid brown strip or salid brown
=1 Pl £, Browen with white Brower weith wehite

stripe ar salid brown. | stripe or solid brown.

2UAIAN U UIA TS

9

2UAIAN TR NYTS) CAT 6

(2]

VALIDATOR

A
oo

vauDATOR
]

LR
108604




9-9- Cisco 16xx/26xx/36xx Routers

Cisco Router 18 RI Console Port ttﬁwﬁﬁmjﬁfﬂisvf I0S(Internet Working Operating
System ) {AUUIAFIMHATT 181 ARIEI)Sis il SRS 1600s §4 2600s Tatinm:
Station Card &4 Router 1637 2600 €18 RJ-45 gighhdigspim ity wmi:iey §ig:
Nalians RI-45 ARk wibhpinmhaig)is: NS{AvRiY MUnYMIANU Router 161
84 Patch Panel §4 Stallion card ithwifigjiiase

Cisco RJ-45 Pin |Colour Cisco Signal |Stallion RJ-45 Pin |Stallion Signal
1 White/Green |RTS N/C

2 Green DTR N/C

3 White/Orange ' TxD 5 RxD

4 Blue Gnd 3 Gnd

5 White/Blue  |Gnd 6 Gnd

6 Orange RxD 4 TxD

7 White/Brown |DSR N/C

8 Brown CTS N/C

ium fN-f1-Cisco RJ-45
9-¢3- Cisco Catalyst Switches

MIGIUF Pin 181if0 Cisco Console Port 1UAY Switch Catalyst 2UMAMITIUF Pin 181160
Cisco 26xx 41 TRIR IAOURIYAN AN AT Wig1it Operating software

Specification Cable Type Maximum length

10BaseT Unshielded Twisted Pair 100 meters
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10Base?2 Thin Coaxial 185 meters
10Base5 Thick Coaxial 500 meters
10BaseF Fiber Optic 2000 meters
100BaseT Unshielded Twisted Pair 100 meters
100BaseTX | Unshielded Twisted Pair 220 meters

9-1fi Networking Hardware EﬂSEig: ?
W-GIUNANE & SYW VAT Networking Hardware ?
m-i& Switch §% router A YTIYT 2

G-i1fi Router JWHISUMIMARIHZ: ?

&-18 Router NSHFH:AUIUAS Network ?
9-ifitg) UTP tistigis Category 2101ty Category SYWIZNMETIYC ?

n-ifl Server (Hardware YWY NIZN SN UDARITG: ?

o

g

G-+5 Pin 1 GIURI RJ-45 connector 187 FHg: 2

9-G- Wireless LANs

iﬁﬁj@ﬁ Wireless LANs M 81a{iESWireless Network Card§Access Point (AP )

4;8:0

9-6-9- §55683R§® Access Point (AP)
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wicelesse Pouvves

cAT 5
e L s

N\

— At

Wireless Router H151215$1§th DHCP,NAT Firewall
AU Network SihHAIESIUSAMUMIWITTIgIFRHAINIGY 118 Network [UIASZ: {7
asmamUihwsidiziiammo wieless LAN Afivanmuiuaiiiusnsiyaiada
SAIRGENMGNE Infrared YAIIE] Laser 1B]UMSING Workstation 84 Fileserver 80y @it
Wireless network it wifi §i Transceiver ga’nﬁé‘t’ﬁ siRunfupmtumsiiegudSuw
AANSHINSUMSEUMAMY  Transceiver tsﬂmmfﬁmm%@iﬁﬁmamgm:mgunhm
Network ‘t’ﬁmmsmyt{f@w 1 MO wanshpsigMoifimaRoth il S thw
10049 Network 1afisny Laptop AnjdigAndifioyuitumuiaifh LN umsiegity
BUsianayiahminmiuls network IRuginisighrnmioiwaiduidndsmorie)
MY MDTWHAGUMY Infrare IuﬂﬁnSUji:ﬁLUnhﬁﬂﬂﬂtﬂsmSﬂILﬁtn9nmuﬂSiZJth light
S|ght)Sht]‘lun§UQj SiﬁLﬂU9 ntgﬁ(scattered broadcast light)
ti’m?sfnSihmggﬁtﬁ:mﬁmémgfzg[)ﬁ&m:gﬁmmhﬁqﬁtﬁmmmﬁgé’w 108
plumsigiuim mmﬁfﬁmzumgfums:rljﬁljwﬁgf"m‘fag(Wireless) Hiday
v MIMESWAAGRIVES Infrare SIQWANIGMIUMSFSSWMUSHHM Broadcast 118
§wfnm@mmimsurgsma@mmmﬁsuﬁwmﬁuﬁfus%aﬁqﬁhgﬁmsmﬁﬁmzumnh
Transceiver miLmLféwmﬁgh'ghLUﬁg network IRRUI[T Laser AENMGNEIS infrared TR
uhigAn ‘
Wireless LAN $1SAANTURRGRIMY:
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- HISHIAMNAU
- wmwghipann§ShauninhirngioRsa
- msmﬂswﬁﬁnh LAN $tquiiia)
Wireless ¥18 Standard IEEE 802.11
- IEEE 802.11.b-2.4 GH; -11 Mbps B1SGH1W 45m fl access point
- IEEE 802.11.g-2.4GH,-Hybrid/54Mbps
- IEEE 802.11.N:0VU{l 54Mbps 1§jhi¢]
- IEEE 802.11.a:54Mbps

9-G-1- 756555568583 Setup Wireless Network

Wireless Router U Wireless Access Point
Wireless Router UJ Wireless Access Point Ath 2Uﬁinﬁ§ﬁ3méﬁuwtsitﬂ iR R pim
Setting Up $ien: Wireless network:
- itfund Wireless Router iSlinquidrustihuiia Network Shilfatyhisimusy
MmN 4 15knS Ethernet network 1s1mug:iviw siaimsiaden
Access Point §h{MSIEMUNRYU Network 191 MG

Si Wireless

\JU

Wireless Adapter for ﬁmﬁi Users

- fupinssiauAInN Wireless adater IRu{nim SHigiRiothipoiwisliliangéi
URHARKIMUTANRGIEARIUNS Network iR um Sig)

HANGIm fifﬁnjé’iu Notebook IIWHA{RIMI Share §i Wireless adapter mawﬁmﬁﬁﬁjh
IS1H Lni”’mLUSi USB wireless Adapter I ansmtmn USB Wireless Adapter Isﬁmnﬂjgi
IRUHARIMIZINS Wireless Acces 9
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9-G-M- SH5eIRFSRE62563; Wireless Network Profile 18173 Windows Vista

1) oI Start IWGGHWIHEAR Mouse 21hafifl Network ITIWUIUBAGTID
Properties.
2) Network and Sharing Center window will appear, then click Manage wireless networks

on the left panel.

wl » Control Panel » Network and Sharing Center

Tasks ‘
Network and Sharing Center
View computers and devices
Connect to a network
Manage wireless networks ¢

& S

Set up a connection or network
TEST-PC

Manage network connections (This computer)

Diagnose and repait

3) Manage Wireless Networks window ShUngnigiitiwnasandm wireless network
connection ¥184 GOAIRRAISAMIFT profile IIWUNUERHANGIEMYMTYI setting TR
o % ;
6mﬁ:ﬁm‘3§i icon A UMMMNAD infrastructure U access point network $18 SWHHARKMY
network MBIW: access point Y wireless routerq JUMNANJFIFTITSSMAT ad hoc wireless
network 9188w AngdiBamogieimisteninwig
Gam:network profile ‘t’vﬁmﬁjﬁtm%ﬁﬁgﬁﬁmﬁ§ﬁmsm§mnmﬁ‘1 211N home-network §%
[InSMUR§AId) office-network 13 networks SikfiaimsmumGimuimnhitishid home-
network profile AT Move up/Move down Icon tﬁﬁjﬁmﬁm§mm

3 » Control Panel » Msnage Wireless Networks v | 43§ search »

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag » network up or down in the Est. You can
2150 add or remove network profiles.

o Add amfmmm B Profiletypes 5 Network and Sharing Center o
Networks you can view and moddy (3) -
.— home-network ty: W L )
- A <,.._— Infrastructure / Access Point
=~ boffice-network ¢
A
-
home-ad-hoc
@ Q““— Ad hoc
- home-network Profile name: home-network Mode: Automatically connect
S ty type WPA-Personal
fio type: Any supported

25



Network Availdab@ity: Al users

[V] Connect automatically wihen this network is in range
] Conmect to & more preferred network if avaidable
[ ] Connect even If the network is not broadcastung

4) ?ﬁt“’ghwjﬁfﬁmﬁﬁmﬁmmﬁmﬁ connection profilesfd window(Start-> Connect To)
I wooiiTake1iaiid wireless connection IUTWGGIH Properties 191:Tttinkam#
Iﬁ‘ltﬁ gsmoign profile 11160 wireless connection umSISﬂ 1¢ 9

Sdaa

9-G-G- %%ésszﬁ]eé’ssﬁﬁemajssms Wireless Card Driver Status ﬁe Windows XP

1) Go to Start, right click My ﬁnﬁ: and then click on Properties.

s [T

&J My Network Places Explore

3~ contraipane: Hsnsae.
W Paint @ 5% Program Access an Map Network Drive...
Defauks

@ RealPtovar % Connect To
B — L Printers and Faxes
= <caiculator % :::: et
All Programs D T Run...
@ Log OFF @1 Turn OFF Computer

YD 2 Frefox ~ | R 3 Windows Expl... = ' 2 % Microsoft Word -

2) System Properties window SMUINENISIH Y GYA Hardware tab {AWGGI Device

Manager.
System Properties r: g
G:nacd Compstes Na:e : II Hadw l ch d

Device Manager

§~ The Device Manager kists o the hardwace devices instalied
= on your computer. Use the Device Manager to change the
properties of any device.

[ ] DeviceManage: | ]

Drrvers

Drives Signing lets you make suie that installed divers e
compatible wath Windows. Windows Updde lets you set up
howe o pdate for dervess.

( Driver Signing ][ \Windows Update )

Hardware Profies
52> Hardware pro Mawl«wloww“:me
=l oo Pratcvease Confiomaic

( Hasdware Profies ]
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3) Device Manager window S#uURMABmiiwgAmMoASaSURuFAN:IUN
hardware drivers S1RHEISIG1S:9 GORMNTMUIAIGU Networkadapters WU Y

BAGOITTAN AN wireless adapter IRUHARIMINS /]S USRGTIT Properties

29111AN
D-Link DWL-G122 USB wireless card’s driver status.
ﬁﬂm-iﬁﬁﬁﬁsm”i”ﬂﬁm wireless card 181818216 GINUNEIBUNGR Other Devices folder 1

ﬂﬁmEﬂSSLﬁ 88MS Install driver fULEﬂU hardware 18

T Device Manager
Fle Action View Hebp

B s 2 A=A
= EDAVID

+ Batteries
+ g Computer
+ < Disk drives
+ @ Display adapters

2 DVDJCO-ROM drives
+ & Floppy disk controliers
+ J3 Floppy disk drives
+ 28 Human Interface Devices
+ ) IDE ATAJATAPI controllers
+ & IEEE 1394 Bus host controllers
+ o Keyboards
+ ) Mice and other pointing devices
Modems

=13

Monkors

l Dlri MF‘lef'DWl G122 Wireless USE Adapter(rev. C)l
L—v

+ 8 PCMCIA adaptevs
+ 3 Ports (COM&LPT)

Opens property shaet for the current selection.

Scan for hardware changes

4) wireless card properties window SHunmigiiwgAfhidmuann:is Device i
device SSHIGDINIMIMSAYING HAMNGHGITTroubleshoot.. (& gttt ity
msiinnsigihitumsminnsimusAmywian U

S Troubleshoot... 8% AT Windows XP Gighiuanismimanuigudim: wireless card

driverq HAM G’GGGHU Advanced tab Iﬁﬁjﬁtﬁn advanced hardware configuration,Driver tabtuHJ

update/roll back/uninstall driver9

D-Link AirPlus G DWL-G122 Wireless USB Adapter(re... [ |BX]

[ el e T

D-Link A¥Plus G DWL-G122 Wireless USB
Adapterrev.C) H2

Device type Network sdapters

Manufacturer: DLink

Location: Location 0 (USB Device)
Dewice status

Thes device is working peoparly.

If you are having problems with this device, chck Troubleshoot to
start the troubleshooter.

l[ T roubleshoot ]J

Device utage
Use thes device [enable)

[_ox ][ coce ]
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G0m: 1w sTiigghig)ailg]iSn device status I1:ENWGHIH Configure button 1817 wireless
card property 4

-4 Wireless Network Connection 3 Properties ENX|

‘General | Wreless Networks | Advanced|
Connect usng:
B9 DLk AiPis G DWLG122Waeles: [ Contguwe.. l

This connection uses the followsng Rems:

Chent for Mictoscolt Networks

W %™ Link-Layet Topology Discovery Respondet
Vi %™ Internet Protocol (TCPAP)

[ Instat, V]V[ Urinstal ]V[ Properties ]
Descnption

Allows your computer to access resources on a Microsolt
network.

[¥] Show icon in notification area when connected
[V] Motify me when this connection has imited of no connectivity

Lok J[ Concet ]

9-G-& SEsBsesiaseS856R83568a5 Network & Wireless Adapter Driver Status $€
Windows Vista

1) GOIU Start INTWUUEAGGHU Control Panel.
1

2) GG Hardware and Sound 7

Gam: 13 Control Panel i Classic View HA{MSGGRIENI Device Manager.

Control Panel window.

== [ Conotpenci ]

« Control Panel Home

= s System and Maintenance
el 2o Get started with Windows

@
Back up your computer
B Security
\ Check for updates
- Check this computer's security status
N W
-

-~ Allow a program through Windows
~ Firewall

Network and Internet
View network status and tasks
Set up file shanng

bt | Hardware and Sound |
Play CUs or other media automatically

Printer

Mouse

3) 181A} Hardware and Sound window G163 Device Manager ifigjifh
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#2) » Control Panel » Hardware and Sound » - m Searc

Panel Home

== Scanners and Cameras
and Maintenance B yiew scanners and cameras Scan a document or picture
and Internet - Keyboard
Change cursor blink rate Check keyboard status

Device Manager

W View hardware and devices @ Update device drivers

Phone and Modem Options
Set up dialing rules

&\‘

4) Device Manager SHUINMIgTMITTWUUEANEA Network adapters sUitwgoihwid
Gk Mouse 21afii0 network U wireless adapter IRUHARIMIAHANS AWM W

w
' al

URJGTIU Properties

File Action Veiew Help

== mI D B & %S

= = TEST-PC

i
;

B_ Display adapters
<i3 DVD/CD-ROM drives
& IDE ATA/ATAPI controllers

URURRURUR R R R

— Keyboards
i Mice and other pointing devices
= ] Modems
=1 BS Monitors
— = Network adapters
aF Intel{R) PRO/ Wireless 3945ABG Network Connectign
=
=] sdsplers Update Driver Software...
+ IEB Processors Dizable
+ B2 SD host adapters =
= &y Sound, videc and game controllers LInkstal
= < Storage controliers Scan for hardware changes
+ 1% Systermn devices
1 @ Universal Serial Bus controllers Properties

5) network {wireless adapter properties window SRURM2ITMS driver AnkSsdnimi
ms ngifi DU This device is working properlyiS1i{MY General tab § ARG configure

network adapter’s driver parameters fﬁﬁg‘h Advanced tab
50mM:4T device UATHABSEITNIMINS YIS GOIT Driver tab IRE]ARANT U MSIAN AN

update driver, disable driver U uninstall driver

‘. Reateic RTLSIZS/ S10x Famidy Fast Etheamet NIC
—
Device tHye: Network adapters
Mo actures Realeic Semiconductor Conp.
Location: PClI bus 5. device 1. function O
Device status
[=cevics s woroms ooty | =
l. [ oK ][ concex ]
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9-G-B- 568555 Set Up Ad Hoc Wireless Network $5€ Windows Vista

MURYMHAYIS{UIAS network TUTAM: mﬁjgtuﬁj share documents ﬁﬁ”‘lILUﬁ MU
game LﬂfLUSS]nU share Internet connection mHLU fcj” N ﬁEﬂSnﬂmUnHuﬁUﬁJ network §8 28
wireless HIGMUMSARIW: GRUWE tuUJ@U?ij Witk dhiahid wireless router U access

(%

point 4

Intermet

and wireless
adapier

Computer
eqgquipped with
Ethaermnet
= Nnatwork card

[ AL -
————— Computer
Notebooik eguipped with
i i wireless
equipped with i hesees

wireless
PCMNMCIA card

ifhnsAnSifiiwdmamhu ereIeSS adapter 1 #AHG setup ad hoc wireless 18110 N Figtw
f h nj$14 18:8t 1P 881 netmask IRUITAIRANNAS] wireless adapter

Sywa9 yudams g QSU‘IU‘I’GL@fFﬂi‘ﬁﬂﬂ A gateway IP 8% DNS 1§fi[m:hh peer-to-peer
network

Host computer:

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
Gateway:

DNS Servers:

Client computer A:

IP Address: 192.168.0.2
Subnet mask: 255.255.255.0
Gateway:

DNS Servers:

Client computer B:

IP Address: 192.168.0.3
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Subnet mask: 255.255.255.0
Gateway:
DNS Servers:

9-G-¢3- Host $635585 Configuration

1s:Athiy)uismi configure ad hoc wireless 1S1160 host Anj$14 SigeANjSHIRINIG)AMNG
MUMYWHAMY wireless IWHNU u "

9- uA Start WwssHhwidiniMouse hafil Network IWUUBATTIN

Properties.

19- Network and Sharing Center window will appear, click on Set up a connection or

network. Note: The other way to do it is by going to Start -> Connect To -> click on Set up

a connection or network.

132 » Control Panel » Network and Sharing Center

View computers and devices

Connect to a network
Manage wireless networks !*'
¢ ’ i
Set up a connection or network
TEST-PC
Manage network connections (This computer)

Dragnose and repair

;‘ home-network (Private network)

M-Set up a connection or network window will appear, select Set up a wireless ad hoc  ( ‘r'i
rjé1-Ae1]91) network option, then click Next

Choose a connection option

Connect to the Internet

Set up a wareless, bre dband, or dial-up connection to the Internet

Set up a wireless router or access point

Set Up 8 new wireless network for your home or small business

L}

:. Manually connect to a wireless network
camp, CThoose thic to connect to a hidden network or create a ne wareless profile

- up a wireless ad hoc (computer-to-computer) network
g S upP a temporary network for sharning files or an Internet connection

s Set up a dial-up connection
#‘ Zonnect through = dial-up <

connection to the Intermet

lNeauLCcncd]
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G-UtR & wireless ad hoc network window gt §Ruinenigiahsin sgnﬁ?gtu‘?hﬁhﬁ ad hoc wireless
network 4 GGIFT Next I{MWHAMSCY 4
d—tsﬂiff'jgﬁﬁ wireless network configuration window HAHGH wUEIIWInLﬂ:IUﬁI network name
(SSID), security type (encryption) Sh security keyﬁﬁﬁf—ﬂﬁﬁtﬁﬁvad hoc connection TINWES
U‘imfi{}jiﬁ“li authentication A SfﬁﬁtﬁngﬁjUﬁmﬁtfjﬁ encryption (WEP,WPA2, etc) 1§11
hRiahimie yuAIRoiia encryption akAIRhIBUmMSANFHSTAIMOMUMYW Network
182 9 GO Next yhig)a | u

AM: HANGGGHU Save network tﬁﬁj save Nt wireless network profile 4 1388MS Save Nig

C

y
yAShpIvIRahyhig)aislinugAlpimn 4

g L Manually connect to a wireless network

[ Give your network a name and choose security options

Network name: ad-hoc¢

Security type: | No authentication (Open) v | Helpmechoose

Security key/Passphrase:

|
|

[_Net J|[ Concel

al

9- {14 window UIURR{MUHATT ad hoe network [§iM $160 M RN UHT 56160 Close 1R EjUT
mi setup 9

n-{7${UBA Network and Sharing Center i1t G G5l Manage Wireless networks, i 8§21t ad-
hoc network 1B I3 UUIRAT SRhMSMUIGII{AIG

il v Control Panel » Manage Wireless Networks v | #9 B Seorch R

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the ordes, drag & network up of down in the st. You can
also add or remove network profiles.

Add =3 Remove Movedown ' Adapter properties 2, Profiletypes 53 Network and Sharing Center
%
Networks you can view and moddy 3) ~
i
n Mhec
L
~  home-network
A
-
~  office-network
A
-
ad-hoc Protile mame: ad-hoc Mode: Manually connect
A
™ ype Unsecured
| ‘ e Any supported
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Sam:yuSamsh ad-hoc 1S:AM Unsecuredflijgn:hAs encryption [HiSiTAIN:iss §ig:d
176107 encryption ishinuhmsBidhimimy
9-G-G- Client §¢6358 Configuration:

c

EREAMGIT client A0]§is IRRIEEIMUMY ad hoc wireless network

1) GOHU Start ITIWUUEAGGIE0 Connect to.
2) Connect to a network window SRUINMIEIRT % window 18:ShuinmMAMIMUIRN

]

NSUMGAMIUTA dial-up, VPN §8 wireless (iR uitiamtmignnd ad hoc wireless

Select a network to connect to

Shew |All - s
Dial-up and VPN -~
¥  Broadband Connect i
& roadband Connection PPPoE Connection = 2
Wireless Network Connection -~
._‘.' ad-hoc Unsecured network ,,““
Roe Leeas Security-enabled network AN -

ee—————

%’o
st
0
¢
2
42T
_:_)3
e
4I
‘_3

MUEAMS wireless network IR UM S ATEM I [UGGIEU Connect Anyway

—b 1 O

ad-hoc is an unsecured network

| Connect Anyway
Information sent over this network might be visible to others.

2 Connect to a different network

3) 1simmmmmsmu 5] Hﬁ§ﬁﬂﬁmﬁﬁmm message 91 HAMGGGI (U Save this
network U1 UJU§1UU”Q”tEﬁ Close the window 4 US]UHnHrﬂ-ﬂuh:”ﬁi test i thLUUm
Ping 4

9-G-8- 5§655)85735674 Vista RFIFRBIBES Ad Hoc Wireless Network

A o Aol o ' a '
ISTATMRUNSHGURHI{HUIG1: ad hoc wireless network NMIMU:
1) Go to Start -> All Programs -> Accessories -> then right click on Command Prompt

(cmd.exe) and click Run as administrator.
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I WUQUERNWULN netsh wian
wireless filter setting 1% UBS1STIEGRN]

2) Command prompt window will Shibnau
show filters §UTt G550 Enter button 1B U
§118:9

|
ma

IC:\Windows s
\Windows\zsystem32’netsh wlan show filters

Allow list on the system {(group policyd
<{None>

Mllow list on the system {user)

‘ {None>

Block list on the system {group policyd
{None> ‘

Rlu(:k list on the ten {user)

7777(‘“’(’)"‘(’7;' . e

>:\Windows
>:\Windows

3) HAH Ghusy N netsh wian add filter permission=denyall networktype=adhoc iﬁt-.ﬁtj’ ¢ Ad
hoc network ﬁfﬂi@ﬁ T

ﬁmﬁfmﬁaﬁnﬁm Error: function WlanSetFilterList returns 5. The reques-ted operation
requires elevation. ifMwimnfugmaiid 4 gadsmodidnmivgnis:msiefign:d
NENUEMIVAS administrator 4

i =

C:\Windows\systen32)
i ten32>
ten32>
tend2>
tenm320netsh wlan add filter permission=denyall networktype=adhoc
is added 0N THE SYSTER SUCCessruLLy.

ten32)

4) 1GgANWwULIN netsh wian show fiters ghig)ats:gnSkilmhitugamsAnas)d
HAMSIEN AnySiSSsMUMYW ad hoc wireless network AMYWIR:1g
om:

HARNGHWU LN netsh wlan delete filter permission=denyall networktype=adhoc ﬁﬁj UMt
O3S ANAINHAN AR HIMIMUMYW ad hoc wireless network

B Aciminiztrator o P

C:\Windows\sys 320netsh wlan show filters

<None >
fBlock list on the system <group policy>
<None>

IBlock list on the system <userxr>

| SSID= ",

BC = ~\Windows"
IC =~ Windows\
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9-G-90- 5555)BHRNS IP Address RSEHBIRHE Network BERBES)EHS Windows XP

is:AmminnSimutuns siSMIAMNE IP address SUAAMSHA network UigH1g)A
2) Go to Start and click on Control Panel.
3) Control Panel window will appear. Double click on Network Connections.
4) Network Connections window will appear. Right click correct Local Area Connection
by identifying correct network card and click Properties.
5) Select Internet Protocol (TCP/IP). Click on Properties.

- Local Area Connection Properties ‘? lm

General | Authentication | Advanced

Cennect using:

l == MNational Semiconductor Corp. DFS38 |

T hes connection uses the followsing tems:

=21 Clier for Microsoft Netvworks
I~ File and Printer Sharing for Microsoft Netveorks
[~ QoS Packet Scheduler

intermnect Protocol (TCE/IP)

|

| Install. . insta I[ Properbes ]l |
Descripiticn |
T ransmission Conirol ProtocolAintemet Protocol. The defauk

wide area network protocol that provides communication !
across diverse nterconnected networks. ‘

9-6-99- MIEHRNS IP Address 653855 Network Administrator

Gon: 1P address 1R §IHINSIAYWARY Default gateway Ath router YUIRUMNG
route traffic 3j network tﬁ‘}htgjﬁé Internet DNS server Ath application server YWk UHMNTURA
1[U URL 3J{5it YW IP address¥ 2 NUNIAN www.cert.org Ath URL ITW{gim sTigh 3jiaithyw
192.88.209.6 1t DNS server

internet Protocol (TCP/IP) Properties l ? ,@

General

You can get IP zsettings assigned automatically f youws network supports
this capabdity. Othearvase, you neaed to ask pour network adommistratoe foe
the appeopaate IP settngs

O Obtan an IP addeess sutomatically
(& Use thea folovang IP address

IP address: 192 . 168 1 o
Subnet mask 255 .255 .25 o
Defauilt gateway: 192 168 1 1

(%) Usze the iclovang DNS server addresses:
Prefernred DNS server 192 . 168 g DL

Akemnate DNS seqver:

[ Advanced.. |

IL oK | [ Cocet |
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9-G-910- FUHRNS IP address §555¢585: DHCP server

ﬁ?ﬂﬁms DHCP server iRUMS setup 1811 router UHAS DHCP server il Home
network ﬁnﬁﬁUﬁ}aﬁmUsgmmssj IP address fﬂﬁquLUfTsjtm wﬁ”lﬁ[ﬁ tUiiEU WA Obtain an IP

address automatically S1 Obtain DNS server address automatically

Iinternet Protocol (TCP/IP) Properties I @
General  Alemate Configuration
You can get IP settings assigned automatically if your network supports

this capabiity. Otherwase, vou need to ask your network admirests stor for
the appropriate |P settings.

l'i\ Obtain an |P addiess aulomabcalyl
{ Use the folowang IP addiess:

| Obtain DNS setver addiess automaticaly |
(O Use the followang DNS server addiesses

Advanced..

ok J|[ Cence |

SamSniuAtnS notebooky ik ANk static 1P 1SINF LW IP (HINSAMNG 3] DHCP
server 1STAMTIN G gAMGIT alternate configuration 1XEjANNG 1P SRARMSHR network
TN network DHRIRE 4

if5]¢UmS 1P address MASWIBIAAISHIT General tab Hoitihmsanndaiify 4 Hig:
notebook SH{HIMSAMNE IP addresses jhajwivigisiimitniwy smuwiin:vAgod
Alternate Configuration tab, t[ﬁ EUiTEU LT User configured option 83 key jg‘ ! home network’s static

IP information <

Internet Protocol (TCPJ/IP) Properties I l
Genearal  AFesnate Conbigusatbion

If this competes is used on more than one network. enter the aternate 1P
settngs belowe.

O Antomnatic pervate IFP addiess
& User conhguzed

IP address 192 . 168 3 2
Subnet mask. 255 .255 .255 o
Defaulk gateveay 192 . 168 1

Prefesred DNS sesves 202 . 68 66 S

ARemate DNS server

Preferred WINS server
ARemate WINS server

| oK J [ Cancet ]
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aﬂ
UfiHg:?
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9-90- 68 Topology mg?

URIMSiS network Bandliglilmiaia)fndiSh Pheriherals IRMII¢)EY Junk
(Topplogy)gsmGLGGj’mHuw Logical topology ‘t’ﬁm%n?ﬁmwfsmmq;sﬁﬁmsmﬁ Work -
stations 4 Logical topology {fifiaRNEYW Protocol 4
{US% 918 Physical Topology 12189

iaAsahmuis:AmapgiliuniRupimsifisiah  Network
Shfoiihoig)atiunfel |
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ANJ§T network YW (local area network U wide area network) IRputhusjisAnjér 158k
peripherals 1k J1g)atRumsimubanianiionons §gSw SUA resource i[MuFkIS
network YWIATUTION topology jURIh4 DS physical topologies thﬁsLﬁtﬁcﬁﬁmLﬁtﬁg
SywImsannyasHAnNTuiiuahY

9-99- SsiEsRsSigie BasisRiResnpnEsEIslinsgssgn

NNSUFANINW{YUANMIUIRY  workstations§H  peripherals @ik star-wired ring
topology fi{M:{AY nodes FRHAHINSMUMNYU central hub SR UITTWA SMIE 8
i)l aeimigieAGin:MIVIgUYMINA Node AMYWARUAS network

9-912- SIS ER56IHBEDS

star-wired ring network 1S BAMNMGMUDYWIgIthidsiuinsy nmoiigRom
fiber optic cabling, shielded twisted pair (STP) cables §4 unshielded twisted pair (UTP)9 (UIA ¢
istaiRnuwavmiimn S wild $UIUR network SHATgIMITING 4
9-9(M- SINRBREBISS Fault Tolerance FSRLHEF28s

star-wired ring topology BRI2]Si S fault tolerance e S{URigmNgauthi topology
Broadcast data L@iﬁ]SG%WUﬁ?LU§ﬁUEDSU§2]Hub AMWMEIUT  access point §HutiI‘JIS”1m°j'
network MSUANN:IR forwarding node Zrepeater) IRURINGIE3] 1S Eror aamivms§s
w4 s sSWHInSeguERURUI hub NAUMSUSA] Node USILISTD network
wiwsogahdinhimig 1§ node Ytgo1ig 9o hub 84 forwards G 3Sw3J Node UQIUENATUS
wing wsSwhhuiRsésadaduis Network dgimaimivmsisswispinsizma
1w u

9-9¢- Linear Bus

Linear bus topology JBHISISJIUEWMUMYW terminator [AUISIGAARIROIRY (AU
Node §14H & ( Fileserver,Workstation 8% Pheriperals ) [Aiiam U118 Linear cable Ethernet 81
LocalTalk network ’I[fjl Linear bus topology 4

File Server fm—

@ 22
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Nodes
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o (aimiuiiaigjAioii star topology
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- wnsHhygo ibignugo
- Terminator [HiMiUR R AR ATSIgNY
- fouARuUESIBUNS Network $1lgmU

v

o GsiusmsSwhnpinsifmisium:pnwisipimnmitunssuidin:ie

9-9&- Star

Star topology {§{T StﬂUﬁt@jhfﬂngﬁﬁ Nodes (Fileserver,Workstation §# peripherals)
HEMUHAIFIMS Hub/Switch U Concentator (BN GANGA MM

GSSlﬁtS’m‘U Star network LnfmSUmSwh”m”‘IH Hub U Concentrator HSthUmSUS

imSMEUANY M Configure 1S:MngigigimsiTihgwiey utP Sidhenoidtyw
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ARNEUYJATS Star Topology
- inwpyuasmitigiaiaamo
o @s'mmgwﬁétm: Network UQIUAMIMUUMIRAWAURINNIGMIN IS
o MwiynaRMIgAN S WWAIEAMNYWIGHM
Ejﬂﬂ?UﬁfS Star Topology ‘
- (pimigdsthi Linear Bus topology
- (w3818 Hub U Concentrator 8T 1813 Node iRUm S MUAS SHMTIHTM M SIS
- HISHIYIGM Linear Bus fi{M:AIYIS Concentrator ig
Protocols [ SIJMYW Star U Ethernet Y localTalk¥ Token [t SIAIJMYW Topology & 6U
IATUTION Star-Wired Ring

9-99- Star-Wired Ring

Star-wired ring topology mmmmsﬁhm SNRHGI Star topology i319 MAU (Multistation Access
Unit) I8 Star-Wired Ring 918igfitungmmadjfdmsghmaiaunionygigl2uat ANywig)a
11k 4 Token Ring protocol #{{ Star-Wired Ring

9-9¢3- Tree

Tree topology EﬂSEU’g[Lﬂ:UC]JEU@fS Linear Bus 8% Star topology ﬁgHEﬂS[ﬁHfS Star
Workstation @ﬁt?ﬁh Linear Bus backbone 9 Tree Topology Hslgﬂﬁijmﬁﬂ[fﬁ"ﬁ Network iU
NSPNUSHIGYIA Configure GIM: network IF1MUATHIMITUAIAY

Backbone Cable
—3a

ARNEY]ATS Topology
- EUMUAGAN oY WIS GANTYWIg AT Segment Syt Y
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- BISMIAFIW Hardware 8% Sofware g:
? ﬁ 1S Tree topology
- (ultaisigjis{at Segment [HiMSAnNAIhWvIAGISIgAR UM SIT
o (UnIsibia) Backbone 85 1815 Segment F1HYUISHGTIRI
o ﬁ(ﬂﬁﬁqﬁmi Configure §hﬁf&jt’ﬂh topology 15§j1 i]tQjﬁ

_33

9-9G- GRS 54-3

ﬁiﬁmmmmmﬁtsjﬁ%s Tree topology Wil Etheret Protocol AGNUE-G-M9 §{mMN
YUisa(gimi Ethemet protocol ARENAUMSUSIGMIFHTImEie) network 1F1RAUTAVIEATS
Nerwork fywiIt: mmuﬂﬁmﬂﬁﬁ LnU Concentrator U Repeater Iumﬁjmmwﬁ’“ln[,nfﬁf
Sgsisinuiangoygw is:AtimuminnAnnami node Arslilh Network iR usnsiuiih{fve
ANTEIIMGAMUMS 4 repeaters/Concentrator 4 UigEMARIg)amMGIG TN AIMU Workstation
ifeipasiihipinsfmhyieg Coaxial
Segment TEUA Segment YW node HiyifsMUMYWNY Node AiBnisimuuisiid
network 1S 4 segments 831 3 repeater/concentrator AR
is:AthapUidudsmonsiamstim: network protocol 1Rj1§)&Y Ethernet network 160U
[AU Fiber Optic YUSJIS Fiber backbone Mytwig) UTP 4 (Ui siGUS]iSiY Fiber optic §higj UTP
ahdopu n-v-d
AIfcAMISTIN Ui AsiTRI A Topology

v
K el

- Linear Bus network MOMSHIGIAY THISMIBIG  network SSAMGEM
Concentrator 1S1:1¢

- (UThISTERRURIMIITING network ANDUTikig2

- (uiagisigpmandsiand Utk IREin SIAdMyWw Star
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Physical Topology Common Cable Common Protocol
Ethernet

Linear Bus Twisted Pair Coaxial Fiber
LocalTalk
Ethernet

Star Twisted Pair Fiber
LocalTalk
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9-98- 68 Network Operationg System mg ?

a

hEsgoiglShiudsuAuimiom Dos §4 Windows iSi:igiRuipimstigihithwynaid
[MaRARRS uUJLnULnﬁtﬂi iAngdiyw osgpAvAmI network 1ingmAm yuhayéin
ESIRUBHMAUAS network uLUﬁ@LUﬁ Mi network RIASEhumsistidhimiua)
network 2] S{RYUY (UIASISIUNSIUARURMI network A:

- Peer-to-Peer

o
Ul
Un
[2)

"__ic, e

- Client/Server
9-98-9- Peer-to-Peer

Peer-to-Peer network operating system HS@ﬁ%ﬁﬁtLﬁLﬁ]f{jmﬁfﬁ“mw“ SMSSH files
Wugaishidansudgitidhimitim:asms Hunsioanwjmsidms iBAny Gk
‘Iijﬁﬂ tm:ﬁmdﬁﬁmﬁtmwﬁ@s Fileserver gLUﬁﬂﬁﬂgﬂﬂﬁﬁHjLﬁﬁLﬁﬁ tsﬂgh Peer-to-Peer
network A{AUANISIFRHAHINSORGATTIMY ﬁmSf{‘jgtf{j@étm:mﬁ@ﬂmf{msmsfﬁm
MS{UIslid network Peer-to-Peer network mimsiaviaigfudimamadsis LaN 2
91841150 Appeshare 8% Windows &i{tUworkgroup Bthasininnisagiiinumoiigadm

peer-to-peer network operating system*

Peer-to-Peer Network

o R
Pe-PT PC-PT

ANNEUY] fc:ﬁs Peer-to-Peer network
- GomuwgsRohwiscimG§m Server
- Windows § G Windows XP, Windows 8, Windows 10 {§ith§ Configure fNi{{uG mLmU
Peer-to-Peer network
ﬁﬂ,ﬂa’dﬁ 1S Peer-to-Peer network
- HISAIgUANMUNINU Files 84 applications
- EIS&iamn
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9-98-19- Client/Server

DELL

Blade Servers Rack system
EME2JHA tLULmﬁImULnULmhtﬁtm applications f"m@‘jmsmﬁ Fileserver 9 #iG:
Flleserver AthANgS iuNZ]SHLIﬁSﬁnhLUnS network fipn:thhugmagpdiameifimanssi
SN v,igmm
Workstation U client 8t I oI aginsms FuHaiR e SIslicd Fileserver 4 (IS
AURMI network HSMAZITHMUMNSIHUPANRHOUNURIWHS A HADM
moisAnWwSinsmeishin mme@méﬂ Novell Netware § Window 2000 server /2008/2012
/2016 AT{UASIURURMASUNSAS-1UIS{UAS network

E

P
PC-PT
PCO

AONUYIRISIUNS network 15-1S
- Centralized: (aUnsms{RaginmnisFsSWigins{EvpRIwHASHY nsSw
mifimaisnsmsmsydsmsm{piwighiit A siwmyntiantdy
- Scalability: AU MAIUAT network IAMGHRS MY RINSIFImua[gimisms
ISEJEN
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- Flexibility: SAHIGUNUINS SITIGATSNT

- Interoperability:{Al M UM AN OHHADITNIMIT YW NS
- Accessibility:iAH G{AU{ARIFITH AISIEMY Platforms

ANNTURISIUAS network 18-S
- GnmwgsBsifgiiminaisiy

- miAsA:Gimiuis  network  GRiMIyAGATRUBSENMGNAIM ARGt

v

network B1S{URI§MNG I

- monpwafiaswgoySstithimisuas network {HiNSAY

2N NIANISUASIUAURMI network H1SFTNRIMY:
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various Types of Network Media
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Local-Area Metworks and Devices
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O perate within a limited geographic area
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Connect physically adjacent devices

- P ' Ethemet ’ '
Bricge Hukb Switch Router
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Application J
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Data Link

Physical
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10 Base T:Ai Carrier Ethernet Frame N Saigds&iiigin:ig hthig] UTP 9 10 base 5 §1110
base 2 (HINSRUSIMIPUNUAR LAN segment §O0m 4 2uAIANHINSIAMUIFISH AUL(
Attachment Unit Interface ) mmw':fzgmmé Transceiver IRU[RIN SMUWHH U1gIM$ig)

57



Ethernet Coaxial 4 Ihwaniia 10 base T pimssanfifgfifupiiaavanniays
2UAIANENIBS(HIMSIANUIFISA Ethernet LAN 1thwi(ig] 10 base T IRU{HIMSMUIS]
Hub U LAN switch gt IsﬂﬁhmﬁﬂUﬁiS: Hub U LAN switch §GR1§18H Ethernet segment
iR

The Physical Layer: Ethernet/802.3

&

10Base? - Thin Ethernet
10Bases - Thick Ethernet
. e 10BaseT - Twisted Pair .
| e, ! = 1
| -

M-M- Ethernet/802.3 Interface

Ethernet §4 802.3 data link MS1Ud i sSWRMUMIUMSEhMAmEigiEupin s
ifmandgimiigl auninngikie
211100

joisiakjumomis:uinmsiauninhsgsmiginssaamumisimigivaishd  Ethernet
LAN 5t |

HASM{UIAG Mancintosh 181210151 8N Intel-based pc AISIAAMUMSUMMSI MAC
address QSN Datalink Layer Router iS121afi{fi{misi§i MAC address RhIRIGITNU
LAN interface 85w iuash4 Gine Ethernet /802.3 interface 181a# router iR uitiamSifime
FYW Cisco I0S interface IR UMBNINWHANIM A E t[ﬁﬁijt'ﬁmé Interface( 2 AVIANFGUEMM
ARUE0)

-4

The Ethernet!802.3 Interface

0300.1234.1BC4

0800.089c.34d5 0800.2006.1a56

>

@ Cisco router's data link to Ethemet/B02.3 uses an
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Finding a MIAC Address

AREP Request

Ho=st ¥ AREP Request
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T

Example 2: TCPAP destination
ot local

@ An example: TCPSIP Address Resolution Protocol (ARP)
@ ARP finds the MAC address for a data-link connection
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Step 1: Analyze Redquiremeants

@ Technology isSsues

@ Administrative issues

BUNSFU:mMIUIRATSIUNRIUAS LAN
ishinuitihqm st Star U Extended start MSIF{MATST Ethernet 802.3 CSMA/CD 4 §U
niais network 1ssAnAEi S thagigmwagigis:

Step 2: Develop LANM Topology

Topologies '

Extended Star
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GNAIANEIST IP addresses MY network 185 1A1J Router §5 18imy:
- iﬁﬁjfﬁﬁ network th subnet §%1 network
- ﬁj[j:ﬂt'fUtﬁfﬁiUSﬂﬁjﬁng Internetwork U internetworking
- UMY network AIYIES T Simejuniis network YWiHIMISH network XU logical
network

Step 3: Layer 3 Addressing

131.108.1.0

Logical

131.108.3.0 ., 131.108.2.0 .
@ The router divides subnets and networks
@ The router structures an internetwork

@ Logical addressing should be mapped to the
physical network

n-G-9- FBEEEH VLAN

iwmism TS VLAN(Virtual LAN) 19121260 GIANTS broadcast {fiiat SIRUAANG
isial VAN gustiwhusiamshiRsAnnals broadcast 2mSiagod VAN [Himsifimea

R sttmuwdams sipuls VAN ieimug 1 §iuain

[

64



$U1isiBsANNATS broadcast mséUimSiagoiiwmniiimeasis Router iHgjetanas
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0-G-9-1- SER5IFNIIBES VLAN
islahagninnis: Port IR NAGHGFINSIANT N UHSIASIMIAAN RIS VLAN 9 Port

PO P1 84 PC4 (it S1ATT{M ATIE iR NI1612) VLANLY VLAN 2 $18 Port P2 P3§4 P59

VILANM Operation
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Step 1: Analyze Requirameaents
- Gather Data

& Corporate structure

& Business information
flowwr

& Applications in use
@ Current topology
@ Performance

characteristics of
current network

W ew

ifapiafinanm2EatganmalRy SNSRI AURRIFIT Address MITAINLNS

MR TaIWAIUNR M Configure 1G{pAgMIREY 1SiakuUIsgimsigamiptphfans
Ten(MIs) iR pLARIFIMIGAAhHAINT wsHYTsgg)amnsiimioasiMisisitiga
gogmhifsig)aiwmmsiudysiagpupamuizn Sy

Step 1: Analyze Reduiramants
- Gatheaer Data {cont.)

Mission-critical data
Mission-critical operations

Approved protocols and platforms

Control versus distributed authority

Mm-90- Senscnistagsms

igimatelilagimuuauiy  intermetwork  11:idh{piiaimaieliBmidtmivas
Sk

HAGHS tmmimummgmmtmswjm

ifi Applications umt[p sinumsShpinsimiungos
1B network S sShipim siAGUITUNREGIYo *
RgoontuaeaNegumsihaciy?
Byamotameiiamhuiiadegumsihacu?

ifupimaisidgpianshiuoiduisiahin:msion:

-Throughput
- NS MIFWHY
- migiPnsms
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pUHASRs aHu MR uws uﬁsmﬁhﬁ RRImY  fgimmhi{susimsus
msehif s19)aq nsmsmsalgMSialg 1:uls Memetwork NS 3miviarg
sigguomsiaudngiiiwsim aigindsmigis e

gy

L'.IL :»ZG‘IZ

Step 1: Analyze Requirements

@ Business requirements
@« Technical requirements
= MNevw applications or business operations

& Performance recuirements

& Availability requirements

M-90-9- MISMESHBAFECRBBRMVBBIPINSNBIRNGSIBEAS Network

ishniguidhaviReimaisildagimigavigris muanidas ibagidhaiune
{8 applications §#{UIASIS Protocol iRUUAMMUIRN S SIONTINNISIARIUAS network
211100 '
isinuiulhnsmUst Node gWwisIARUAS network Atslinauig:uiiuasonoian
msiamssuitithhys tﬁﬁjmsﬁhﬁﬁnﬁmﬁm}{jwﬁg network itiu{pifatisiinamitn
WAS network IMNIASH{IAMNASHAhIE UEINIMIMEMIAMNAGAT TN backup file server
iy
imumInN:gsIn IO UIRTIRA[UAS Internetwork I winEFiRmmdmarsiuniiy itdh
HiaWNRINSopaIANoNGIANIURUAS network

Step 1: Analyze Metwork Load
Recqguirements {cont.)

Howvw much netvwork traffic vvill be caused by;h

- Client'server applications
@ Hostterminal applications

@ Routing protocols

@ Regulardy scheduled services, such as file backup

m-90-1- MsSmmiRisB eSS -Applications FSRBBRMVBBIPIRSNBIRDS

Network applications MSUIRA3jMsoncIANMSiaGe 1s:Athmnhytuis Aplications
IRUUAMU NS §iIMInfag:(Congestion) §TNNIMY:
- mIgUd Internet
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- AnyéiRuid software fott

. mIUmSShUmaTiEg

. an{‘j"Lm FISIUAS Database AM U

file serverfSNUIRMAGY

imuminnismidigiaBifaituh Appicaton iRAULM R ENSULN G16N :GNGIAN AT Network

M-99- BEEHERASER Ethernet — #5655 Network

Ethernet Technology--Bus Topology

Shared bus Iimitationsh
@ Collisions reduce the effective available bandwidth .

W hat Problem Arcre Wou
Tryving to Solwve™?
@ Media contention
@ Excessive broadcocasts
@ MNMeed to transport new payioads
@ Meed For more bandwvricdth
@ Owverloaded backbone

@ MNetvwwork-layer addressing issues

Segmentation AMBidhimisMIoAIRSAMNALS Collision Huigli Collision domain fiy
i5s
- Layer 2 bridging [FimSiaf{maiUioAgiiuniis BUS sWinvHRmSTiung
Collision domain FIFSSNMSHUNGRUZAUAINNSYWINSS Bandwith [FUIMS
s UBmums
= G0m: igiakyunieh BUS Ry SSHRUANNALS Broadcast ingwanRfign:t 191:8th
ianmasst Bridge 84 Switch At
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Ethernet Technology-—-Segmentation

Bricdging and switching are both used for segmentation

@ Results in multiple collision domains
= Still a single broadcast domain

@ Stations can get dedicated bandwidth

Single Broadcast Domain h

o-912- Bandwidth Domain §§55)%5653)85£385¢5 Broadcast Domain

IRSANNGBIS Bandwith GWFINSIAMUIFISH Port YIS Bridge YWY Switch Y+ 18154
IENAEN Ethernet Switch YWis1iRUAANAIS Bandwidth SWHIMSIAILT Collision domain
2iR19 IRSAANHIS Broadcast YWHHAMUMYW Port YIS Router YW (AUAUAINNFIRH
isiahiisAnNAlS Bandwidth WM SHIMAUAMISIANGSMSIUAS LAN bandwidth ingWw (AU
GNOINSRHAMSEAR Host mnqwtsighfﬁsﬁnﬁﬁfs Bandwidth hEmnduidmigipt
Hosts 131 918]& tsﬂgﬁﬁ:m%s%ﬁsﬁmﬁi{jf{j Ethernet Collision §Wwis1: 2URIANGSSAMGI
mmcpmsﬂmmfﬁqwi’ﬁmungnm%ms Collision 1Aa#1S1§144 {AU broadcast FIRHA M SUAR
Host Eunauwtsigh broadcast domain {agwhinmiS S migi[al Hosts 1Rk 91g)aisiaking
A0n418 Broadcast {HYWH Broadcasts [§iimSuidmGim AU Hosts Gﬁhﬁﬁﬁ@@ﬁfﬁs‘ﬁﬂﬂﬁ
IS broadcast muUthUmwidEuiiansthangmoismimo |

= B

Bandwidth Domain versus
Broadocast Domain

Ethermet collision Broadcasts are
cdomain has shared wvisikle across a
Bandwidth suUubknet

(N-90N- EENNSFNIRDELANSEFISIE6IR Network
N-900-9- FRSBESHPS LAN Topology
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imwitdhasuyusidfnsidunnehieldhuis Network msmnmttﬁw e
whdfuungisiuniyais LAN guiBuginsuifaidiam: igatoasismivifaisiu
nRis:pimsGiumgthmiuiasis 0SI Model
- Layer 1- Physical Layer

mutaniismiuia:miviagt Layer is:is 0SI Model iR s sinf)sSamivia
sievamiRumoifimums
- Layer 2- Data Link Layer

1s1gh Layer 18:2UAINNET
segment MBI isigyq quAIANIR
Collision §4IRSANNEIS Broadcast 4
imutnankismiviia: mpouilasisanoanmagwii N SISIANI: NS MDFY IDF IR0
Host LﬁufmSUtﬁﬁfﬂLﬁHmHiwﬁS Physical Layer tﬁHjG‘lSGLUﬁfﬂ I‘:’hysical LAN segment gt
mitigiigiauninnis LAN switch iR sifimasiigngo sifgimavgwéuiisiisAnnfive
Collision iR rusRawm siging mivifiadjmssianoytwis! Layer 2 isjunitis:idugandimaifi
UIRAIETREN{AEIFIEN VLAN(Virtual LAN) STt S SERUAMNATS Broadcast igtwa&

- Layer 3- Network Layer

1818k Layer 1S:2UAIANEGM Router {imSifim aigjusiamse LAN segment gt
iUl LUHS‘g;n'ﬁﬁjEﬂ SMIMUMY Segment 181 Layer 3 6 IP address iRy
imutnankismiviia: vila SIGiYwmi LAN segment SR UM S1{M1:§i Data packet

- {67 ARP Protocol Broadcast Nopueia
- i6A% MG e Amsi Collision i} Segments.
- O1:ieuNis] layer TI 4 1R Segments

M Bridge U LAN Switch [FimsiaiJauinUmiqit LAN
atiateny misigi Layer 1S:1SEMFUEUAMIASIGUIIS

Developing A LAM Topology

Application

Routers -
Layer 3 Addressing '
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{UIA§iSigiuAT Network

Cable Plant Ty pe

Electrical h

- Coaxial

- Twvwisted-pair

Fiber-opitic

= hMultimode

- Single-mode

(.

VYiring configuration
- STARFextended STAR '

- Dristance limitations

Star Topology Using Catagory S
Unshielded Twisted Pair
200m
|__Session__

Session “d= Catchment Area

-

Oy,

ot -
T

—W ‘ Main Distribution
T Facility .

| Data Link

Horizontal __ " T
Cabling e

CATS UTH a'

@ Specified by EIA/TIA 568 standard
@ The WIDF is the center of the star

@ The WMIDF is the Point of Presence (POP) for cutside
services from the WAN provider

M-9M-M- Extended Star Topology

1slakiung Network gwinumsiadinymbgimisiugtavinpgnignisthiyw
NRUSE) éﬁgs Hosts M STRIESIGTIRURIMIMUR Network uigmimuigiaibimunsoyw
{Auin900i8atIM:Gien: CATS UTP Ethernet 4

ihwaiml S uSiUS Uig)(Wing Coset)iS1:AUS UM utifd sipimsuii aigiig ustiggs
W{HINSH ST IDF(Intermedate Distruouton Fadiiies) &33 £ EIATIA 568 MSUIR M GTH191:81S DFs (IS
MU MDF 1510 §iVC( Vertical Cabling )1 VC 18 sAT{UIASTS Fioer Optics fifgn :3uENUWANER Ficer
Optic MG MATMSTN WMSTAm W 18154 MOFs §4 DFs A i nSigammsmiiimas Pach
Panel T i1 §) At ueh Vo Vertcal Cross Connect) 1 V18 pinsfimanigim s DFsigd sie1 VDR
AnM oY (uitis v AshipingisiapRnumsiuiiiiimio 006 {pGIeN s CAT 5 UTP Gim: Fioer Optc I{a1
msPmesthay M

n-9¢- F5gRBE Fast Ethernet-MDF 623 IDF

FastEther A EtfemetfﬁmmimsmﬁﬁtsjﬁfﬁmmStmﬁs:m G 100Mbps 9 {UIAGIS ST gt
fU i I Ethemet IRAUBISNEEN BUS TRIUINS Broadcast iRt §i 10 base T4
CSMA/CD Method At Media Access Contrdl (MAC) U9 8J81Eh Fast Ethemet 91SGIRMIME oM
Copper-Pair Wire ( 100Base TX) § 1 Fioer ( 100Base FX ) 11T WA S Fast Ethermet TR6Ui{{318] Coaxal 1815191
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Fast Ethaernet - MDF to I1IDF
wWertical Cabling

Increases bandwvidth to TOOMbps using existing
CSMASNCD technologyw
Twwro standards:
———

@ 1o0BaseT X--Two-pair coppern full duplex
(max length = 100m)

- 1o EBaseF X--Two-strand fiber, full duplex
max length = 400 m)

Primarily used for MDF to IDF connectivity and
switch to server connectivity

IO
Fast
Ethernet —
nFE

LAN Swith IR UB SR 0TS 0SI Model
Developing A LAN Topology

Routers resomtation

Layer 3 Addressing Hetwork -
Layer | Session |
—I
o __Hetwork |

LAN f B -
Switches ’ s

Layer
HNetwork - E

Media

Type
Hubs,
Repeaters

M-96-9- FME6{HISNES Switches (S BIMBBRBEMIHHAS: (Congestion)
Use Switches to Reduce Congestion

@ Avoid congestion on a
LAMN by using
microsegmentation to
eliminate collision
domains

@ Cascade switches and
hubs

@ Tailor availabkility to the
neaeds of the device

- o, -

Microsegmentation #1SSwhmmf{margt Bridge §k Switch sHgjaRilNMIUa
Workgroup 1 Backbone network MS{Uies4 13 Switch {HiqSHT{MAIIMYW Hub 11:18673)
RINIMIUAIUAS Network MS YU UgAnfimaIcimc8h Server 4
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Layer 2 Switching

Work Area Station Cable

LiE P Uplink
H orizontal | = """‘;.4-* .-‘"%b

%7 r, Cable 100/meg ports
= » C5 UTEE 10 meg ports ~
Y HCC Patches | & % Dowmlink
Wall Plate LL30m) | HCC Patehes [\, <— T
T Fr
100 Mbps ; “ 4
HCC I | VCC |
lﬁ!'tiﬁ able multiple
100Mbps= fibéroptic uns for
expa E=laly]
Horizontal ]
Cable

CATS UTP

wall F'Iateb

-

S —

Work Area Station Cahleb

M-9&-- Layer 2 Switch Collision Domains

iR ana i siisianh anhnas Colison GUTREIERAGS S Hosts IREIMUTS Port iagt
1URJ Swich 1 AIA ANETS NNSAINA FRENY WS H Bandwidth TRAUUTERG ARG Host 8yt isiah
AN SMNTUULS 1S Host Y WARTRUMSM UTF] LANswichport 11 RigAG  AnnG§isuiisitud N
1U&S Colision G§S1(Source Host §1 Destination Host)4 ithtwanitaé UISIRSANNGIUR Colison MSTARG
191:NENS Colison s gisTnniEay Host fimnsAiauey syyaieimigiunY

Layer 2 Switch Collision Domains

Hyg

A R,

@In a pure switch LAN environment, the size of the collision
domain is 2 host

*When using hubs, the size of the collision domain increases
and bandwidth is shared
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Layer 2 Switch With Hubs

@ U=ing hubsto supphr
more connection points
for host

M-9&-00- Layer 2 Migration 55 35SR% Bandwidth 285

Migraion & hmiugpumismafimasii g maidmasmsny{uiedi tdk{pimmy Host gt
16 Port YLUIUES Switch tsuimmfﬁmipﬁ S Network §UmSTaciis sagimis Bandwidth AmSiaiiti vee
(pinstaSmATE g m Y MDF gt IDF 1 535 :1a{iMiSE bandwidth A0 Porti) 5SS 100Mbps 1 s
ishoniRaudlhasiBimes §i Swich IRUNSAURUI hSH U 2itTRST Bandwidth [RUTMU U
Migration 1 18171141 HC(Horzortal Cabling Jbendwidth SiASigTaitiwmi asyifl HoC 191 Port guis
Switch mmmsmjjs 100 Mbps MUARNGSIGUTS layer 2 LAN switch NeSa: pSamaitigi s
bandwictth 16U 100 Mbps port UTY Migration FREUTE I bandwioth S 16t

Layer 2-Migrate to Higher Bandwidth

Work Area Station Cable
Uplink
o 1P N ey
i
100 meq —
p e | 4— Dowmlink

100M

wCC

Vertical 'table multiple
~ fiberoptic runs for
| ansion

& Migration to higher bandwidth
is as simple as patch to higher
speed port or adding additional
high speed ports
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M-9 &-&- Layer 3 Routing Implementation

MBI UAIANIR UM S MU HUETMH Router MSHSINH N SMITIUATIRATS LAN
islakiung network JuNSSIMIRAIUNMSHIRANNARY Routers (HIMSHTMUMNTMUIS]

YW WAN(Wide Area Network ) HG Internet ﬁmﬁm

u

Layer 3 Router Implaementation
Netmrk3i 'm.l:l.hlb

@ Routers serve as I

broadcast firevwalls

M-96-&- FME6{B15Nas Router 68583585 Internetworks FRRiES

Utgﬁ?iﬂ Routing M 81{01: §iM1 Broadcast i§ Data Link §8 Multicast 4 it W aniRNS M
uigust Port 1UES Router iR UNSMIUISYST Subnet U Network Address 11:{Ufl§ Internetwork

RinsioRIoMMIGA NFAMUR{YIMIY Network Protocol AddressingSdRouting MSHUSIA!
viRauAsywitumonfamsy islinuifmingosatuighimeast RouterySwitch 181
ifnppiadnsiRansigshonitundhagtianpunshanwugin: 2

ii’ffffsfnuqnmuﬁmﬁmum‘i’s Protocol 1(NIS1: NASHIFISHUGNARAZY Router {AIMNS
U pwsin U IR U SuTANIS 5SS Broadcast 15 S1UTWEH Protocol iU
gsmoniams ann‘t’:u: fqinmm UENIRAMIANNG IP address 4 191: Tt N AMAIN Router

o

NSEYIGIIWnSMARRMI Configure T Switches

Use Routers for Scalable
Internetworks

i o
[

@ Routers serve as
broadcast firevwalls

@ Routers consolidate
for scalable
internetworks




M-94-5- F8EIBIENES Router I€BIBIBMSBRISHOICHONRR|H663S

Router (pimsifimanfigiiiymsugmaanminindymsiatasnyfigm:hpinsyd
Firewall (U{NUMINIA 318 ST Broadcast 4 trfmﬁt's:mtgjﬁ Router MSIF2JMISSivBaMANIS
minfinmsmsiafusdnmwania Layer 3

21IAN 1P subnet MSUISUSHTNWESIFIA] Addresses 9 TWaNTa Bridge 84
Switches BSMSANISIAddress MSIR116Y BiG:hMSUM SIGMIFAUPotAIRHAI

MywsH Routers Hosts MSIJST Protocol iR EUmVS Si Network Layer R1GIR: {fn UM
ARAITA Address IS Host 1§41 919w E S U SI1F135i Broadcast 112194 1T stmafwins
USSTASEIEN 1P address Imisimivms Host 15 Encasulate 5in¢ Packet 181k Data Link
header g 8ha SUNS Unicast Frame i Wi Ui§1 3j2uninnywH |

Use Routers to Impose Loglcal
Structure Iy

131.108.1.0

—t 131.108.3.0
131.108.1.0
Z.0

131.108.2.

|

@ One router divides subnets and networks
@ One router structures an internetvwork
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on-9&-¢3- 935 Design Network 6533¢856545 Fiber Optic

@) rewcme

- - -~ -~ -~
Prinkye P Prinige Warkstation  Workstagon  Workstation Workstaton  Workstadion  Workstation

File Servers and Traffic Patterns

M-9¢-¢3-9- Enterprise G@SG@S&%& Workgroup Servers

REhgmitigihuds Network gwijsgumsihatwin: idhpiawijimsonai
onoinn g gSwis{ug Network4 Application server (it SToAIG N ATUIASA Enterprise Server
84 Workgroup server4 Enterprise Server i {0 o UHANTIM 0 S RHAISIARUNS Network
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Enterprise vs. Wt::rkgroup Servers

Engineering

M-94-03-1- FUBRNSIHISES Server

1w siT server (HIMSRIZ]ST network 11 wﬁmLﬁ‘j’mmﬁHﬁm&Uﬁmﬂ Network Layer
2 8k migiosuifmefidigsdymuniglv 1sial MDFs 84 IDFs & Layer 2 LAN Switch (gfia
mmmﬂszmn 100Mbps port RUHHTEG Server AN

Server Placement
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SGHRE

WAN (Wide Area Network)

¢-9- 58555 Z 55660 WAN Technologies

i WAN thif 2

WAN AM{UASUIS Data ME(ug Network HRuALRANUITAUSTRUN SaBAn( Ayl
MEInMAANINAMBIW:UAMMITAABTIS§I8T0Y WAN technologies thgiginnsasuiia
iﬂtﬁLﬁimﬁ§miUﬁ'} 0SI reference model & physical layer, data link layer, S network layer 4
UMNQRMBUNMAENAEShild WAN technologies 15 a8 wui{i§h 0SI model 4
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9 EX]
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U1 bandwidth IRUHIMISKGWHRGANTRTRUMSMUMY MIMU
AGanoywen Gancywig)an Saiyithi shared services §5i Frame Relay JumnMI{My
sinmAmIMUMaRG AN CYWYRGANGYWIG) AMEIU:WANYL

L

G-9-9- Circuit Switching

Switched circuits HSENAZMIMU data IR GOUREISTONIEURIMISANEMIMT
isinuidumimopinsumoy  minis:husugan:goigiSaisisidoiR i apimnm
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@-9-19- Packet Switching

Packet switching At WAN technology Y win (Ul ﬁt[ﬁ[}ﬂ Qs St[ﬁ carrier resources JUH)
figm:hhHsEnad) carer Moutfsdgmaismudimaishinionugsivash alydin:
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customer IR GIFHINS VAN UUIRIAMIMUAGANGYWEAGANCYWIE)aT  AlmI

U6 packet switching Gt networks MSMUMYLS carrier {AS network Itﬁwﬁﬁﬁﬁsmét[ﬁs

msiouiinnist Network 1UATY UUYA carrier MOUIRA virtual circuits QMR AT ATHATHS

INW packets 1USS data [HIT1S$§FUR Virtual Circuit WMBIW: network H”tﬁtﬁjﬂtgjﬁﬂ ignAls

Network 1U&J carrier IRU{HIQSIGATUADIRIFITMENNNAY 2NUNINNIUES packet switching

networks J8H1S Asynchronous Transfer Mode (ATM ),Frame Relay, Switched

Multimegabit Data Services (SMDS),8# X.259 gummmmmw@mﬁzmmmhwa} packet-
switched circuit 9

virtual connections 111 customer sites IRTUTITNEN virtual circuit 4

ium ms:vigpmﬁ Packet Switching tfﬁmmq;s Packets gﬁfﬂﬁfﬂ&i Carrier Network

Customer
premises
Carrier Demultiplexing

BT, — —EN-ca ey |
co== BEp OO Bh |
o= 1 B8 =2
Multiplexing
ole -]

WAN Virtual Circuits

virtual circuit At software mjjﬁj‘fﬁmmsmﬁﬁgh shared network YN network
devices fiS”Sﬁﬁ virtual circuits B1SHTRN: switched virtual‘circuits (SVCs) 8% permanent virtual
circuits (PVCs)9

svCs At virtual circuits IR u{ginsuIiaigiumawipiameagimiviwnsioisin
ishinumimbEiasumuy mimpiwahsamy sve guisnsdtomamuimiviiaigi
MIVMS data SAMIGIA]E Y SunsisMIUIRamMIMUIEnSUIla virual circuit a{uAnHEsk
devices B EURIA MUY Ml Data AR $REMYWAMIVMS data i devices MY virtual circuit
WM GIA)E AR YuwmMiRnA virtual circuit fht'ﬁ;]ﬁ{pﬁm devices IRpURIMMUIR Y SVCs
wiasiiphansmaiRumMiugs Data it devices IRUMS data iU SVCs M8
iR s $Uibandwidth IﬁmmSILUiuﬂLUﬁmm”ﬁUiﬁnIﬁJjnSﬁuMn”‘lﬂJiS”‘lImU tighmsma
UCS\tﬁmgtu LUGWnGﬁuﬂUuLU virtual circuit tummsmgﬂﬂ.tui i

PvC At virtual circuit R ugimsURmgiumubijguitiupnsmigaaat PVCs i
DsiaRaNSMOIRUMIG! data DY devices MISMITGIY PVCs MSMAUSWEY) bandwidth
jix miLfi:fﬂH”wmiUtﬁﬁ%miEﬂﬁfS virtual circuits (ighmMSMAUSWATYIWANITE virtual circuit
§SfLULigEU°I PVCs {itMS configure N gigiM W service provider 1§11 miﬁmSﬁ'_U"ﬁ service 9
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&-1%- WAN Dialup Services

Dialup services Amitan[iiunSRgMANNUMIPUMY WANsY MIHSIGS
dialup RN S WHHSAiA dial-on-demand routing (DDR) 8% dial backup 4

DDRATIUIGATS AIYUIRENS router YUHGOIUIREMIUNISTID switched circuit 18T5010Uh
Lﬁf”ﬁiUmS data ‘ﬁﬁ’ﬁﬁ.ﬁﬁﬁ DDR setup gWikey router (HIMS configuretﬁﬁjmﬁtﬁﬁﬁmﬁiﬁi
ttmtsimmmmuumaujmn8nmsqu°'*n’nLUtnsts network traffic mmmmm[ﬁhm{;ﬂwm
S tsimmmsgw traffic mimsﬁﬁmm&mq{nmﬂ M1 configure GiM: router MSAMNAI:
INURINATE UM SN Router 3JIM IO NUMIMTISTINUIA] (AT SRAGRIWINNYW

Dial backup ﬁfﬂfuﬁﬂLﬁIHUJTg:]nTS”ﬁi Configure DDRY if: Umtmﬁﬂmmmtﬁnﬁ dial
backup switched circuit {5i0) StLULG‘I ﬁﬁﬁi—.{jwnﬁsﬂ backup service ﬁJ’LH]ULUtn QtStﬁﬂnHthJn
WG Point-to-point Y Packet Switching™ Router{fith§ Configure w’tgotsﬂmmﬁuﬁmﬁ%utsﬁtm
18] F9UnmeM Dial backupAMSMUIRYY USUSAUMM Dial backup ANMSMUANT WAN
wannian)dfomimsiuguigaime  ishnuwsugissRaigimmUuy  Dial
backup A{gIMSEGIFIiE 9
WAN Devices

WANSs 1{J{U17 $18 Devicesiiji IMIR UM SAMNGT [T WAN 9 WAN switches , Access
Servers,Modems,CSU/DSUs §4 ISDN terminal Adapters [t SUAWAYADANARIGAINIMY
Devices {Uif ¢ iltﬂﬁfﬁ NWAYAITNSHOM Routers ATM Switches 81 ML;ItipIexers 4

@-1-9- WAN Switch

WAN switchAf internetworking devices 1R UBISI{TS ports9 Devices §14IS:NSHGM
Frame Relay,X.25 §% SMD tUitsBidhimisijguniidvis 0sl reference Model jumnRimy
A RoutersfiitRuadnisimwis WAN IRU{RIMSMURMYL Switches
Routers il AISIRWIRAF R Ul RIS WANIRUMUEIW WAN Switches

WAN switch
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c-19-19- Access Server

access server tgif@mﬁi"méﬂ{lﬁﬁﬂgnmﬁijﬁ Dial-in 8% dial-out4 JUMNORI{MBUN M
i Access Server gtAnRiIMIMUMY Dial-out Myt WAN gUs 4

c-1©-M- Modem

modem A UARIANNUUAIY digital 881 Analog Signal IR UI§i 3] Data MIGUESMBUY
ammgiin T siiuanids Digial Signal [HimsTighmeshywaEtugsmuu§s Analog
11sl2uninN ¢ g aimanalog signal (M SGiykth Digital Signal M st analog Signal
pimsEeUyAmDgiali;n 4 jumaakimuuinmimmisd Modem MYUW Modem muity:
WAN

Modem Modem

8= |

¢-19-c- CSU/DSU

channel service unit/digital service unit (CSU/DSU ) A digital interface device iums
IRUMU Router YW Digital Circuit §GMTL 9 CSD/DSU ARMIRJIST Signal {Umi
(MW HASHNYWAUAIAN RIS JuMNQARMBUMMAMIAANAFMRIUAT CSU/ DSU Al
i WAN 9 |
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CSu/DsSU Switch

- S | -

2 &

G-10-&- ISDN Terminal Adapter

ISDN terminal adapter AMUAIANIRUITUNUMUMYW ISDN Basic Rate Interface
(BRI) QYW interface tﬁﬁhwjfﬁﬁuﬁfﬂ EIA/TIA-232 10 Router Yt Terminal Adapter At ISDN
modem fifgn:ShBsiiyh Analog BATh Digital Signal 1913189 JumMnIMBUMMAMIAANAE
MIRIUAY Terminal Adapter i1 ISDN 9

ISDM
terminal :
adapter Sw itch

Q—iA{UIASIS WAN circuits 188857

A—Point-to-point, packet-switched, and circuit-switched.

Q—if DDR AtFititwhgam i dial backup{ahiamg: ?

A—DDR & dial-on-demand routing 4 DDR &{UMURNEL remote site iSHinUIRAUGNGIAN
Network {5IMIUEN S Dial backup ‘I[fJ'LUtﬁﬁS Service HOA t"q"gﬁtm: backup?@[}ji’m St[ﬁﬁsuﬁj
primary circuit 9 1S10RUTARS primary circuit 56 dial backup line [HINSMUIRBIV)ANATTA
primary circuit {5t S§ a5 augaim

Q—if CSU/DsU [imSi{fim e s uifif ?

A—A CSU/DSU I{HUR I interfaces 3] router iU digital line G Tt 4

Q—if modem 84 ISDN terminal adapter AVM{FRGANGAMY: ?

A—A modem ﬁfgﬁ digital signals 3j¥#Ath analog IﬁﬁjtgmiﬁfpsmHLUﬁggifS

n GinNAR ISDN circuits IMAD digital 4 ﬁutgzi‘fsmfm:ﬁ‘fghutm:m y
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CHRNRE

v

igssaa%‘se IP addresses
&-9- £35555585 IP Addresses

IP addresses ik uitiaAnifimanigns & taa
Class A :1.0.0.0->126.255.255.255  §% Subnetmask :255.0.0.0
IP address OWUIREENGWILS 0 §HOWM {HUNMSTMGANNGU System If{MA 4 2NN
127.0.0.1 HINSHHM O UAN§I8YWwIRoMm localhos9 18144 IP address YWigimsion
iomhiigAonsIf u |

- HostID(Hostid ) I2 UESTNURIMAIZ] host U Anj$ISYw

- NetworkID(Netid) {git Si{J i taimauy) Network FUTNUAJIRAYIS Hosts

#-9-9- 56 HRBRLNH A

1S1AlDA A OctetByRAAMU Y] NetIDIUTWM octets GHI{MUHMEY] HostID
00000001.0.0.0-->01111110.255.255.255
Octet GYUIRBINYL bit 00000001 SRUMUMYHS bit 011111104 §ig:thh A IP address 18 bit §

=3

OMINIBAISH(0) T ITRMGANNNTSS Network GREN A 5 *wgu 3 W'=919G-V=9 19 DNetwork
9 §S8M Octets GRITMWIIRRAWG bits nnmtm HostID 4 §iG:5$S Hosts A network 8yt
N8G58IgRH W - W=9BAANV9IG hosts |

SM: (Al Hosts aHuMoMpiweAshnmsthywmisimisiumihns Network 5o 9

NSSWwh hs Netld §om 4

2911100
I
295024,
Pl Switch0 L
h. ’f
P ~ Pi10.007
PECT . subnetnask:255.0.00
wn k s
P:10.0.08 bn
subneimack: 255.0.0.0 ! CAT
/Hubl\ PCh
FJ 4

J J u

pCD AT == . f A
120,001 ol PCT PCPT PCET oCoT
abnetmask:255.0.0.0 — P2 PC3 ot oS

— 120003
subnetmask:255.0.0.2 ;
subnetmask:255.0.0.0 P10.0.04
subnetmask:255.0,0.0 P120.0.05 120006

subretmask:255.0.0.0 bnetmask:255.0.0.0
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&-9-1- 18555652 B

istaiAag B OWIREENY IS 12B.0.00->191255.255 255111 L5 SSubnetmask 25525500
islahg Ltﬁng BmOcteisuUﬁLnfmSiLULmﬁjNLmUﬁIMIﬂJ'?_]Netwomm wilioctets GAMMWIHINSID
Lmz{f RIANAS 3 HostDY 1S1A M A{UIAS BOcket § 9GIUIR BN LMIS 10000000.00.0->10111111.255.255.255
y @Gﬁﬁmsﬁhgﬁﬁﬁttﬁwlb bits Bg1is octet § 9nSHig 908§ 4 515265 S Network AN AUIAS BI&]
1618 11 216384 networks U1 U network 8 5 LU IBS Hosts § § 8167 2°-2-65534 hosts |
2111AN

Seruer FT
29 0- Serverd
itcha
IP:130,100.0.4
subnetmask: 255, 255.0.0
-—/: ;
PC-PT
PCO
—/
PC-PT R
IP:130.100.0.1 Pl PC-PT
subnetmask: 255,255.0.0 PC2

1P:130.100.0.2

subnetmask: 255.255.0.0 T TERMLT

subnetmask:255,255.0,0

J

&-9-m- §556HRERNHB C

Sv

9

ISTAUTA COUIREENY IR 192000 223255255255 § ESSubnetmask : 255, 2552550 110
§ Octets Biigiih NetworkiD 84 Octet G3{MWATH HostD 4 3bits BURTS Octet § 9 th bis 1002 110Th& G
11000000.0.0.0->11011111.255 255,255,

Bi1g:itiarnoannG§ s Network ARTA C1eJ 8k 2=2007152 networks 111 G § Shosts 714 Network § 5 W

aa
16 S 22-2-254 hosts
o
20100
ﬂ )
Server-PT \ "
Mail Server ”’, 25910;;‘204\\\\
IP:192.168.100. 1 o -~
subnetmask: 255, 255, 255.0 ’/ ~.
.,
950 24 29=UT!4
/ SNt\ /Nt:h\
. g ; -
=. - .J =
PE,:(;ET = E‘r’ PC-PT

PC-ET
pCL

PC3
PC2

IP:192.168.100.2
subnetmask: 255.255,255.0 IP:192.168.100.3
subnetmask: 255.255.255.0 IP:192,168. 100.4 IP:192.158.100.5

subnetmask: 255, 255, 255.0 subnetmask: 255.255.255.0
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&-19- Classless Inter-Domain Routing

Classless Inter-Domain Routing (CIDR)AivmIsiRumsuinmimnAsigiive
Routing Tables Uﬂhwnﬂisﬂim Router nﬁLUnS Internet th:tﬁﬁ RWRUMIMIMESMIs
1UEJ IP addresses 1A{R{iGANT Subnets ISthA A B 84 C hHSINAZJAMNGERENAN CIDR

&-19-9- CIDR blocks

CIDR At Bitwise IRUMSANNAISISUNUYWRTNUMIUAIUIUAT IP addresses? DTS
MSURZIVISUFANINWHYNURUMI route HNWHSENEZJUANTS IP address [HINSTARRIAY
{AYWHAN Routing Tables4 [ FINISIAIUTIEN CIDR block B URSIUS TG bits é'mmézj IP
addresses fUSNT IPv4 CIDR block /i asmanhihwmngd syntax punawinumém:
IPv4 addressesq Address fhiygimuRtcghRyashmmm(/) vpbynivenvioRumua
AB.CDN IgAmURUHIMSURumiueimuiiRunsiuiih 32 bits INWHINSIGAT 4
octets 4 1UBUIMW slash BIS(UTIGT GSSIS bits IMURTAFINSNUNghuaais 1P
addresses 9

CIDR [ SH{TRUIRIMYW IPv6 address IRUUHRAOUAORIOWE 9 Syntax Bo@{a
msifmhyw 1Pve IRUMUYARYWSIash(/) 84G$S bits IR bitsfRprefix mask
Subnet masks |
SubnetmaskAN bitmaskif UAITNTUATUUTY Prefixat ¢ {985 615184IPv4 address 18
CIDR notation |

Classless Inter-Domain Routing Address MSAANATH CIDR IRUMUIREMNGL Internet
Protocol address IRFUMUUAMYW Slash(/) ShivUNgmMURUAMNGA[UTIMARD bits i8
Subnetmask U routing Prefix
2niandim: 1Pv4 8% IPv6 addresses

- 192.168.100.1/24 §AMN3] IPv4 address 8% routing prefix IRUNAGHM (192.168.

100.0) YsuByigi8H Subnetmask:255.255.255.0 4
- 192.168.0.0/22 HAMU 3] 1024 IPv4 addresses iR U SIUSTIUL 192.168.0.0 IU)ARIU
192.168.3.255 4

- 2001:DB8:/48 §iMi3] IPv6 addresses IRUMISIUETURA 2001:DB8:0:0:0:0:0:0 IU) &
ReU 2001:DB8:0:FFFF:FFFF:FFFF:FFFF:FFFF
::1/128 ﬁnmh?g IPVv6 loopback address.
516N IPv4 network 1AHCAJTTASIN AR S{BRM

- 192.168.0.0/24 MGASTTAIMAT 192.168.0.0/255.255.255.0

- 192.168.0.0/22 MGEUTIEUIMGTY 192.168.0.0/255.255.252.0

GSSiS Addresses 1USS subnet GWIHIMSAMNAINU Mask U Prefix iR UMGALN UMWY
yg oladiress szemask) 4 o ONIAN Mask 1V E I:IHhMS 272 =2°-gAddress Gin: IPv4
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http://en.wikipedia.org/wiki/IPv4
http://en.wikipedia.org/wiki/IPv4
http://en.wikipedia.org/wiki/IPv6
http://en.wikipedia.org/wiki/Loopback

networks9 191:Tthtunkamahw fign:hstniumeamamns 1P address gwandinmy 1P
address FRISIHINSHTMATNU Gateway Gitn: Subnet iRk 9ig)aiiwihwanis
Address g:{Hiq SO §Ath Broadcast Address §i13: 6§81 Address IRUMGIHTM S U Hosts
[imsswa: 4

&-10-19- IPv4 private addresses

ANMIUIAAIUAS Network fys ishnniBunsmimMUUAS Network H1SAUAMN:MAS
mm“mﬁmm’n&;w Hosts AR{UAS Internet IP Address IRrumsifipiiav sinywanuy
AnN%H2) Device §YW 4 '

Anjéis IRUSsMUMYW Internet §othinfjsmumiopmosnashiatywmisionie
BAMY TCI;/IP giam: 9 918HiiS IP address Version 4 §§ 8 3 IR Unim s Private IP address
iRrumsOiinak RFC 1918 1 Addresses §141S:§SHI0 Route MSIGIUNS Internet 1912199 §iG:
mﬁﬁ?mﬁhfﬁﬁ}ﬁﬁsmimsnghuﬁtm:ts ¥

fUpigis: mmimiwtﬁ'g?s IP address $S:UNUMUMYW Internet
MUt NAT 9
Q. 18l Private IP address Athij ?

A. Internet Assigned Numbers Authority (IANA) @80 1P address Tig#
FU{U Private IP address :
10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255
IP address (JAANGIS IP address GYUH 169.254.0.0 K6 169.254.255.255 [iM SO gANTNU
Automatic Privat(|-:‘ IP Addressing 1 IP address ﬁﬁts:ﬁsmm St[fiLG‘I ﬁljgh[pﬁglnternet 1912169

Mgigl 1P address U 192.168.0.1, 192.168.0.2, M98k Subnetmask §Ug 255.
255.255.0 1SN UANGEN Static IP address 3] Anj$is 1TG1UNS LANSs 4 1T DHCP Server tsaia
15110 LAN g §iis IP address L@imsﬁnﬂﬁr’mt}m%mmﬁijUitgjm:"t’ﬁﬁmﬁtihhmnﬁijs
HOMYW Static IP addresses

&-00- Subnets (§5§B5HB)ER Networks )

BOIRUEAM S IANGURIWANNAIUAS Network A1A A B 8% C networks RUDIA
SywawmssgsAnsruhndsitumhinguamudjmséuionoinnis batamsinndsigihisiing
{0 Hosts $1HIRIMS Broadcast ishBuAs Network 4 sEgfi§2 s éuionoinhis Data 3
mSiagoInllEiaion Network 191: 2T {AURT IMIBSIRURBS YW i iAUTIS Subnet 4
HUJUUIRE Subnet

wgfion Network fgwih Subnets goImifsis: e st
“Borrowing the bits from the hostID to the NetworkID”
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211100

ARDA C Network 918G§S Hosts wujuGigs Wac 4 1SHinQUIR Host AMYWMS
Boradcast 181:{AU Hosts 1MHAISHS§IMSSE Broadcast messages 1 NS Swhhmsuifast
$Uionoianis Network iR s $Uifi4
Default subnetmask I8 class c is 255.255.255.0 (11111111, 11111111.11111111,
00000000 ).

1814 subnetmask bit ISYWFUHAI(1s) Ath bit AAMA3] network 1D IUTIW bit 1U2
QJSJgiﬁHd}(oS)ﬁﬁmnhzj HostID

105AGH 2] hostiD MW networkiD iFM{HIUM A8 SIEATIVYWETNRIMY
1111111111111, 11111111.00000000( 255.255.255.0)
11111111.11111111. 11111111.10000000( 255.255.255.128 )
11111111.11111111. 11111111.11000000( 255.255.255.192 )
11111111.11111111. 11111111.11100000( 255.255.255.224 )
11111111.11111111. 11111111.11110000( 255.255.255.240 )
11111111.11111111. 11111111.11111000( 255.255.255.248 )
11111111.11111111. 11111111.11111100( 255.255.255.252)
210N
IP address : 192.168.100.200
Subnetmask :255.255.255.240
IP Address §%1 subnetmask iS:Ath IP address IS subnet YWIRMINS network address:
192.168.100.192/28
ifgiannigsis subnet §1GSS Hosts ARYW Subnet IAKSTAMBIULESEOORIME

- (S Subnetiej§h ﬁjw’rjnﬂlbits iRumsgitiwsss Host ARYW Subnet 184 B

AIWANN bits TR AUIST AR AT |

211100

il She subnetmask : 255.255.255.240 §ig: S bits IRAUMSEA ¢ 4 §ig:Ggs
Subnetieg8h V¢ 1381 9DITWESS Hosts ARYW Subnet 18RS -WISHIG
i%4j1A Network Address itii{a#H1a AND op'eration 1D} IP address 881 Subnetmask
2911100
192.168.100.200

AND

255.255.255.240
UGRIGGUMSHA AND operation & 192.168.100.192 IR fUth Network Address
The logic operation
1 AND 1=t
1 AND 0=0
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0 AND 1=0
0 AND 0 =0

ifgifunanid AND msibapidigantivepdgmuimysasy
nyutiynfuigimufsampdsmuto

(000X )p=X * 27+ X * 284 x * 2%+ x * 24 x * 2P+ x* 2%, x *2l4x*2°

ifAnnamu salgida s iveamArhwaMywasS kiR asith 8o
gigsibdhpidaimueaminuwsivannguiagsiiatinm:

96=64+32

64=2°

32=2°

BIg IR mMS 96=0"27+1 *2%+1 * 25+ 0 * 240 * 2%+ 0 * 2240 *2'+0 *2°=0110000
0

mn i uigiim i bits Class AB,C 84 D

IP'Address Classes

Address 1st octet 15t octet bits Metwork (M) and Diefault subnet mask Numbers of possible networks
Class range {green bits don't Haost (H) parts of {decimal and binary) and hosts per network
(decimal) change ) an address

A 1-127 00000000 - N.H.H.H 2550.0.0 126 nets (207-2)

01111111 11111111.00000000.000 | 16,777,214 hosts per net (224~
00000.00000000 2)

B 128 - 191 10000000 - MN.M.H.H 255.255.0.0 16,382 nets (2714-2)

10111111 11111111.141111111000 | 65,534 hosts per net (2°16-2)

00000.00000000

[ 182 - 223 11000000 - MN.M.M.H 255.255.255.0 2,097 150 nets (2421-2)
11011111 11111111.11111111.111 | 254 hosts per net (2°8-2)
11111.00000000

] 224 -239 11100000 - MNat for
11101111 commercial use
as a host
E 240 - 255 11110000 - Mot for
11111111 commercial use
as a host
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SEHRd
IP Address 6

1Pv40 Ath Protocol it usasnmSwsif{maanigis: Pv4.0 [pimsuiiaigihist
AdsaIinj9Enosy Gim: IPve.o Impimsuiimgifimahwaniamsmiginals 1P
address Hign:nsuaian B sEinSiHim e 1Pv4.0 HavY

1Pv6.0 (it STty niShgAusia Software M ANTE ¢ UiH9 £ €0s 9 IP address {imsn{fin

A 32 bits BAM 128 bits address 4

- IPV6 addresses H1S{UiHIAIRY 128 bits IBUMNS RN xxxxxxx IRUIGSUAS

1M 9D NSHIYIN 2 (0000-FFFF)

- i8lakAIdng: IPV6 addresses VIS GIRIUS NS FRHAE G

0000:0000:0000:0000:0000:0000:0000:1 [AINSIAIIN 0:0:0:0:0:0:0:19 hNSUMMAAY

1
adaa

18 bit sueagShunFSa a9 HIgHAMG I WHARMAR 111 e
IPve moAnNaicssalgisiveitumsmadmiveaygdinnas 9 in:dmunkamamhwd
gz piosifdsthihygwn dEsmomuRuicss vitisiveysitumsmaie

H-9- FUHQRNTIHE IPv 6.0 Packet Header

Header mSLUfih 40 bits ttﬁwmﬁﬂUﬁEﬂS Version , Class, Flow Label, Payload, Length,

Next Header, Hop Limit, Source address, Destination Address, Data sS4 Payload fields

Hexadecimal “Hex”
0123456789 ABCUDTEF

A =10
B =11
C =12
D =13
E =14
F =15

IU2ORNERNUASIMI90IRISHORUEANUNSIMU9Y
8-l MIBERSIINHE Address
1Rl 2anNIANIUAT IPV6 address 4 Address [fiMsHubmucigaitnuionthoia
w4 IRASYW I S{Uiih 16 bits 9 §1g: 1Pv6.0 tS{UiikiaI§h 128 bits (16 bits x8)
g

Address 1S §{ERN:
n:n:n:n:n:n:nin B0 nigcgimimnon

[l
S
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2 1080:0:0:0:8:800:200C:417A 1 Unicast
FF01:0:0:0:0:0:0:101 @ multicast address
9-19-9- Broadcasting Methods

18184 IPv6.0 #18TH1S A1 Broadcast ﬁﬁu XI
- Unicast
- Multicast

- Anycast
9-19-9-9- Unicast

Unicast AEMIIM{ESWHASRING Host InYWARMYWIAUAINNGGUTAYWARY Packet
BIMSUSSE Unicast address 1IW{HIMS§gAiaGIm: Interface RIS Address ARNARH
ietipme |

Long format Shortcut format
Unicast 1070:200:0:0:0:900:300C:618A 1070:200::900:300C:618A

uuu

:1:1u

Broadcast sourca

"T =y o |

Multimaedia video, audio

I
e v - Ny N

iumnN-9- UmcastUmS Packets 1§13] Interface G £ AN

0-19-9-19- Multicast

Multicast AMIMIWHAFHINY Host InYWARMYWIAUAINNGGUTIGSY Packets
[BINSUMSIFZJAU Interface FUHATRUMSAMNGIN Address B18181ARIN:
’ Long format shortcut ‘
Multicast ~ FF01:0:0:0:0:0:0:100 FF01::100

= FFOL:l &HU nodes FilH AR U AISIAR node-local scope
= FFO2::1 NLH]t'i nodes 1§10 local link
= FFO1::2 ﬁILH]fJ routers 18141 node-local scope.
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» FF0O2::2 ﬁJLEﬂt'I routers 11565 link-local scope.
= FFO05:2 ®[HU routers 181k site

Broadcast sourcs

-T e~ T T,

Multimedia video, audio
stock data, news... i i
P & 7 >

IUMN-Y Multicast UmS Packets 1§13] Subnet ShaunindinumsAnn
tﬁ&i,j NLH]U Multicast Packets

'_')3-
-0
3

9-1-9-M- Any cast

Packets IRQUMSUMSGIM: anycast address YUANIS Addresses [fiTNS$§ Uit
Interface IRUAGASIRATRAIRUMSAMNAINW Address 19139 Anycast AthmifMaTwNHeh
MR UAINNUSTRYWmMYEWURNIS Address

= X

v

Broadcast sourcs

Multimedia video, audio
stock data, news...

JumN-M- Anycast UINS Packets tﬂ?jﬁﬂ;ﬂfs Interface ttﬁwmﬁmsztmmhqmmﬁh

Routers
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O-M- IP Multicast Addresses

Multicast addresses ARNAGNAIANEIA{ABES IP host IR UM SGUEARALITWORS U
gnoiAnIRumsUmSGim:vis:d |
IP class D address u

IANA( Internet Assigned Number Authority)LﬁiiLﬁh@hmfﬁﬂﬂﬁ IP multicast address 9 17
MSANNG Class D address t[ﬁﬁﬂ IP multicast 9 1G: IP‘muIticast group addresses mﬁtﬁﬁﬁ
224.0.0.0 — 239.255.255.255
Reserved Link Local Addresses

IANA (ST} Address DU 224000 R0 22400255 S network protocol 1811 LAN segement
AMY U Packets 1[Ny W Addresse 1818 Router 8 SHICUI SUS IR SIghai msTaliGa LAN w4 h
[RIUEN SENYWTTL( Tme-o-Live JiS1s4 Network protocoisi{ {3 aclchesses AL SHN b Roer R wiuig
iUl w%flm{fémﬁésﬁﬁnqw Routing AAMSIBUMSANNGY 29winh osPF i 224005 §14224006
il oigiet ANSHA (URANIUAT Link 1 MEMNRRIMEUINMA Address TRuTARN A:

Table Link Local Addresses
Address i ‘Iifj m )
224.0.0.1 AU AS S MK IS subnet 183
224.0.0.2 [AU routers S14HATISIID subnet 18:
224.0.0.5 OSPF routers
224.0.0.6 OSPF designated routers
224.0.0.12 DHCP servetr/relay agent

Global Scoped Address

Address mﬁiﬁUﬁ 224.0.1.0816 238.255.255.255 i1 uiaiuTIth globally scoped address™
mfmahuptumsdgSwmuniMiIShghmamuuigisAinngy Address {imsihgn
s UHBmahw multicast application MEILY: IANAY SOWNAN 224. 0.1.1 Bimsdimu
NLH]I'J Network Time Protocol (NTP )
Limited Scoped Address

Addresses GVUIRBA 239.0.0.0 1U)ARM 239.255.255.255 MSAMNA address (NG
scope address Address F1%1S:[AIMSAANAINW RFC 2365 IWIJ U local group YHRM
1
Global Addressing

RFC 2770 Q114 address 233.0.0.0/8 fi{p1 UGN A3 HRM IR UM ST AS number AS
number {U&J domain {HINSMUMYW Octet FUEHMTFMIS233.0.0.0/89 2NN As 62010 5
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msanithimuovaresad nfhimanthiiid F2 84 3a ieidlihegums 242 Shss timmp
904 hiNSRU3Jiiagi Subnet Yuis 233.242.58.0 IRU{AINSTING AT As 62010 4
Layer 2 Multicast Addresses
MUEYM NICs IR UdmishiligAgwis LAN gwdiegnuin Packets iRumIsAnnfimm
MU MAC U Broadcast MAC address 4 Address g:{RiMSi{T{MeaIR Multicast 356U 3]
Hosts H1G§ § (UM S §iPackets s WIANGIURITAIMNZUMIS Multicast group
inamhnidumiAnng IEEE LAN qisusiaigjhuiamsmauganiiimiumsis
Broadcast U Multicast packets* v
isigh fIAEN 802.3 standard bit 0 I8 octet §9 {pimsuFilgiuinma broadcast/ Multicast bit oi

Ethernet frame*

Cetetd  Octet 1 QOctat 2 Octetd  Octet4  Octets
7 0 7 0 7 0 7 0 7 0 7 0
000011 | 0000000 | 000000CC | X00000E | 30000000 | 000000
¥

— Broadcast/multicast bit

v Locally administrated address bit

jumn-m- IEEE 802.3 MAC Address Format

bit 1S :UMENTN Frame iRUHIDMSAANSRIM U GIM  [RATAMY WIS Hosts Y{AU Hosts §1HE
181500 Network 4 G1n: broadcast address & OxFFFF.FFFF.FFFF
Ethernet MAC Address Mapping

IANA H1SUANTS Ethernet MAC address AR IOIUIRYIYL 01:00:5E(IMAI16)4 N
’ﬁﬂamL‘LﬁSUﬂ;mS:m‘fm S’Fﬁmﬁt[ﬁfﬂ Multicast address iS:UIﬁﬁmsgf Ethernet MAC address
G108 0100.5600.0000 W) AR 0100.5€74.ffff

MINANATUUISIHSENAZY 32 bits Oit Ethernet Address ifgitinmbims 1P multicast

group address

32 bits
28 bits
IP multicast address 230 .255.0.1
5 bits
Lost > S
MAC address
{Ethernst/FDDI) 01-00-5-7f-00-01
25-bit 23 bits
prefix

—— T
- >

48 bits
jumn-c: miﬁﬂﬂfﬁ%{ﬁifs IP Multicast gt Ethernet/FDDI MAC Address
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ihwaniia 5 bits 1HUIS 1P multicast address [HIMSINIGUARMIAMNGTIS: §IG:
address siusinywiinm:9 Muiin 32 multicast group IDs U IMIRUHIMMYW Ethernet

address

32 - |P multicast addresses

24111
2412911
25111

25.129.1.1 Mutticast MAC addresses

0x0100.5E01.0101

228.1.11
238.129.11
220.1.11
230.129.1.1

JUMAN-&- MAC Address Ambiguities

9-¢- Internet Group Management Protocol (IGMP)

1GMP (i SsaiTiEg0: U Host ST afwiviaak Multicast group 181160 LAN am
YW Host MG MO NRADSINWUM IGMP mes'sage 1§1%] local multicast router
I[MY IGMP routera1GGHEN S IGMP message ttﬁuw@mw:mm@ AN NUMSIGMSIMianAg
g mpnvamywituanyyds ﬁiﬁgtSﬁL’f}Subnet u
IGMP Version 1

RFC 1112 ARG AN UNU IGMPV 19

0 4 7 15 23 31
Version| Type Unusad Checksum
Groupaddress
87050013
(1844305
8/17/00

IUMAN-9- IGMP Version 1 Packet Format

IGMP Version 2
RFC 2236 AANRGN AN U{U IGMPV24

96



Maximum

¢ Checksum
| responss time

Type

Gmoup addess

JUMN-FI- IGMPv2 Message Format

IGMP V2 MG IGMPv1 IR19 MNgUMinoy[iAYS Leave Group Messag YUs

Rg]l18: Hosts MTITMINASAMYW local multicast router IRUMIWATHGAMARDIA
ioMAAYY USUYR Router UM SITMSIMiaNAntiwAanasifims Host s itRuinm S

¢UBNGIANY ITMSMIFWAUISRouterANKIW TN ANKABTUMSUSY mufiuuis:
MAUSWHNANTSST Leave latency sTIU)UNH)UMYWw IGMPVI 9 onoinnigudsgimiSads
oinsinsumUEnkmbIviaY

O-&- Multicast ¢I55SBL R layer 2 Switching

uaAN:MEUSHRENG Layer 2 Switch ARIUMSUSSIGNGINN Multicast F1RHATIE
AU Ports TREURNIUAS LAN imeuidlislich Switch ts:"ﬁnmgm:mf{j Switch IRV SAMNG
onoiangim: Port iRuEimieguGg Sty

?ﬁmL@ﬁii’ﬁthﬁmqw Multicast Q:h Layer 2 Switchingi Cisco Group Management
Protocol (CGMP) §% IGMP

9-&-9- Cisco Group Management Protocol (CGMP)

CGMP A Protocol 14 Cisco IRUHS (M) Catalyst Switch AANGARENS IGMP 18110
Cisoc Router tHg{ifi3] Layer 2 (Ui{HGUSUSY CGMP {3 Configure 181160 multicast routers &
iU Layer 2 swicthes™ mmgﬁmmgw%nﬁinh CGMP IP multicast {7i$§UiaGIM: Catalyst
switch Port IRUITaEUGNGIANY Ports 1R T18)amsonoinniadseguny yuthsid:is
CGM UIMMARIUMNRIMYY 1SHNMUIRL Host YWTIBAR multicast group(Port A)
multicast §i ‘IGMP membership message %Lﬁﬁtmmtm[ﬁﬁ ('224.1.2.3) gﬁzmmm‘hﬂ inw
MIAN IGMP (RIS SFUMA Switch 1§1MS Router 155]2) IGMP Bs6himi Router (lafiatns
CGMP mISIIG interface 18¢) gguInwminN 1GMP sUlwRsinimmmunym Gighuifa
CGMP gssEgiguisaniSRUmShigi ) switch

Switch ¢¢fU CGMP ts:u'qm'gh fxﬂﬁtﬁtﬁﬁglﬁﬁﬁﬁf‘gﬁ Port 3] CAM(content addressable
memory ) table EU{HU multicast group* NUgRUGNoINNHINSEASIIWH NIF12) multicast
group 18:SH{AIUMSUSIGMMY Port Gien: Host 1139 Port 15AJ Router A{RiMSUTguRiR
$itn: multicast gruoup“l Multicast routers L@fﬁ]SU%(&Hﬁﬁfﬁiﬁtﬁ]: multicast group9 Multicast
routers [AIAANUGIN:GNGIAN Multicast FRHUTIM: Group SYW INIMIGMP{AT[ARANTR Y
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[RINSUMUT AN :GNGIAN multicast ¥R thytw CGMP Switch {ia AN UGIM:CGMP IR U
GUIESHCGMP IRUTAIGENANIR Router 4 IRAISIAUMIIUAIGNGIAN multicast (I SUMSUS
ithwif CAM table 1uaINE o @ Skifian(aginy switch (it Sulaigia

l’*‘:;-”x
IGMP report
Dst MAC = 01005801.0203 T_1_f

Src MAC =0080c7a2.1003
DstIP =224.12.3

SrcIP =192.1.1.1
IGMPgroup = 224.1.2.3

CGMP join

r;:‘-"x

1/ _I ) USA =00e0.c7a2.1003
== GDA =0100.5801.0203
5/1
J

(a) (b)

JUMAN-G- Basic CGMP Operation

IGMP Snooping

IGMP Snooping 18 $11%j LAN Switch L@ﬁﬁ§ﬁj§fﬁﬁm SIUEU Layer 2 1S1A1 IGMP packets
TR spicSugnsihit Host §4 Router 1 181N TR Switch Bafiqwmis IGMP host i Host YU
TNU multicast group, switch UIgY Port 1URS Host 1918% multicast table? 1STIRMIIRAY Switch
msHuf IGMP OAIGMA Host YA Port 1UAS Host fimni

9-9- Multicast Destination Trees

Router IR NS IS MAUIRG Tree thim iRliR (U{AG{AREIUM SIRUGHGIAN IP multicast
ghmﬁma Network tﬁHjG%mwﬁUﬂGi[fﬂ ‘ZjLﬁﬁZUﬁiﬂhQ%m“lum Sv Multicast destination trees
LUtﬁGﬁ Source trees §11 Share trees*

Source Trees

MNS{ERINWIVA multicast destination tree A Source tree IR Root 1GRMAT{UANIS
multicast tree 1 &N mma‘yhmﬁﬁmsm spanning tree MYIW: Network Hﬁmé‘aﬁﬁmﬁf}%ﬂﬁ
INWaNIIE Tree iS:i[fj' Shortest Path M Yiti:Network iR fUiASUTINS) Shortest Path Tree(SPT) 4

Host
Source A
¢ 192.1.1.1 Motation: (S, G)
S = Sourcs
G = Group
‘ —

D F

T — S s
224.1.1.1 Traffic AI ! ! :

e

f—»t =
c lE

192.2.2.2 1e2.2.3.3
Recsiver Hgst l Receiver H‘cﬁt I

IUMAN-E- Host A Shortest Path Tree
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(S,G) IAMG * S comma G” IR S £ IP address IUﬁ'J'[JUﬁmﬁHttﬁUJ G th multicast group
address4 MIJ I gMEIIIS: SPT ARANNIANG (192.1.1.1, 224.1.1.1)

AENUYIN(S,G) MSSWE SPT wsppnuEUAntulgw iR uAnUMS 3Ry
ywIRNRBERT 290015 Host B ANRUSTNGIAN 2] Group 224.1.1.1 1w Host A 8§41 C
AMQUAIANGGIIS: (S,G) SPT msm@ﬁjgpﬁf( 192.2.2.2, 224.1.1.1) 4
Shared Trees

FS5 0 Source Tree 1$1E NS Root ISTI{UANIEY Share tree 1{ff root iagwaATEIMS
MARAGANGAMYUAY network 4 Shared root S :1AIUTIH rendezrous point (RP) 4 JUMI{MY
Ui Shared Tree f&ﬁ:ﬂii Group 224.2.2.2 Mgt Root iRey ST Router D4 18Tin st ey
{60 WA Shared tree 1812 Source [HITRUMSTNTINNIUAINAIAS] root ITWUNUHAGNGIAN{I
UENSMY Shared tree tmjzuﬁmhg%mg&;wm

e e

Host
Sourcs 1
un AI

192.1.1.1 MNotation: (*, G)
* = All sources
G = Group
Sources 2

—~—

~ T
(Shared root) F o244
N

M
o

./"‘N
224222 Traffic \ ‘ ! ‘
192222 192.33.3
Reosiver Hgst | Receiver HSSY l

JUMAN-90-Shared Distribution Tree

1S1AR2UIANISIENGIAN Multicast A{UaANiEY Host A §4 D 1§R1EN1A root (Router
D) ttﬁwuéwimﬁqzeﬁ Shared tree ¥AMSUAINNGGUAIA Host B 841 C1 ihwaniiapanifly
hHUAISIAR multicast group 3{{F Shared tree JU& ( *,G) HIST *Star comma G” AAMMA Y]
treet ghﬁmfn%s: * nsSwnpLUANRE AR’ G Aamid] multicast groupd Hig:
Shared tree URMMARIU NI (4.8) (iU ( ¥, 224.2.2.2)4 §11 SPT 8§41 Shared tree £ loop-
free! Messages Eﬂ‘S replicate iadims tree IRUISAN Y

snnioatgiaim

W A=
al

A
Qi Standard I8 IP address iR UANRITUGU[SEN version UQS 2
A—IPV4.
a—ifmnsingiuggituimuilia 1Pve Addres 1974 2

-6
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A—inpiuthoyismiuiia 1Pve 16708 1Pva IRuAnknBSpinsidnard gig: 1Pve A
Binmenty GighisiSsnSmwh Standard 181igjtsiszig

a—ifhmsnfaigs bits 2

A—hasaffinfl 32 bits B 128 bits address

a—iAmininishgunsinuunt$ig: 2

A—NMSEAIA]ST unicast §4 broadcasting method §9 Gims: Address iRumsnifiagis:msid
A" BgEUR) Y

@—ifl broadcast method Je8isiak IPv6 g2 2

A—Unicast, multicast, and anycas{.

Q—dFigI unicast ?

A— Unicast Ammimpfwansamiauninnumsingwiiuninne guingw

Q—diigiih mutticast ? v

A—Multicast AMMIMFWHAGANY Host IngwaRShauninhgguthids

Q—if anycast A ?

A—AnycastAimIMEw A auninnug siagwiuanis IP adder sses

Q—ifi Range I8 IP multicat addresses 'tﬂSE'ig: 7u |

A—224.0.0.0 to 239.255.255.255.

Q—if IGMP msimutnnifig: 2

A—IGMP {pitn Sifm sy Host i{FS&Y local multicast router 16 ANIRE]GUIBAR{ABRY
D’]ﬁt’o@ﬁ multicast groups. ‘

Q—idfg MANNYRTS IGMPV2 YRS IGMPYI ?

A—IGMPV2 $1§ leave group message IRUMBUSUWST latency ISonoiAniRudsgimitsiid
LAN.

QiR g:MANNTURLS JGMP snooping SRS CGMPGiM: low-end Layer 2 switch ?

A—IGMP snooping F18HI%] switch L@ﬁﬁ§ﬁ‘j181Lﬁﬁ multicast packet ﬁj[}ﬂfj IGMP control
message 9 GiM? switch 1 hensRut:masthigindimsaugma

Q—tﬁé AN Y] Tﬁfs shortest path (or source ) lrees IﬁtLUjUt‘ﬁjUtm§h Shared trees ?
A—Source trees MSFUMSIEUTEaMRUAIANUMSIURINNSGUSFWINSSWHIMS
MAUSWST network Iate:wcy.u u

a—hgmaanyRismind snared trees ?

A—Shared trees PEQUSIUAAN:IUANACIRAIR UG RISIAN routers ISSWRN{HIMT Memory
aYy |

a—iRAansHEg:iR router \TIREHT RPF check 7

A—The unicast routing table.

Q—NFHNSMprotocol-independent multicast Himsimuit

"independent" ?
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A—PIM tﬁmifn&;w IP unicast routing protocol—RIP, EIGRP, OSPF, BGP or static routes.
a—ihgmannayiRis MBGP?

A—Providers can have noncongruent unicast and multicast routing topologies.

Q—How do RPs learn about sources from other RPs with MSDP?

A—RPs are configured to be MSDP peers with other RPs. Each RP forwards

source active (SA) messages to each other.

Q—What is the purpose of the anycast RP ?

A—Load balancing and fault tolerance
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SoHad
Routing Algorithm

¢3-9- Distance Vector Algorthm

Y

Distance Vector routing protocols i{ﬁ broadcasts(255.255.255.255 U FF:FF:FF: FF) U
routing table  FUYUIUATNIIRANUMOTNET ISAY interfaces 1UAMARNIMNUTANAIMN{RW
QAGHMYLW Router RaIUaHY 1SHNUTRAS routing tables MSTad broadcasts Esm&ia
ifsiiirs Hanpagis:Anna¢uliua network 168 Distance Vector IR AHHM A

Routing Information Protocol (RIP) 84 Interior Gateway Routing Protocol (IGRP) Am
Distance Vector routing protocols B nuiaStwuiitRaY yamoiaghim link Gin:iAnsuigy
fifl protocols F1R1S: 4

Distance Vector protocols M8iB networks &3iiET routers RUEIAISITUIMEHR hop
counts IR UIARIGTRIVIWEIN ST metric "hop" count (G§sHAUTNA9 &G RIP §4 99
A unreachable 41 255 AU 1GMP) SRIASERYW IAN A TEN Packet GAME router 9

BiG: router tﬁmmwﬁﬁﬁﬁﬁgﬁﬁm packet YWSHIFHIAAIWARIZAIUGSS hops

250

!

2030

100

a

iRuhAnifiyy ummmmﬁmmmimmghms‘lﬁmmmtﬁmnawhshums*neuﬁﬁmzmh

UhART
TAURA t"mw{}s%ﬁmmﬁs 4 18:3AIUTIB pin hole congestion 4
ahiLﬁHiS,‘ﬁﬁﬂ routing table IU&J router Hutiﬁu EUILU Distance Vector routing

protocols:

The internetwork with distance-vector routing

192.168.20.0

192.168.0.0 192.168.3

Router B Router C

Routing Table C

192.168.0.0

NRIVINMY

o3

abumnil gandm routers §§8¢ IRUSYWIMUMYW Router
[UIA IS WAN link gw&gSHGH ISDN
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ishinuiGRIARIU router NERANBAMBTN networks IRUNMGMUMYWMY interface 9
anAl AINIS: Router B mm interface EO fﬂSfﬂUuﬂUlﬁ 192.168.0.0 network U1t SO interface &l
U"]S@Umﬁulﬁ 192.168.10.0network

ayufiSajulig)aisii routing table Gim: Router B Ggsitugamsidmisinnanis
interfaces A "hop counts" TRAITH metric 16U distance vector protocols iLﬁﬁijﬁIﬁJ]ﬁﬁUt]Uiﬁ
HfUmSUim network mﬁjﬁmﬂ]ﬁlﬁ“l Wi g networks USSC’ITLﬂfﬁWSﬁWUILﬂUﬂﬂﬂJLﬂHLﬁ
mterface 1URU router NEUVISHTYAISITN table entry TURS router 91 GURTAIS:HSIAGIM AU
router FR2ALIAN 9 '

‘tu‘?ﬁmmﬁm i m sintinIghivue Router §1G: network [HiMS converge 1S SWANAS
data (IUNST 1SHOUESUNWN DS data"nSSWH data § ANJ§T AMYWY server MGISTID
networks nimaum ﬁhthm "convergence" 1S: ¥18iA data HUJL{JIﬁQLﬁfmSGﬁ’Wﬁmh routers
mmﬁscmnqjﬁmgm@w routing tables 1URINSMI[MWYA routers sﬁums data [AUIUIASHIY
Hﬁimﬁ”mﬂ nayin: I SENIW:IN convergence ’ﬁifﬂmﬂmijﬁﬁﬁﬁtiﬁ UEmUtiﬁUfUﬁ
Myw RIP AN convergence timeta

The internetwork with distance-vector routing

192.168.20.0

co|
o N N &1

o E0 (R 50 sofmme sl sofne
192.168.0.0 192.168.30.0

Router B Router C Router D

Routing Table B Routing Table € Routing Table D
192,168.0.0 192.168.0.0 ) EO |0 50 192,168.30.00 50 |0
192.168.20.0) EO ol L
19.2.168.20.0 192.1648.20.04 50 1982.168.30.00 51 192.168.0.0 0 |2

192.168.30.0 192.168.3 [i 182.168.0.0 | S0 50
51 192.168.20.00 S0

ald

gingyuigiiuidhmsdme

<

AhjumMn2il network [HINSIASUNWNNS "converged” [AU routers FIiHaISTIT
network ‘msﬁjgﬁyw routing table TUATIUIW{RIEAA networks RIS HAGH 1MW network
[iMS converge ANJ$IAYN networks QMITHMGHASRDNSYWA 1

ghtgjﬁﬁgaﬁémtém routing tables YWikUHASKGAMD network address (RS
interface 111 AT WU UEAIGARNE hop count B3NS network (iGT RIP §hwnsia 15
hops Ui 1510 afif: packet (HIMSIN 110U
router S5t I8% broadcast routing table FMYUITATN{ATMOTN Tk
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Routing TR UARIGAIET Distance Vector IGUAM U SULMITSISIN links MUSHE
GIRUTINAUAMU NS loop BSAMNGILIWHMGH de-synchronise network
Routing loops H1GIARIEIRISIINMU{AY router SS{HIMS updated iSTinauiayWw 9

aufSanduumysinundaiSapdufdinmeanty:

The Distance Vector loop problem

Ny S o Network 4
L™ g, L

Router B Router D Router E

SENN)
ARUMNDRIGHANGIUM Router & IR routers A 8% B [HINSMUMYW Router C
W FIMUYWHMY routers D 8% E Gi6n: Network 5 4

The Distance Vector loop problem

e S o, Metwork 4 e, Notwork 5

Router B Router D Router E

The Distance Vector loop problem

oy e o, Network 4 M e, Metworlk 5
e e —

Router B ! Router D Router E
"Metwork 5is 1) Router E broadcasts its routing
2 hops away" tablewhich now contains

no valid route to Network 5

s 2) Router D stops routing data
to Network 5 once it receives
the update from Router E
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[AU routers FRHATANMIHDN Network 5 i Router E 4 291UIAN Router A il tables 1U U
msﬁfﬁﬁfﬂé Network 5 MYity: routers B,D 8% E 9 l
" 181000 Network 5 NSt Router E MSanANERNGm @ smUmAE wi i
Router D #0180 update 165 M Wivesh (181NN broadcast routing table 1WA )9 182 SHR
FURUGTRAIAY Router D UMMJU routing data G36n: Network 5 Muitl: Router E 4 UigHGHAMS
ttﬁ@gﬁgu‘ﬁmmmﬁ routers A B §4 C §SMSERAT Network 5 191218 510:Ni1STAUMS update
inform‘ation“l Router D 8%UENS update 1UaNENIE3] Router B UMY routing G uNetwork 5
{itg routers A 841 C ‘?jSL@iU;S updated 4 Gitnsh NSHUMM Network 5 NSMYIW: Router B
RYWw metric iS 3 9

The Distance Vector loop problem

Metwork 5 is now
4 hops away
via Router A
gy e . Metwork 4 e, Muetwork 5
Matwaork 5 Metwork 5
iz not svailable i= not available

Router B Router D Router E

Rg[i1S: Router A UMS broadcast {UaSNENIg|AA&IS] routing table 1UaHIG U SMN
IR GMUMS NG Network 59 Routers C §4 B §¢UAANSTH Network 5 MGMUMYHH
fiRouter A §1G:hUMSAANSH network 5 N1SIR) ST

GURINMIS:IF packet AMYWHSIMUIT Network 5 811¢1 Router A IIWUUYRA
Router B SR S{AF]UYA Router A ({51601 Router B $§UAAMN STt Network 5 0 S1{) 816N 0
MY Router A) 9

gig:hAmmie gums bit iRmItTwEASUMS loop BHANYWIEN data MSFAMA
i router Ytwig1 Router gHuig)a 9 humAgomituhfkdiias
g wumisifuionis o amey:
¢3-9-9- SLR Hop Count 568955553

routing loop iR UITRIFUASHJHINSIAUTIONT "counting to infinity" TWTWIRIUAM U
hwhsmnsguituAnhimpiwnAshmni routers §4 routers 1M SFIUANAYIATS loop 183
1 hop count SRIANMITASIGIM{AUINMUIRM Packet GUMA router Y9 TRygwisSMi: (AL

UEMIS:ARANGTGSS hop count HAUIN Distance Vector(RIP ) HS M 3] hop count M1SHTYIL) A
R0 15 Higibibeufiod (99 ) At Network IRUSSHMGMUDS 9 §ig:idws loop ywiRinigh
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hSWFRnnIGien network )aRIAITA packet M1SAIYIS hop count 18] 15 UTH next router §%
1. packet 10100

¢3-9-1- Split Horizon

migmudmumiohiturpsaednsinAmugsifnsil ouer gWRgLY
I UIR packet 86N §ig iUZLmUHnHmjﬁnIUﬁUtﬁ NESHOR WS g UETmAfigh
Alulisiigiig)aie

islaheeuinhiuaiitdyt 1S Router A gwigimssaminimiunsifmspins
update 1R n}hmssgmﬁ Router B LﬁQJﬁHﬁ Router B?@tS]:tﬂStGﬂ u

¢3-9-M- Route Poisoning

Amdinma{anwytuig)adim: split horizon 9 1SHNAIEN router YW GUAANSHR
route Hlﬁﬁ network mmwnmew router nw\jmw\p WHih route n CJJU% network 181 YW metric
1] 16 IRUGHUTI MM Network SSHIGAUMNS

gﬁzg‘mmhmf{ﬁu’mﬁmss”wmmmm Network 5 3G Router E AGIUIRY router $8U
ﬁq{ﬁt}qu"m WU ST table entry YWY Network 5 Maly 16 sSwhSsmomums
(unreachable ) @ﬁ??ﬁisz Router D stgmmi updates aﬁﬁziﬁ route G36ns Network 59 1811010
Router D §¢fU ro‘uter HUﬁ’ﬁ mﬁmhim fyfiRouter E ﬁums update WL poison reverse i
QJUUH Router E 7 1S: iﬁ%jLnUwTUmSQWﬁHﬁﬁSﬁﬂj segment msssmmnmsmmmsumm 9

wiumsmmmsmmmmwmw hold-downs SﬁUIhSIEUj]SISﬁUI 100U conver -gence
figensrouters IBUIsiBagnmsichinan moledysinuig gpwgtumsitumsin 9

¢3-9-@- Hold-Down Timers

Routers 1ANgA entry Wik USUNWHA network MSSHIRUANRHS NS 3] routers 1619
19)aAAN1Hf topology IRum sy muliis:mmgamatnuianGim: router RGOS UYA
i ?mU network TNL’UIﬂSiﬁﬁ ?ﬂﬂUSm[UﬁUIU’Im wamSUSTU 9

ISTINIU router YUWSGIMI update m-i ﬁmhummm accessible network mUSHS
RiNIMIUIwESMG access MY hold-down timer S#Rsnimid 18 update ngggmm
neighbor YWHS metric YU YIUIRIENY network entry if51UAT  hold-down Hims Uit
W data BINSUMS fﬁg update UNLULQTG]SQE’Lmﬁ neighbor router SWHSINIU hold-down
timer L@fmsﬁﬁﬁmﬁuéhms metric HGMY route 1S4 §iG: update SS{HIMSIFHIMUIW hold-
down timer 181iat 89 hHgMNAZ M SINUHANIBS U network Gitn: converge

Hold-down timers i{{J triggered updates IRsiGigiRinGims hold-down timer Athmi
Lﬁmﬁf?jﬁhﬁ Router URTHARARIRUIMSYIAN networkd §SHGIFI8H update messages {i
routers RA2H  triggered updates Uiﬁﬁ routiFlg‘tabIe f’jﬁﬁ I SUMSMY Y] neighbor routers
fign:hmsindien smiaiyigh network 9 u
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918 instances T1AAIETISHIN triggered updates ShifigjhimGim: hold-down timer:

1) hold-down timer [JiNSBAAANG

2) router MIS§GHU processing task MIFAIGINIGSSIUR links {H

internetwork |

3) update GUIRIHIG)ARINS S GUTRUTINME network [HINSHQIYT
islahasninhivaidi update AMYWE UM SINW Router B fl Router A Shbsegu

i hold-down timer [AINSHARANAY 18:{MARD Router B §h8S§GUMI update il

routers AMYWIRAUBS NS ANUTN Network 5 SSHMTMUMSY UIUYA Router B §RUENS update

gititwmsia tables 10T routers 13]119)& u

=

03-1- 6essHeSwH667s Link State

&«

Link State protocols §85 51918 #Distance Vectorii U broadcasts 16 &N multicast

Multicast Ath "broadcast’ GWiN:{fivis hosts ARAILN Router 182 10itTAMS Routers
$$890I3 Router GSSGAMIGAYUWIS "muticast group” gwisiishinuidhumsiom
multicast packet YW 2j{ALIS:ALISIH Routers SS8GUIAMEIRIG G updates ?tﬁgmsuﬂ fu U
Sugsififidim:datad multicast address AYISIUSI 224.0.0.5 & 224.0.0.6 IR address 18:
ARNRINW IGRP (Interior Gateway Routing Protocol ) 4

Link State routing protocols SSMSISNA routers it EUIS1£’ﬂﬁtJ“|§h hop counts 11216
gishuiiaisimifiajidnnetwork mammmnmmmﬁnwmmsmmmuumsmsmg iy
JURIHY ’rﬂﬁ{ﬁ SPF (Shortest Path First) al gorithm router Utﬁm’ﬂ "topological database"‘f Uth
G{uhiSINIUAS network routers IRshqsERAgshy ugUuahAgshisigaatibiRais
I umBIEhy 9 ) )

181100 router Yuifd Link State protocol GUEHTE OSPF (Open Shortest Path First) 186U
AN UEAMIYID network &% multicast MIFATUTS: §51S 2 flood 3] network YW AR SIS
fheSiEUoutersIMIVNUUIRR  databases  TURMHINSEUASERIUA Link State
advertisement packets (LSAP)9 Routers 88#j)REnwis! routing tables AUYUIN G FUIFIN
router SWIRIORNWinAG SIUAThTIQM M wARA routers IBUAISIENTGE |
Link State protocols ILUjUIﬁjU‘IfﬂH”UJ Distance Vector protocols 1S G211
imu:

- iMIgul Memory i
- MIARNS) Shortest path {fiMi CPU circles MiHs

- 10 Network BIS1YIA a3t [ﬁmS"WﬁLULG‘IﬁJ bandwidth BG5Q1:hH SLU%" iﬁﬁjﬁim:
mIE ﬁjgi topology

=

- MIYORNWESHCIHO:MSI 4 (AU Items FUHAISIAN database [FIAUMSY]
Router 1S1RE2Y
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- [AURouter ISIR A MHHANSSgATE

- Authentication mechanisms {gicn Sif{m s gfi) hmni ot udsipimi

- @S split horizon A#AIG]H

191:08 Link State protocols Bifnimimsytinkamathwsgnisiiafamsiging my
ﬁH”ﬁUmmuiﬁﬁTGJhUﬂmmUnmmS”ﬁimfUUinﬁ network topology (i fnmsfe\;"mﬁfm )
WAL Routers BS§GUMSMI Update muiizigiipn:haaisliilna{ga j] g Hig:
Router iR umUmMBUAMMIY mmsxmﬂsmﬁ]sshggmmsmi Update 10) St
Utgﬁtsﬁﬁmtlmfmsmﬁmsjmﬁejw’n:Lﬁnwuqnms@m

NUSWMI update BNENAEMU

2 o

«Z0

1) m
2) Target link-state updates ILU multicast

3) iLU link-state area hierarchy deEﬂU topology

4) mmumnmsmmumwiumsmh area borders

5) LULUM‘U Time-stamps Update numbering & counters
6) A ULnﬁ partitions 11 LIJ‘ILU area hierarchy
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SHHEAG
335 Configure Peer to Peer Network

G-9- 3% Configure Network £3 Peer-to-Peer Network

18 nh Peer-to-Peer Nerwork U Workgroup nﬂJGiLnf MUMIWES Server 1WA
N GtRlGROW SRS M SR gStATInM:

3-9-9- FseIHERIN:B5H65SS workgroup

1815k Network qwﬁmﬁﬁmé’mﬁﬁﬁf{jﬁsmﬁmStmyﬁv“n aosiiwinpivasfn$ifyws

HISHGHOIFISMIANIURT Workgroupd [AUANSIARHATR IR nisigh Workgroup TagUH
NMWAGSMSIUE network 1STinUiAYWMS

(o

6-9-b- mssasere ey

a. Right-click on the ‘ij ¢1 => properties=>Advanced system settings=>change.

Avg8.0 RecyclEBin . Roxi

f QQ ':QJ » Control Panel » System and Maintenance » System v I"HSearz_‘h

File Edit View Tools Help

P

fomputer S AVira AntiVir nth [y Device Manager System Properties
PERIEMIL... G R o
5 t
SIS CRINGS Gmputer NameJ Hardware | Advanced ] System Protection [ Remotel

{§ System protection
u H Windows uses the following information to identify your computer

(R

{y Advanced system settings on the network.
AntiVir PE Computer description: |
Hednisn For example: "Kitchen Computer” or "Mary's
Computer".
Full computer name: pevista
Workgroup: WORKGROUP
Internet myphoto To rename this computer, click Change.

Explorer

b. BAIIN: 2 ANI§T SHINN:IUAT workgroup

=9
Computer Name Changes | |

You can change the name and workgroup membership of this
computer. You cannot join a computer running YWindows Wista™
Home Basic to a domain. More information

oo e -

powvista I

Full computer names:

powista

Workgroup:
PrHTC]

—T—
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c. Ok 4 System waIgASHOUIRE A TIEE i suaimndim:Fiaundams

eyl

@

2

6-lo- s645)estmns3insss local resources
1- Right-click i£J folder U drive IR(U{FHTAGIW

JawaScript I Lession
File Folder|

Explore
PMSOCach Spen
File Folder Search...

Open as Motebook in OnelMote

CCE= Sl Scan for wiruses by Bkaw2006

File Falder|

RedHatEnt

=] Up Shredd
l File Folder| B uneldp shredder
==1]] Adj to Zip
] short_cour B3 Add to Pntc.zip
File Folder| &g Groowe Folder Synchronization -
} C-<) Scan selected files with AntiVir
L=t l Iu;l-::rlsglilc;? Change Attributes...
redialD.b TEmE U >
BIM File -
528 bytes i
sunbelt-pg Copy
- Setup Laur
Sunbelt So Create Shortcut
Windows 9 [EEl=E
Standard H Renarme
W Awware wi
Properties
PMTC
exe

File Folg

\;_:) 2% File Sharing

Choose people to share with

People without a user account and passwaord for this computer can access files you share with everyone.
To change this setting, use the Metwork and Sharing Center.

- Add
Mame Permissien Level
2 admin Chwner »
Everyone Co-owner +

Tell me about different ways to share in Windows.

2- click on Share

@ |3  File Sharing

Your folder is shared.

You may | these links to notify people that you have shared these files, or copy the links onto the
Windows clipboard, where you can paste them into any program you choose,

pntc (WWPcovista)
‘WPeovistalpntc

& ¥our computer will not be accessible if it is asleep

Show me all the network shares on this computer.

110



3- done
G-M- 565:5_]555352561;5 resource §&SRSTRREBHSIS (network resource)

1- Go to start=>run and type

[ = Run oo

=== Typethe name of a program, folder, document, or Internet
_ rescurce, and Windows will open it for you.

Open: I '192.168.100.1 -

| ok || cance || Browse. |

2- Ok
== g
N7 N[ ‘
(s [M s Network » 1921681001 » ~ |42 || search p
File Edit View Tools Help
‘ Organize ¥ o= Views + E'E. Netwark and Sharing Center
Eontelinks Mame Type Comments
B Documents 247 HP Deskiet 3920 3940 L HTML finue
E;h Music oy g
| Recently Changed
More » I | isab I | 53
S -
Folders hd
L source3 - I | LiVES-08.5 I | lives-0.9.5
L yeard = -
5 Printers
M pCVISTA .3' | MDaemen6.0.7 .RI | pntc
L HTML_linux
4 isdb I I | Public I | sourcel
L lives || ca Ca
L' LiVES-08.5
L lives-09.5 [ I | source2 I | source3
. MDaemon 6.0.7 - -
L pntc .
i ‘1’ .
L Public I | yeard % Printers
| sourcel v | -

G-é- MEEBHENS Internet

NS Tool IRYWARRUIANTNNUIGATIW Internet 1818H Windows 2000 professional
/XP# ICS (Internet Connection Sharing ) ICS Him Stﬁt[fifﬂ DHCP server ﬁvGH”UJﬁJLH]ﬁfUﬁm w
IP address A MIGATIW Internet 4 AENGAANE IP address MSGSSV &G Hosts IRIUENS network

address ﬁ 192.168.0.0 8% default subnetmask: 255.255.255.04
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d-@-9- FsteeISIeEs Internet 6836556585 Windows XP

2. Mobitel Pro perties

(= &S

| General || Options || Security || Netwnrkihgl Sdvanced |

walindoves Firewveall

Help protect my computer and netvsork b [

PRl 5 : = =kt
limiting aor preventing access to this

a= ]

caomputer fraom the Internset

Internset Connection S haring

Allowve other netvwork. users to connect through this
compukter's lnternet connechion

my netvaork. attempts o access the Internet

Zllove ather netveork. users to contral or dizable the
shared Internst connection

Learm more about lnternset Connection

E =tablizh a dial-up connection whenswer a computsr on

= haring. [ S =ttings

)

If pou're not =ure howe ta =et thesze properties. use
the Hetvaork S etup “Wizard instead.

[ [} ] [ Cancel ]

ghisMIUIRA TN UTOAGI Internet

F@ Network Setup Wizard

Computer connected directly to the Internet. Other computers in the
network connect to the Internet through this computer.

Internet

This
computer

Client
computer

Wireless
network

‘&1 Metwork Setup Wizard

Computer connected to the Internet through a Residential Gateway
or through another computer on my network

D=L or cable

Internet

Residential Sateveay

This computer
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k- R{IMIVNUMU Internet

[BIGIIN: Account MYW{ABUIS ISP ( Internet Service Provider) HG:
- Mobitel
- Camshin
- Camnet
- Online
- DSL modem and telephone line service

- Iphone
[AINS Switch U hub IRE[MULAMS LAN network
S-UiRamMIAMU

- Anj¢t HINSMU Internet SENWRAS

MHetwork Setup Wizard

Select your Internet connection_

Select your Internet connection from the fallowing list

Connections:

#.. tobitel TOSHIBA Software Modem

<A 1394 Connection 1394 Met Adapter

PV sireless Metwork Connection  IntellR] PRO MAWireless 220086 Metwork, Connection
<A Local Area Connection b arvell ¥ukon B2E203E PCI-E Fast Ethernet Cantroller

Learn more about howe to determine your Internet connection.

- ’I{ﬁ FUTTRI A Network Interface card

Hetwork Setup Wizard

Select pour private connection.

Select the check box for each connection that connects this computer to pour other netveark
computers.

If pou =elect more than one private [non-Intermet] connection. the wizard will create a netvaork
bridge between them.

Connections:

[1 22 13294 Connection 1334 Met SAdapter

[ " wireless Metwork Connection  Intel[R )] PROMAwWireless 220086 Metwork Connection

=M Local Area Connection b arwell ukon 228EB02E PCI-E Fast Ethernet Controller
<] £a

Learn more about febeaork Bridoging.

[ < Back ]l (= ] [ Cancel ]

- witmminn:Shmiinnn s

113



Metwork Setup Wizard

Give this computer a description and name. %

Computer description: Ouk Khear|

E=amplesz: Family Room Computer or Monica's Computer

Computer name: P
Examples: FAMILY ar BAOMICA

The current computer name iz PC.

Some Internet Service Providerz [ISPz] require that you uze a specific computer name. Thiz is
often true for computers with a cable modem.

If thig iz the case for your computer, do not change the computer name provided by pour ISP,

Learn mare about computer names and descriptions.

[ < Back ]I Mest I [ Cancel ]

- RITINEMIN VAT Workgroup

=

MNetwork Setup Wizard

Hame vour network. %

Mame your network. by specifying a workgroup name below. All computers on pour netwark
should have the zame workgroup name.

wWorkgroup name: FSHOME
Examples: HOME or OFFICE

[ < Back ” Mest > J [ Cancel ]

- ttfiﬁmﬁ’[ﬁ FUTTEU LT file and printer Sharing gt’?s file and printer Sharing

-

MNetwork Setup Wizard

File and printer sharing %

‘ir) Turning on file and printer sharing makes the Shared Documents folder available to

everpone on pour network. |t also gives everyone access to a shared printer if one is
available.

“what do wou want to do?

() Turn on file and printer sharing
“wlindows Fireweall will be configured to allow file and printer sharing on vour netwark.

(*) Turn off file and printer sharing
wlindows Firewall will Block file and printer sharing on your network, |If vou currently have
shared files or printers, they will no longer be shared

[ < Back “ Mesxt > J [ Cancel ]
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Network Setup Wizard

Ready to apply network settings.__.

and cannot be interrupted.

The wizard will apply the following settings. This process may take a few minutes to complete

%

Settings: i
Internet connection settings: - |
Internet connection: b obitel

Internet connection sharing: etabled

“windows Firewall: enabled

Mebwork zettings:

Computer description; Ouk Khean =
To apply these settings, click Mext.

< Back “ Mest > J [ Cancel

Hetwork Setup Wizard

Please wait___

process may take a fewe minutes.

=,

Fleasze wait while the wizard configures this computer for home or small office networking. T his

- 1BnB(af Setup Network Mmulfian]ygwam 2

Metwork Setup Wizard

ou're almost done___

“wihat do wou want to do’?

(#) Create a Metwark Setup Disk

() Use my windows =P CD

() Use the Metwork Setup Dizk | already have

() Just finish the wizard: | don't need ta run the wizard on other computers

e

- ou need to run the Metwork S etup Wwizard once on each of the computers on pour
\lf) network. To run the wizard on computers that are not running Windows =P, pou can use
the Windows =F CD or a Metwork Setup Disk.

o

- ihidhiphdaybe Firewall
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= wWindows Firewall

General | Exceptions || Advanced

wwrindowes Firewall helps protect pour computer by prewventing unauthorized users
from gaining access ta your computer thirough the Internet or a netvsark.

@ & On ecommended]

T his =etting blocks all outside sources from connecting to this
camputer. with the exception of those selected on the E=ceptions tab.

[ Don"t allow exceptions
S elect thiz when pou connect to public networkes in less secure
locations. such as airports. vou will nat be notified when wWindoves

Firewvsall block=s programs. Selections on the Exceptions tab will be
igrnored.

@ ¢ OFff [not recommended]

Aeeoid uszing this setting. T urning off “wfindows Firewall may malk.e this
computer more vulherabls to virses and intruders.

wihat else should | knowe about WwWindowves Fireveall?

I [

Cancel ]

) ol

- ihiohamge iR unTRRIHS N H3) Internet Users 1J{mams 2

v 123

-

Advanced Settings

Services |

Select the zervices running on vour netweork that Intermet users can
ACCESE.

Services

DHCP [EF]

DHCPF [E2]

DHES

FTF Server

Internet b ail Access Protocol Yerzion 2 [IMAP3]
Internet kM ail Access Protocol Wersion 4 [IkaP4]
Internet MMail Server [SMTR]

Fost-Office FProtocol “ersion 3 [FOP3]

Fermote Deskiop

Secure web Server  HTTFS]

Telnet Server

UFPAFP [TCRF)

UPRF (U]

ooorROoooooorood

“wrebh Server [HT TR

—

Avdd. .

] [

E dit. ..

D elete ]

|

Cancel ]

- imwilidh Enable ICS JGNAMNG IP address

Internet i

Internet Protocol {(TCPfIF)

Properties

General |

“r'ou can get [P settings assigned automatically if pyour netveork, supporks
thiz capabilitp. Othenwize, pou need o aszk pour netvsork administrator for
the appropriate |IF =ettings.

2 Obtain an IFP address automatically
&) Usze the following IF address:
IF address:

[ 19z .
[ =55 .

12 . o . 1 |
255 .

Subrnet mask:

Drefault gateveay: | . R . I

& Use the following DMNS server addresses:
Freferred DRSS servern: | . . . I

Alternate OMNS server: | . - . I

J

Cancel ]
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o al

- 1S:hUIMAAI Dial-up connection (B TR M SUIRA

|
é Metwork Connections g@
Fil= Edit Wi Fawvorites Tools Advanced Help ..,.
\_) Back J ll: P ) search e Folders
Address |ﬂr'_ Metwork Connections vl LZe]
*| Dial-up
Metwork Tasks (]
[l creat 2 mobitel
ey Et‘? UUEE - "ot | Disconnected, Shared, Firewal. ..

connesten = [l TOSHIBA Softweare Modem
#» Setup a home or small
T office network,
& Change windows LAMN or High-Speed Internet

Fireweall settings
'&; Disa_ble Ehis mekbwark = 1394 Conneckion

dewvice Connected, Firewalled
Em Rename this connection I;d-_-ﬁ 1594 Met Adapter
(CZQ::Bg;igenttlngs &fF s - =] Wireless Metwork Connection

= - Disabled, Firewalled
tepd IntellR) PROMWIreless 2200B8G. ..
Other Places = f:’;‘—g {ocal Area Conneckion
s Pebwork cable unplugged, Fire.

[:_} Conkrol Panel 0 Marvell GEES0F6 PG
.':; M Mlebwork Places
B My Documents
:ﬂ My Computer
Details £
Local Area Connection
LaM or High-Speed Internet
Mebwork cable unplugged,
Firewalled [v]

Properties of dial-up connection

e giatnin Ay Dial-UP

L
2. Mobitel Properties

General | Optionz || Security || Mebwarking || Adwvanced |

Connect using:

|@ tdaderm - TOSHIBA Saftveare b4 adem [COR 3]

Fhorns number

Area code: Fhone number:

012933002

CountryesSregion code:

[ U=se dialing rules

Showe icon in notification area when connected

Llternates

Dialing Rules

| oK ]

Carncel

- 180 Prototcol ﬁi[}:ﬂﬁ WAN ( Dial-up)
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% Mobitel Properties

Eensral O pticons Securityl Hebrorking I.-'l‘-\.clvahced
Twpe of dial-up =erwver | am calling:
FFPF: “»indowes 95/95 R T 42000 Intermet

[l
S etting=
T hiz conmnection uses the Ffollovsing itenn=:

= Intermet Frotocaol [TCRPAIR]
@ CloS Facket Scheduler

[ =1 File and Frinter Sharing for kdicrosoft Metworks
% Client for FAicrosoft Rletvaork s

[ Irn=stall . ]

[ Fropertie=s ]
Description

Transmission Control ProtocolAlnternset Protocol. The default
waide aresa netvaork. protocal that prowides communication
across diverse intercornmnscted netvaork s,

[ O K ] [ Cancel ]
- 18fU Hardware 1UfJ Modem
FPhone and Modermnm Optiocns
Dialing Bules | Modems | sadwanced
hw T he following modems are  installed:

rodem

SoiStandard FAodem ower 1R link

Sttached To
=g TOSHIBAS Saftvears FHModem

ot pressnt
COkA=

[ ead. ][

Fiemowe |

Cancel ]

G-&- - FRSESHSS Internet £55655 Windows 7

iwanig
)

T
7]
=

19

o
modem HAMSTAANGN
6630 connect 1R EiMUN

€5 Metfone 3G

File Operation Tools Help

@ comvection [ statistics

O cat B svs B checkvatance | memn
Profile name: Metfone 3G @
=N S =
= S5
Khmer Vietnamese English  Chinese
Kampucheathmey Facebook Film Youtube Imuzik Moviskhmer Khmerdl

Kok Santepheap Cen Metfone

gUfﬂm")-Fﬂf@fi Internet ith tiﬁ[fj' Wireless modem

118



IMWTTI Icon IS Network IRARIMYQNARNIS status bar 1UAS Windows (Uit

9-t[ﬁ BITRI LA Open Network and Sharing Center

(o o = 1) |

Troubleshoot problems
en Network and Sharing Center

Customize... >

11:01 AM

5/27/2013

[

JUMNB-Network Icon fULmt'ij (Ui¢1 Share Internet

lEJ—tJjGIL‘f'j Change adapter settings

‘.!!‘! % » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home

View your basic network information and set up connections

Manage wireless networks [ A [ W q See full map
o> -
Bangc adaptes sCINITEC

Multiple networks Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
Metfone 3G Access type: Internet
Public network Connections: I Metfone 3G

JUMAM-MIVN M Adapter setting &1 Control Panel

M-GTH0 Metfone 3G Wi button Mouse 1% afi=>Properties

- » Control Panel » Network and Internet b Network Connections b
Organize = Disconnect this connection Rename this connection View status of this connection Delete this connection Change settings of this connec
.: Connect te VPN at DCE .: lan "~ Local Area Connection "L lecalArea Connecti
I connected %4~ Disabled d, Bridged
N Miniport (PPTP) WET lMware Virtual Ethernet Adapte]

=] Metfone 3G Properties ft Loopback

".@ Metfone 3G Metwork Bridge - s Network Cc
Metfone 3G | Identifying... [ Generel | Options | Security | Networking | Shering | hrected
2 Mobile Connect - Modem #2 ¥ MAC Bridge Miniport ARSBI7

Intemet Connection Sharing
— | Wircless Network Connection 2
Not connected

Allow other network users to connect through thiS
3¢ <lll Microsoft Virtual WiFi Miniport A.

computter's Intemet connection

Home networking connection.
[ Wetworic Brdge -]

[ Establish a dialup connection whenever a computer on

T ——————

The user name and password for this connection were not saved for use
by all users. As a result, Internet Connection Sharing can only dial this
connection when you are logged on. To enable automatic dialing, save
your user name and password for all users in the Connect dialog.

=y p Control Panel = PMNetwwork ams

Organize ~— Disconnect this connecticn
-:_ Connect to WP at DCE
S connected

Ei Al PAliniport (PP TR
PAetFone 3G
PAetFone 3G, Shared
Pobile Connect - FModern =2

W reless =13
0 Mot connected

PAicrosoft Wirtual

cnnecticn 2

FiFT BT port S

mmmsd Metfone M Share Internet 1 LUILU ICS
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¢-G 5100 Metfone =>Status 15 51§ M1 Assign IP address i ISP

Metwork Connecticn Detail [— ==

Metworke Connection Details:

Property Walue

Connection-specific DR

Diescrption Metfone 3G

Physical Address

DHCP Enabled MNo

IPwv4 Address 10 27 154 57

IPwva4 Subnest Mask 255 255 255 255

IPv4 Defaul Gatewan:

IPva DMS Servers 117.120.24.1
2021121211

IPwa WIMNS Servers 101112132
10.11.1214

MetBIOS ower Tepip En... Mo

JUMNED-UTAN:IUAT Metfone IRUAANKIR ISP

9-G6360 Network Bridge =>Status 15 g{i8um1 Assign IP address {i ICS

Metwork Connection Dﬂail e S|

Metwork Connection Details:

Property Value
Connection-specific DM...

Description MAC Bridge Miniport
Physical Address BA-70-F4-FD-C7-A8
DHCP Enabled Mo

IPw4 Address 192 168.137 1

IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway

IPw4 DMNS Server

IPwd WINS Server

MetBIOS over Tepip En... Yes

JUMNEG-URAN:TURS Network Bridge IWAMNHIW ICS A# Windows 7

OONIERASH]

9- 1§ ICS 1M UG 2

- 18 ICS YISFR Windows 0S AMg: 2

M- 562 Windows xp ifih1J 1P address M18iRUSH 2
G- G1m: Windows 7 1&Di{{J IP address ©1810U2# 2
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v

FRISIBEZ BB Windows Server 2008

11U U Microsoft MSIGENIMARNITIM AT Windows server 20089 [fittiSMSGAMW
it giiugudamsiganfimaiiwansupuddnssinimigatuann:fiu o
Windows Server 2008

8-9- 8555575 Hardware £€ Software

iR} g]Windows Server 2008 {imIATEIMITGRIMYS
iR} midigiawindows server 2008 2jMSHY ITR{HIGINMIFMEAIGIMIHYUINIUAT Server
Shatyimi Hardware 4

Proccessor Minimum:1GHz

Recommended:2GHz

Optimal:3GHz or Faster

*Intel Ttanium 2 proccessors required for Windows Server 2008 for
Itanium-based system.

Memory Minimum: 512MB RAM

Recommended: 1GB RAM

Optimal: 2GB RAM ( Full installation) or 1GB RAM
( Server Core installation) or more

Maximum ( 32-bit): 4GB ( Standard ) or 64GB

( Enterprise and Datacenter)

Maximum ( 64-bit): 32GB ( Standard) or 2TB

( Enterprise, Datacenter, and Itanium-based systems)

Disk Space Minimum: 8GB

Recommended: 40GB ( Full installation) or 10GB
( Server Core installation)

Optimal: 80GB ( Full installation) or 40GB

( Server Core installation) or more

Drive DVD-ROM drive
Display SVGA (800 x 600) or higher resolution
Keyboard

Microsoft mouse or compatible pointing device
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8-19- Installation and Configuration

tﬁf—ﬂtiﬁtfﬁﬁ Windows server 2008 mHﬁIittﬂUﬁ Full Installation server §# Server Core
Server Core AthmitiigjiServer IRUMS GUI 81 Service IR UG S{HIMICING
oumaHSia: wAgmaismIRigiwindows Server 2008
9-Boot ﬁmj§1 35 Lijt{fi Windows Server 2008 Installation media t[ﬁ mt‘?mwﬁmmmgﬂﬁ Install
t&héhgéwu@ AP Keybaord IWUIUERGEIU Next

w Install Windows

Windows Server 2008

Language to install: Enllsh k El

Time and currency format: English (United States) - \

Enter your language and other preferences and click "Next" to centinue.

Copyright © 2007 Microsoft Corporation. All rights reserved.

V-Goi60 Install Now IREjOVUIRERICNIMI Install 9 §ONSTIMMARUMAI-Y HANG Access
system recovery tools 1 LUGlUtLﬁ Repair Your ﬁnﬁi option tSﬂBWhi[}ﬁ“lUfSiHLﬁﬁ

% Install Windows

"t
[
Windows Server 2008

Install now -;

What to know before installing Windows

Repair your computer

Copyright € 2007 Microsoft Cotporation. All rights reserved.
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M-NWUNIU Key ﬁJLH]I'J Install Iﬁﬁﬁ@SGﬁ?}ﬁ Activate Windows MuiS1:1¢ tm:aﬁﬁsmmé
QUtEﬁLUHﬁ Automatocally Activate Windows

A7 Install Windows ﬁ

Type your product key for activation

You can find your product key on your computer or on the installation disc holder inside the
Windows package. Although you are not required to enter your product key now to install, failure
to enter it may result in the loss of data, information, and programs. Vou may be required to
purchase ancther edition of Windows., We strengly advise that you enter your product identification
key now.

The product key sticker looks like this:
- .
UM = 000NN = 0000 0N - ND0N NN - 0NN

1O T S e

Product key (dashes will ke added autematically):

| =

[ Automatically activate Windeows when I'm onling

What is activation?

|

Read our privacy statement DMext
| |
[ - T =

G—tﬁgﬁ@ﬁﬁﬁﬁ?ﬁilﬁﬁ Windows Server 2008 Enterprise (Full Installation) § Windows Server

2008 ( Core Installation ) Iﬁfj_ ﬁt[ﬁ fUITE A Windows Server 2008 Enterprise ( Full Installation )
heauinmBoahimy

@ £7 Install Windows ﬁ

Select the edition of Windows that you purchased

Windows Version

Windows Server 2008 Standard (Full Installation)
Windows Server 2008 Enterprise (Full Installation)
Windows Server 2008 Datacenter (Full Insta Wh on}
Windows Server 2008 Standard (Server Core Installation)
Windows Server 2008 Enterprise (Server Core Installation)

Windows Server 2008 Datacenter (Server Core Installation) .

. If you enter your preduct key, Windows can automatically determine which edition you purchased.

To enter your product key, click the Back button to return to the previcus page.

I, [fyou choose not to enter your product key now, make sure that you select the edition of Windows
that you purchased. If you select the wrong edition, you will need to purchase that edition, oryou
will need te reinstall the correct edition of Windows later and potentially lose files and informatien.

[T Ihave selected the edition of Windows that I purchased

|

Eﬂ L — = ___13 =

g-uuuAHsigmuMINNSUNIH{AR

minaRupidnmwimiigii IO UiRumyw Inital Configuration Tasks

123



IMWAMS Install jGitiw hEhuinmapbhndm

AN 9-99

ﬁﬁ Perform the folowing tasks to initaly configure this server

E‘f Initial Configuration Tasks

msi Initial Configuration Task HGARIU
a8l -
f ’ Windows Server 2008

Standard

Set time zone Time Zone:

s‘ Configure networking pntc:

’,!.l., Provide computer name and domain Full Computer Name:

Domain:
_‘;_}J Enable automatic updating and feedback Updates:
- Feedback:
-‘ Download and install updates Checked for Updates:

Installed Updates:

H] Specifying computer information
{GMT+07.00) Bangkolc. Hanoi, Jakarta

192.168.1.2

Win2008 testiab local
testlab local

m

H] LUpdating your Windows server

Mot configured
Windows Emor Reporting off
Mot participating in Customer Experience Improvement Program

Never
Never

'C:)‘ H] Customizing your server
;E} Add roles Roles: Active Directory Domain Services, Active Directory Lightweight Directory Services, Application Server,
DHCP Senver, DNS Server, File Services, Print Services, Streaming Media Services,
:é}'; Add features Features: NET Framework 3 0 Features, Group Policy Management, Remote Server Administration Tools,
ileons h]ﬂagwe\[{dabasﬁ _',j-'i\1{1_0‘.:s_‘P_D_':'.'ir_s_h_al.\_._',_'a-'i'\lq?‘.::ffmcass Activation Service, Windows
a A
Task MINANANN
Set the Administrator Password HSIMRYJHAMTUI  Password Q{10 Administrator
v
Account S Account

Set Time Zone

ANNG Time zone %] Server

Configure Networking

network

ii Network Control Panel Applet WIG:HAMNG Configure

interfaces(1S 9

Provide ﬁﬂﬁi Name and Domain

HSEM A HAYIAN IUaIAN§I8ATNIBAR Domain

Updating and Feedback

Windows Update,Windows Error Reporting and the

Customer Experience Improvement Program ( CEIP )

Download and Install Updates HSEMAZJHANT Download 4 Install Updates*

Add Roles HSENO3JHA uigy @Sﬁij Server HGX DHCP, DNS, IIS
100

Add Features Interface ﬁts:ﬁ% ] Add/Remove Windows

Components 1 Add/Remove Programs Control Panel
applet IR UM SISIAR Version 18018 Windows

Enable Remote Desktop

HIONH Q]Hﬁmﬁ Configure remote desktop

Configure Windows Firewall

i Uibnyle Firewall
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&-M- Boot configuration Data

[AU Windows Server SHAIARIBAIG Windows NT IRfUi{J NT Loader (NTLDR) §%
boot.ini tEj{AL{ARIGRIGNIMT boot SR{AUTARIT multi-boot Thyt Windows 4 Hiim1 boot
fusaginsuifaigihimihtuuifia Boot Configuration Data(BCD) 4 BCD {aitSifR§aid)
NTLDR ¢i{fuitd NISMSIAN boot process Ak BCDEditexe SNWHSAIZ] bootini Uit
Windows Management Interface (WMI) 4 '

BCD Store
BCD store AiN Physical binary file M smmmsﬂ Active Partition UEFI system partition
(ESP) 4 MANGANUAANSARHATENUANAN AT boot up AIENT Windows
anmas] | MRS
BCD Store Amnadagatgalsmijubmemtihae DAt root ISuMIUMARY
Windows |
BCD Object | DA Container ({UAUAHAUMEIUL BCD 9
BCD Element | h& properties 84 parameters iU BCD object 9
System Syt LS BCD Store i{f sthgtw 4 ini:Gthunkam A whnsiaguacii o Active
s
G1mn: BIOS-based systems  File 18:63a181%4 \BOOT folder U&J Active Partition GIANARN EFI-
based systems 1 hajaisiak \Windows\boo’E\EFI folder 4
M UNNMALS BCD MEUMODA

BCD store

BCD Elements

BsHomigI8H boot.ini T1AJIS1:1G BCD elements YIS{UIAS Data iRAUNAFRIFISNATYIS
Data 4 memﬂ Element H1G String , Object , Integer U Boolean
BCD Modification Methods

i orsig BCD Mmuysiy)ul
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i BCDEdit
iidstgnoadinyuifmanh imsgpasnnss phfugngs atmey:
=T

Acreatestore Creates a new and empty boot configuration data store.

Aexport Exports the contents of the system store to a file. This file
can be used later to restore the state of the system store.

t Restores the state of the system store using a hackup file

created with the sexport command.
Sets the system store device <only affects EFI systems. does
not persist across reboots, and is only used in cases where
the system store device iz ambiguous).

screate Creates new entries in the store.
sdelete Deletes entries from the store.

Run hcdedit ~#7 ID for information about identifiers used by these commands.
Commands that operate on entry opt 5

sdeletevalue Deletes entry options from the st
Sets entry option values in the s

Hun bhcdedit -7 TYPES for a list of datat

.| Command Prompt

C:~Users~khean>bcdedit -7 Aexport

bhededit ~export <filename>

Thiz command exports the contents of the system store into a file. This file

can he used later to restore the state of the system store. This command is

only valid for the system store.

<filename> The filename to be used as the destination for the export.
If the filename contains spaces, it must he enclosed in
guotation marks ("),

Example :

The following command exports the system store to the specified file:

bededit sexport "C:sDatasBCD Backup
C:~Uzersskhean>

gl muwa Current Configuration {11

Ad istrator: Command Prompt

Microsoft Windows [Uerszion 6.8.68011]
Copyright (c>» 2086 Microsoft Corporation. All rights reserved.

C-~MWindowsssystem32 >hbededit Aenum
Windows Boot Manager

identifier {hootmgr3
device partition H
Windows Boot Manager
en—US
{globalsettings?>
{current?
{current?
toolsdisplayorder {memndiag?
38

timeout

Windows Boot Loader

{current?

pavrtition
“Windowsssystem3d2suwinload. exe
Microsoft Windows Server 2008

en—US

{‘{hootloadersettings>

partition=_C:

“MWindows
{2aP?226f3-—Bbc5—-11el—aath—eba22882e629>
OptOut

stemd2 >

AMNOHSIEMEGHIYUR oMY
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Method

System  Control Panel

applet

mifnans
HSENAZJHAMGANNS Default 0S AMNGINUHANZUMMMNALS
0s §hin ﬂﬁmﬂiﬁﬁj Recover .

MSConfig.exe

0 GUI IR UHS M A 3J{AUTARI Startup options

BCDEdit.exe Ath Command-line tool IR UM SR G NUTRAMUHSIAIG BCD
WMI T UITTYW Script 1w {EimiS sthi BCDEit.exe

mmﬁ BCDEdit.exe /enum ACTIVE

Windows Boot Manager

dizplayorder
toolsdisplayorder
timeout

Windows Boot Loader

GC:s\MWindowshsystem3d2 >

Administrator: Command Prompt

G:sMWindowshsystend2 hededit senum active

{hootmgr>
partition=0C:

Windows Boot Manager
en—-US
{glohalsettings’
{current?

{current?

{mendiagy

e

{current?

partition=0C:
“Windowsssysten3d2swinload.exe
Microsoft Windows Server 2068

en-U35

{hootloadersettingsy

partition=0C:

Sindows
{2aB?26f3-Bbc5-11el-aadb—eba22882e629>
Optdut

miiA Boot sequence

MIANNG Boot Manager Timeout MY ULN BCDEt fimeout 5

BC:~Windowsssystem32 >BCDEDit stimeout 5
The operation completed successfully.

C:sWindows~system3d2 >BCDEDit ~enum

Windows Boot Manager

displavorder
hootseguence
toolsdisplavorder

i Backup 8% ani BCD

{hootmgr>
partition=0G:

Windows Boot Manager
en—US
{globalsettings?
{current

{current’

{ntlder>

L{memdiag}

5

{current

partitio H
“Hindowsssystem32*winload. exe
Microsoft Windows Server 2808
en—US

{hootloadersettings>
partition=G:
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iS:AMMI Backup BCD 4 Muhym huila fies GssAmhdihusigipfmigmwinnh
Bihimigsy gwhth File UM Backup data SUTWYWIG)&A Backup log file

1ol x|

| H 24 autoexec.bat
A7 .12 2886 H 18 config.syus
Al .-12.-28088 H PerfLogs
11182811 18:87 aM <DIR> Program Files
11.-18-2811 18:85 AM <DIR> Users
11182811 18:26 AM <DIR> Hindows

2 File<s> 34 byutes

4 Divrds> 35.748.761 .688 bytes free

Cow2>mkdiyr c:-wbackup

G dir
Uolume in drive C has no label.
Uolume Serdial Humber is B4FB-321B

Dirvectory of G-

02 .19 28006 H M 24 autoexec.bat
11.-18.-2811 = <DIR> backup
A7 .12 2886 H M 18 config.syus
61192808 H <DIR> PerfLogs
117182811 H <DIR> Program Files
11182811 B <DIR> Users
11182811 26 A <DIR> Hindows

2 File<s> 34 byutes

5 Divds> 35,748,761 .688 bytes free

G-~ >bodedit Aexport ""Coxbackups~BCD—bhackup'
The operation completed successfully.

RS

MIENT BCD YW ULN bededit /import “c:\backup\BCD-backup”

C:\hededit /import "C:\hackup\BCD-hackup"
The operation completed successfully.

Gi\y

o

Sam: iBanant data SSMSIRUET System 1UIHASRA W nonbootable I reboot System
1§l

OONIERASH]

9-1f File (5[0 Windows Server 2008 M1GEINIMINSHNSHg: ?
191 BCD configuration file {§it SR UG 2

M-GiiA Default Timeout {UAT Windows Server 2008 BA{AY &1$1§
G-IRTARANG Timeout fU8J Windows server 2008 3jiedagsjginnidnam 2
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SEHES0

Server Core

90-9- HNE SSLSSABES Server Core

Server Core H162)itT 111§t Tools yuwigsiglagoeh:
» Active Directory Domain Services (AD DS)

Active Directory Lightweight Directory Services (AD LDS)
> File Server
» DHCP Server
> DNS Server
» Printer Server
>

Streaming Media Services

MU WU FRUWSINA  Command-Lined  BIFNMWIRYWARANAN
L’m‘iLﬁhHﬂmej' Server Core 1§13 Command-Line 8% Scripts qwé%s gﬁﬁ Microsoft Management
Console ( MMC ) snap-ins UMBIW: tool Bi¢ig]aidniBuiwiimigagito remote

administration 8% Terminal Services4

90-1- 5555)5S535 @ Server Core

gSi0 L’Uﬁig‘jﬁ Windows Server 2008 Enterprise (Server Core) fiﬁ[ﬁﬁﬁﬁ§ﬁjt§m hard
ware 1B UHANSIIWAGIMIHUUIMIUAIUNS System &[T Server Core JHHNS hardware
NS IRTORIMY:

CD/DVD Windows Server 2008 Installation Media
and a valid product key

o Standard

o Enterprise

o Data Center
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Disk Space :

O

RAM :

1GB of disk space for the actual
Server Core installation and
2GB of disk space for regular server

operations.

Maximum : 4GHz
Recommend : 256 MB

CPU : (Pentium-Compatible processor)

@)

O

O

Maximum : 1GHz
Recommend : 133 MHz
Optional : 3 GHz or Fast

DVD-ROM Drive : not required for network

installation.

Display :
O

O

° Um]'r"it

O

4

Resolution : 640 x 480
Recommend : 1024 x 768

§sHoiimi upgrade fi Windows Server 2008 191 Server Core ShEsmoiigihi
Server Core 1§1 Windows Server 2008

Server Core (fitatigihinGithwiginiin

AINS Internet access 4] activate iMWwAMIBIEIRIGN

Roles AtSaFUIgHST Services IRUIGZ] Windows Server 2008 1851 §msia
B sigfiR a8 SIS nSH6h DHCP Server 8% DNS Server thifiy

Features : A SIANT{MUIE 3818 (Roles) Fkisimoinhimins

AIAYMAARMIBIGIRIVAS Server Core

ARMIRIg Server Core st sHgumigl Sumitiigiiiwindows Server 2008 Enterprise

a
~

(Full Installation ) 1812111 tﬁiﬁfmhfmmﬁmsqmmw Installing Process & msmnfmugﬁfs
mi Configuration Tasks Screen iatiM: IWHASHSFUMSSI Command prompt YUk
Command prompt 1S3 {NUHAITMAISINUMIRIAIULS Configuration AMYW 4 AIENITHNS
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§is  command prompt Suthwicdsy iwndhotiBalm i Bh{pioosivl  key
(Ctr+Alt+Del )-> Start Task Manager->File->New Task->cmd->0k
9. by UREDIENIMIAN $HUATHATH boot 1Mt Window Server 2008 1 g mitiigiia

R awasimBigiaman ik, sESwinlneamince UPUYA GO Next
% Install Windows — AEI_’SI

Languageto s

Time and currency format: [EREIU I EE D) N,

Keyboard or input method:
Enter your language and other preferences and click "Next" to continue.

Microsoft Corporation. All ights reserved

% Install Windows

What to know before installing Windows

Repair ur computer

Copyrig icrosoft Corporation. All rights reserved

m. NWUIUSARRUARUIUAHA [5G0 Nextd (i3 SEEATSOH Windows TURIHA activate
1SN UiR AN SHUSHA online HAMTIM A U{UHT Auto matically Activate Windows When I'm

Online

e

Type your product key for activation

You can find your product key on your computer or on the installation disc holder inside the
Windows package. Although you are not required to enter your product key now te install, failure
to enter it may result in the loss of dats, information, and programs. You may be required to
purchase ancther edition of Windows, We strongly advise that you enter your product identification
key now.

The product key sticker looks like this:

>
00K+ XHOOOK = XXX = XXX = XXX

Product key (dashes will be added automatically):
| B

iAutomatically activate Windows when I'm online [Q

‘What is activation?

Read our privacy statement
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G. aﬁmﬁt[ﬁ ﬁﬁ?mmiﬁtg‘jh Windows Server 2008 Enterprise (Full Installation) A Windows
Server 2008 Enterprise ( Server Core Installation ) t[ﬁ EUITEI IR Windows Server 2008 Enterprise
(Server Core Installation) tﬁﬁjﬁigjh Server Core (}GjURIMY) UQIUBAGE Next 4

Select the operating system you want to install

Operatmg S}rstem Architecture | Date Modified
: 486 4/18/2007
XB6 4/18/2007

Windeee Lamalk

ghorn SERVERENTERPRISECORE

&, [URSMHAWNUUIFiTMMAMNaE mﬁLUmenmtsinhLUHU I Accept the License
Terms (BagIMIaRMBH{M U Windows ) UIUEATT Next
@ &Y Install Windows

Please read the license terms

=X

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS il
MICROSOFT WINDOWS SERVER CODE NAME "LONGHORN" BETA

These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the pre-
release software named above, which includes the media on which you received it, if

any. The terms also apply to any Microsoft

*  updates,

supplements,

* Internet-based services, and

*  support services

W Taccept the license terme

. yintuwapasismiigaitugacawatichime  isiahrinnisHanoif ufowna
Bidhimidigihih waiimn Shynm o T tACustom (Advanced )
Which type of installation do you want?
Upgrade

Keep your files, settings, and proegrams and upgrade Windows.
Be sure to back up your files before upgrading.

; Custom (advanced)
: Install a clean copy of Windows, select where you want to install it, or make changes
' to disks and partiticns.
This opticn does not keep your files, settings, and programes.

[, [UESH Hard Disk iuagApimsmdmihwaiwpiasgamouiiadhubuila
partitions MEATEIMIARINMUTRIETRIS: 9 Ia{uasi Hard Disk uaIgASSEHIMSIAITM 11018
SWh device driver Y controller IVATHATS{HINSUIRAGUANWINdows 1STIE]tWwiSI1:ig4 Ak
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ATNISIHAMGGD Load Driver 154] load N4 GG Next UIWAMSUIRE partition I8 ugASaid
midigii

Where do you want to install Windows?

| Mame | Total Size Free Space | Type

— Disk 0 Unallocated Space 16.0 GB 16.0 GB

G. 1S1iN0UTS s Windows Server 2008 §USIGANSAI1S IS MR URIMIARMIiThimismi
DigihahShotietidhimismidigiaShuinmisidamamaismidiging
Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installaticn.

¥ Copying files
Expanding files (27%) .
Installing features

v

Installing updates

Completing installation

[#IGOUR CTRL+ALT+DEL 18] Log in

v 1

g. ishinuiumiigihpinsums §a

Press CTRL + ALT + DELETE to log on

-« .
W Windows Server.
Code Name “Longhorn’
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UMY muma Login“ ﬁUij[U Adminis -trator

iy
G0 arrow button INUJ login mUu ENTER"]

90. GG Other User button (IRUUNM
R Username 7 Password 3j1¢ {0

=

Other User

Cancel

" Windows Server2008
Datacenter

99. 1ShiniR N login 1STIGABYYR HASHIHIMIYT password 319 7 New Password field 2§iS]
§1¢ SNV password §iS1A New Password §Confirm Password field*l G5 OK 181101051

MIYT password 1URHADN S T

IMUWAGH Other User 5591 ACVUIRUIGMI Log
in fgENW IAINAANISUW](User Account)®h
Admin istrator

UEMA: GR{IHU Password
hwTMEHNIWANS Y SHANUMWANSIS
GORAIEN{REN Y GOKey Enter

| Pazsword

Cancel

- .
%W Windows Server.
Code Name “Longhom”

Mi Login IUAUUING)BIMWAHANSYT Password (iS4
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Administrator

CEET——
T

Create a password reset disk...

Cancel

- S
'ﬂ Windows Server.
Code Name “Longhorn”

9. INMUHA login JOHASHE UM STH command prompt iFUIAM:9(JHIUNRIMY)

> Administrator: C:\Windows\system32\cmd.exe . =10 X

‘\Windows\system32>netsh interface ipv4 set address name="Management' source=static address=192.16
B.1.155 mask=255.0.0.0 gateway=192.168.1.1

‘\Windows\system32>_

19168 0IS S HAMGIRU{AYR Sever IMWIHIHE command prompt {jipM: 4 Remote administration {51
S defauitd SUnSUSIUIRUEARNIERUSMI Configuration tasks ttwagianimes
command prompt FIHHATY
G-AMIRNUEHTUQUAMI Install MSUMNU

iwaniia Server Core NLEﬂfJ Windows Server 2008 A8 Interface ( Graphic Tool) fifd
MiUs Server 191218 HARGRAIMET command prompt BoMSUEMABARIGY 18U
Server HAHHEMY B EOMAMULTORNY 2

9. ANNH Administrator password

V. ARG IP address 1§13] Network card
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. Activate the Server
. UNRINSTURS Server SAMImMUIFIMS Domain
. AnNA Automatic Update

. iff i Remote administration

s b N T m W

. ARNE Windows Firewall

3-

9- ANNK Administrator password

ARMIRI YT administrator password HAHGGG CTRL+ALT+DEL §ﬁi[ﬁ fUITEU WA Change

a Passw;er ?"‘m[fj ucommand prompt §GRI[MY32
Net user Administrator P@ssword

NAIUT P@ssword iF1MY password IR UHAGENS
-Configure F\letwork Interface (MIRANG IP adress 1913] Network card)

Server Core GinnugnAIGuiatiigiand DHCP 1H4jegWAIP addressd 1TEISTh Server
1URIHAND Static IP address HARIR A IP address 1MW Netsh command Tﬁﬁjtﬁmiﬁmﬁ IP
address HA{ATANUEANANSIUAS Network card IR (5 S1S1AY Server 16 A AT WI{T command
Joaimuis: |

Netsh interface ipv4 show interfaces

sty 1Pve 1 HATM SinUicommandil ipv4 1§18h ipveY UUBRcommand {f

nsunmicmisimniyg( ﬁpmsghgumzﬁtme)

[&+.] Administrator: G\Windows\system32\cmd.exe

C:\Users \Administrator>netsh interface ipu4 show interfaces

Local A C
Loopback Ps do—Interface 1
Local A C tion 2

CoN\Users\Administrator>

RuisiaaApuisMNAYW 1n: Idx FURTYNIEIU3] Network interface SYWIIRUHSY T
ﬁﬂﬂﬁ@j Network card IRFUHNSIRUS Idx ﬁj[jﬂﬁ Local Area Connection RIS IP address
192.168.100.75 ifﬂH”LIJ'§ﬁ‘| Subnet mask 255.255.255.0 831 gateway 192.168.100.1 iRty
iifcommand §GRiMY
Netsh interface ipv4 set address name=2 source=static address=192.168.100.75
mask=255.255.255.0 gateway=192.168.100.1

GIM:MIAMNG DNS Server &{NU server IRUNIS IP address 192.168.100.40 1HhUW
iificommand §o2iime

Netsh interface ipv4 add dnsserver name=2 address=192.168.100.40
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M-Activating Your Server

Window Server 2008 iRuAMSEigc Amsanumnfsianwsanu 9¢ igiam:
i HATANES] Window Server 2008 1UAIgAMGEIMNIMISHNS W umatgiHiydgothmid
{M&S Window Software License Management Tool HOMAYIHE simgrvbs iBnaIaisiak
%WINDIR%)\ system32 directory fifuy iiadhiwh Server Core M8 Graphical method lem
IR GIDEITNU activate Server 1STAR Windows Server 2008 1813161t 18 Swhgapibime

$i Command:

Simgr.vbs —ato

Administrator: C\Windows \system32 \cmd.exe

CosUserssAdministrators1lmgyr —ato

C-wUsers~Administrator>

We even receive a confirmation pop-up:

Windows Script Host x|

Activating Windows(TM) Server code name "Longhorn”,
serverEnterpriseCore edition (f00dE 1ce-df2c-47ch-2359-36da52296:58) ...
Product activated successfully,

10 rfiisiglig)a Command Ytwiss(simgr.vbs )G 3HAWARIFITMATARMI activate
$i Windows Server 2008 ﬁi—g LIJIG‘\]ﬁﬁ Windows Server 2008 G/ (Remote f W}ndows Server
2008 Server)IRUMIS[NUY 291NIAN HAGHactivate §i Windows Server 20085 guisuTio
Utopia 130181 administrator password ©1Spassword123 3jinnaan:gomini i1:un [Hind
Command HG1RI{MY:

Simgr.vbs Utopia Administrator password123 -ato

Netsh Up Close and Fersonal

Netsh & Ultimate command-line shell GWHTNUAUIARERANNGSINA Componenets
Network {U&J Windows Server 2008 4 Command AN GIJMSHR Windows version 8 (i@l
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Critical tool 1{F8iJAR Windows Server 2008 WHMUIH{MAIANMI Query SH{AUARA[AY
Network interface ,Wiadows Firewall 8% DHCP server parameter U&ymgﬁhfﬂiﬁ“ﬂnﬂﬁ scope S¥mi
WA IP address m@iﬁﬁjﬁﬂ,ﬂﬁ routing 8% remote access pquIiciesﬂ Server Core Nuifia
I[N UWindows administrator B2 AMSIEEahwaing)uiduanniugk Uiy
m84 191:0th Core network service 16U Server Core MIGRUANMITAU]AR remote 1w
MMC snap-in , key tasksﬁtmwgsmﬁmwﬁt"mwa‘ls Netsh tSTI';fﬁI Mtegegmi  Configure
network interfaces Q’G‘mfﬂiﬁnﬂﬁ static address T DNS server tﬁHjiLﬁLm £
G-ynnup: Server RhARNANNMAINTATULS Domain

igjynnnAnérysinuiR uidmiguisieim$ Domain 11AGIMGHEHT  Windows
Management Interface (WMI)* Big:Micstieut Script SUUAUR (Execute) A{AHD command
WMI command-line "(WMIC) 1829 Command-line tool gtisis:Apimsiauifiaigintnifsae
1847 run WMI command  S{USEN  [aMIgBRN SR A SMOaaRIM 9 2 ninnsEgiys
TN TUR server YU WINSRV1 {ihw command HOQMIMYIS:s | u
wmic ﬁnJ ¢isystem where name="%ﬁﬂJ §iname%" rerlame name="WINSRV1"

Command 1S :UNENAIGRN Return Value=0 IRETUNMBYGN AT AT AR MIUNIAN BT
UinmAkumMAL-2 -
ugmA:
amignng:An éigh sRoinmo gl otiist dsamtdin ffuspdgmnd

UUNgA g;mgg Angdonciity gRmomutieims domain U netdom join
command 356U command 18S: ’I'Gnmmtﬁﬁﬁ 1N 1URJ Domain username 1§ account (1hufe iLU
&) IRURYRIVIY join ANJ§T domain {4 password(IUSATING )T User account
211N: ij’ﬁﬁﬁ Add Server H“w;ﬂ’r‘ﬂé domain YWwiniN:t TESTLAB jix ﬂﬁ[fj' account YuwiuT
2 SysAdmin %118 U2 RINA P@assword HAMNGEINIMIMY command 5 RIMEIS:
Netdom join %ﬁ ) ¢iname% /domain:TESTLAB /userD:SysAdmin/passwordD:P@ssword

{FsundsohnwPassword 106UISHG SEM:ESAYSTMHAMG View console HARMG
quu' /password: P@ssword Nt passwordd: 11 S3IANE prompt password NSEUT M9 HAGT
restart n‘ﬂﬁi Ugwmms join 1§1 domain ;uﬂm“l
& —Configu;e Automatic Update

HARUDY  Microsott  tinkiunoamamSEUTEHnwiyuidgiotizudl  configure
Automatic Updates i'ﬁg@s Windows explorer?ﬁ Internet Explorer tt’jﬁjS%ﬂij SiMi Update 1912
1g9 DiammA! HAEIMI Windows script file 1T scregditwsf TRUMISFaIhGH
%WINDIR%\System32 directory {jig Server corel§ GUI 1912164 [Uaisiims GUI ﬁﬁLmﬁﬁ:Lfﬂ
§3106 control update 154] installNSIN iG] thMiAa Workaround F13HAIS:A Configure
automatic update TBITIMUMINNSHEIM: AN patch-management §Gth Windows Server
Update Service 155l 8 ajIAMNAD patch server guaminnugn§he gy 1842 Automatic
update BiNIMINS HAMG run MY commandygWwis: :

(24
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Cscript Scregedit.wsf /AU 4

iﬁﬁjﬁg Automatic update HAHT run MY command:

Cscript Scregedit.wsf /AU 1

Note: Graphical warning message Nifdia Ui
command TEUij]fﬁt’ﬂHﬁiﬁﬁ command prompt iS¢ t.'itw
%WINDIRY\System32 84 run MY command th Uﬁ[f' Cscript

29110100 cscript.exe scregedit.wsf /AU 4.
9 Enable remote Administration

HARM ORISR Console MSMWY IR iAGERANSIGSSITSUMGSINUY adnns
18: 811U Command-Line Yywak M §i Console Yuwsin e S AUARAGHIIW( Remote )11
ﬁﬂj&?ﬁﬁjﬁiﬂﬁ“j Console U“LUIS:'jJUmStNﬁ(Snap—in)ﬁﬂtLﬁSfﬁmLﬁﬁ [ARIIhUNS System %
Event-Viewer snap-in IREUHSEMAZ]GIUIE event log9 Console 1138 MMC snap-in iU thuan
IS Tools 1RjaIig)amid sinwiguanmMiasERY mid MMC ﬁu’nﬁs‘mnufgmﬁjgﬁmﬁm'ﬁ
A System MMC tﬁm:mﬁmﬁfsiuﬁ S System tool 1S AU GMNHATAUIAN System 1RHjUIRA
A1 AL tool IRUMBHFATMIAUTARIRY] User U Grouplt e SIANS ARRMMC (.msc) file
9139} Custom tool MGIFIANLY e-mail {GRGIMY network folder UFied webd Mywmivida
System Policy henGREI3]591 user, group YA §i4

HAMG{AV{ARMITIGTServer Core ﬁjuﬁ'Jam"mthﬁ fifnj§1 Management MMC snap-in
(Microsoft Management Console) 'L"ﬁ§tﬁﬂ wmiqmnﬁma tuerminal service fil  Remote
administration mode* Hﬁhthﬁ MR UGITMY Terminal Service 18184 remote Administration
mode A{5IMS Disable W Default i’mﬁgﬁmimﬁﬁﬁmﬁajﬁﬁﬁhﬁfuafg‘jm nIUENISHIgUIE
Screge-dit.wsf Script S¥Run i whw -

Secregedit.wsf/ARO

nmifianmeans:Ammiuimdiiuguwiifagg ygynsSwhgaoh  enable
Terminal Service in remote Administration mode 81 918w HAGH Disable 14 G shygnch
[AUARIFIE Windows Server 2008 f Window Version®&5iS1:HAGI N G{RHE M{UsA SN
“Legacy” RY{IMARARMIMUNSATDE Security MSIAZAIAENT Terminal Server in Window
Server 2008 ‘iﬁiﬁf—%&@;ﬂﬁﬁ] Terminal Server f—ﬂﬁ@ﬁis}"l Window Version HA{{I Run My
Command HGRI{MYs

Secregedt.wsf/cs 0

B StyARMNG cs 191 9 Tm AMOMU Terminal Service IRE}IT CredSSP MS AIRNIS:
AN Support EFYW Window Server 2008 §% Window Vista ign 2

Tip : HgRINUTR Y Windows Firewall enable 191160 interface TA{AU profile it §sms
uimisich8h enable Terminal Service in administration mode SENWSSGY MEUIFHT Server
fAlmiid Remote Desktop protocol (RDP) 1§ ARMiiTiA Terminal Service port 1§1i60 Server AN G
t}rg NG Firewall 1R 0UT TCP connection 1¢1 port 3389 MEILY: netsh:

mig
ﬂ

1GIRISHNUEA run  scregedit.wsf
in AR GIAIYI current directory 161
f1

139



Netsh advfirewall firewall add rule name="Ts Admin” protocol=TCP dir=in local port=3389

action=allow
90-M- Configure the Window Firewall

Window Firewall At host-base, bidirectional network traffic filter B1SStwth MMl
RTNUMIMIMIUAS Network [i01§A Hacker, Spyware 88 Virus 21854 Window Firewall is1ah
Windows Server 2008 D885 T1¢1 Window Firewall I8 Windows XP SP2 GYMIS1:1§ fﬁhmsn}g
n: At IEniE SARMIATIARE G Inbound §4 outbound trafficd Window Firewall 18:181A
HIOMIMIUNS Network 15110 (U1 MUY internet Network w1 smifRIgAI§iG Server
1813 Network SNWMI define polices tﬁ‘jhﬂﬁﬂtﬁﬁﬁ 291NN : HAMNGIEMI configure polices
ﬁvﬁ‘f"ﬂﬁs‘g;nﬁﬁj file and print sharing M81§1A% domain network sUTwAMcTehiGasthaiinga
fik public network4 i configure 1§10 Firewall Sudidhimithywsy Netsh 166 Command
Window Firewall gt §isecurity MMC 191 Command Window Server 2008 i AmANIYS
SUHAMG{AU{ARI Server Core installation’s firewall Wi MMC Snap HA{} Enable §RUN
nmiptpkiysifdinsiash{aihty Command

Netsh advfirewall set current settings remotemanagement enable

HAMGGUIFIAR Window Server 2008 ﬁfgtgjﬁiﬁﬁj@mi Install §# add Window Firewall
mMywih Advance Security MMC snap-in Shohuhiglms Server IRUHAGHAY ARy GigiD
fiSth8in Window Server 2008 fﬁﬁuwi’ﬁm'ﬁtrfmmﬁn? Network URTHA BiG:HACING{AT
Configure 11160 Firewall i wi{f Netsh*l
ifgiuinmview [al Profile Firewall SIRHEISIAN system BUHAMG Run MY Command 214
HIEE |

Netsh advfirewall show allprofiles

isialmi output HASHIGM Property §iglisAye
State ti’ifﬁémaﬁﬁiﬁ enable §in: Profile 2QNIANAYHR §
QMY

igiuinmBs y 10n Firewall Run MY Command S1i{ME

Netsh advfirewall set domainprofile state on

fUEIHAT Public S8 Private RGN

giuagnin P H
Profile HAHMNG Run MY Command T

90-¢G- Installing and Configuring Server Roles

HAMGUAY

2530

11 MUY U SARMI install Server Core AYGMMI Install Server 2008 81

90-G&-9- Installing and Configuring the DNS Server Role

DNS ( Domain Name System) Aieyi1ih Internet Services iR umsijudiiasisani§iel
akigsAnng domaind DI TR EWIAN:AN$F Interet Protocol (IP)
address9 MIP{MaS DNS HOMIMN: hostomega. microsoftcom DNS IH{UAU§MID
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Transmission Control Protocol/ Internet Protocol (TCP/IP) SN Gt[fj' N Window Internet Name
Services( WINS )§ #1Dynamic Host Configuration Protocol ( DHCP) WS H Active directory 4 ‘iﬁﬁj
Install DNS Server Role HA{fi Run MY Command JGRIMY:

Start /w ocsetup DNS-Server-Core-Role

haimi m T ¢ 1§aumi Install GighSsuineishil dialog box 1¢ 4 iTHHITheIM!
Install AN GITD siaisiied DNS iatinm:4 HANG Configure DNS Server Wi DNS snap-in
AAnéngam T Ahwst anscma 181566 Command Prompt 9 iRgjuinmsimiAnnsagisl 8k
ﬁﬁH;Sfoﬂi Install/DNS Server IUﬁ}ﬁﬁ HAMGT run MY Command:

Dnscmd /info

ﬁUﬂSﬁtﬁﬁUglfJﬁ Install DNS Server §{ii{ Configure DNS Zone* 210N :

iﬁ%ﬁ add zone as a Primary Zone HAHT run MY Command:

Dnscmd /zoneadd "testlab.local" /Primary /file "testlab.local.dns"

iﬁ%ﬁ Assing IP adress i1tii Command:

Dnscmd /recordadd testlab.local testpc A 192.168.100.71 /f

B UMMM ARHATE U SSHSIUIAS record iAW Command:

Dnscmd /recordadd /?

1T styAGRISUITIMIAT record FIMHAIEH zone DituasHAMGHD Zoneprint switch

291110N:

REjuinmSinn List ST IRUGEARY testiab.local zonelUATHA (AN Command:

Dnscmd /zoneprint testlab.local ‘

136ANUST record HAMG run MY dnscmd MY §H recordadd {HihtiCommand:

Dnscmd /recordadd testlab.local testpc A 192.168.100.71 /f

* NSTRIAYWARARNMIYT DNS server IURIHARR Zone (ighAmGAS AT ilTserverigiy
‘IQjﬁU‘ISﬁﬁ‘fﬁﬁ iﬁﬁsméﬁmtiﬁﬁm server core ﬁﬁ‘mgmgﬂw@wfnhms Service HAHG
uninstall NI WHW Command JEARI[MY:

Start /w ocsetup DNS-Server-Core-Role /uninstall

90-é-1- PESeRISRSMS and Configuring 668 DHCP Server Role

1A 51{{J Dynamic Host Configuration Protocol (DHCP) 15 §finti [ Ak MIfAUTAY Active
Directory §3 1651 domain 1UTt DHCP RS 1§ AR Assign information 19”1‘?;] DHCP Client ithtiy
Rwiutg1islinasiaas DHCP Server GRS IP Address $§13] DHCP ClientiS: DHCP Client 1S IP
Address 1§ B1SStWN Client 918 IP Address iS1:msiaifuinmameagiiamse

DHCP AMURIEANNUNTNUHARANSEH] IP address9 (Ui SiT Network qSi{J DHCP
Server INAHAHNGHI Dynamic IP Address 1§13] network interface card (NICs ) SihHaiR 1S
(BAng1e Gniig)a DHCP (gimstigiuishil DHCP SenenfigidaghddmsyumscinG
fu’LEﬂt';LUﬁg TCP/IP IR fUIBHSHGN: IP address, Subnet mask 8§41 Default gateway 8211{j1 tliGjﬁ
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BG@ Primary §% Secondary Windows Internet Name Services (WINS) Server 83&721SA10un:
DNS domain HATAUTARIUAS Network MW{RIMUANMIAUIANUNS Network SihyguithwSs
SINGUN 1P shwiin 18lin mmssmmgm@{quLUﬁgtﬁnwtﬁnﬁ@ﬁéwfi’qs Server i
id Windows Server 2008 3 eSEIgIIT DHCP MSUMS P IMWAW{UiaYA2) Client I
AORAMU I HANTHUMSAR{UNS Network AUSISI:Y u

miﬁtsthHCP%ﬁgﬁt’hi TCPIP {HiMSUIiadinsmmnwinualinupUERIGuAS
Network §1g009 MiLigRIREIAUAR address IR umSuiRaIgihith wtﬁ‘?ﬁjmﬁi Server iR
BRIGANUISMIAT[AR 1P address MiisSumignndshanmivifa fﬁummsmtri’jwﬁg
Network 1URIHAIR MU 181160 Window Server 2008 ttﬁwmséﬁtjé&wﬁ DHCP D®1SRUgM NG
9 Server IRUNISAIAMS DHCP Server SUEISIDHCP 4 hiNGRARNAS] Client 181160 Network

fu
fu

TURITANAHAY
ysShpAmoifhMyw Window Server Core HAGIMG{RIAMI Install Wi command
BoRImy:

Start /w ocsetup DHCPServerCore

ARMI Install aﬁ§hms option tﬁtﬁ?]configure DHCP 1Uﬁ3§ﬁt"m Uﬁ[fjl netsh gﬁ DHCP MMC
shap-in i Remote Server 1338 DHCP Server Bicnimitsia Active Directory domain h{@iia
HSOMH 3 Active Directory B1ISH2INIMTIR: N1 IP address HAMGRU§1912] DHCP Server
fiidomain £ I{TDHCP MMS snap-in ighAMGiJ netsh BhigiY
29niah:

2UNDN Server Core TURIHATAIN: WINDHCP1 Yt IR(UHS IP address 172.16.0.5 1t
HANSTANUNGHRNIRENIFIAN domain IUATHA &JY log on 1§1MS WINDHCPL 3jMSthANA
BywaH domain Lﬁamimﬁ%é DHCP Servers UIUYHA run AMY command 218 i[Ay:

Netsh dhcp add server WINDHCP1 172.16.0.5
igtG s hynGSoRRNTRI§219) Server 191:{3i run command 1MIME:

Netsh dhcp delete server WINDHCP1 172.16.0.5

1580 SthERIEGD Server Core BSHMTIHTMSHMMAMIRAIS DHCP Service hiNGuninstall

HOR:

Start /w ocsetup DHCPServerCore /uninstall

90-4-0- MISERISRS Configure 658 File Server Role

B Default §$1§1UU File Server AfiMSHIE{ISIAR Window Server 2008 Server Core |G
miguoightiw fmi’iﬁ?smgﬁﬁﬁmﬁmﬁbuf§usu$qm§{ﬁghﬂqwé§319jﬁﬁuﬁmsnwmﬁthU
iSa:

» File Replication

» Distributed File System (DFS)

» Distributed File System Replication
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» Network File System(NFS)
aumitiginuisusian il Aynfiif{meas ocsetup Command BomigiSumiRigih
DNS &} DHCP iniRindsnsigniynmin:ied
MNUARIMYIS: th Command WSS UMIIGHUISYSIaS F1U File Server :

w

L] Installation Command

File Replication start /w ocsetup FRS-Infrastructure

Distribute File System | start /w ocsetup DFSN-Server

Distribute File System | start /w ocsetup DFSR-Infrastructure-ServerEdition

Replication

Network File System start /w ocsetup ServerForNFS-Base
start /w ocsetup ClientForNFS-Base

90-é-&- MISERIe | Configure 6835 Printer Server Role

HAPUEREIE Mty wUgn oy omEMSINaS User BAMAMBIUAS Network gt
HIGHSENAGU2UAIAN print IRUMTMYW Windows Server 2008 $0/JIS1HA[RIUIAR Printer
Server gt {UTWHARHG Printer Server 1RETIGAGIW print 1GUAS Network 4 ARGANGISI§H
(GAmIBigTEn S Printer Server 160 Windows Server 2008 i mﬁs‘@gqjgﬁﬁ{sjh%mﬁmh
#83S print 10{UAS Network 185]R19]4 Print Servers ajuiB{maTST command gHsis: :

Start /w ocsetup Printing-ServerCore-Role

QUNHAGREIGINST Line Printer Daemon (LPD) Services §WE i HATAT run command-
line BoRiimy:
Start /w ocsetup Printing-LPDPrintService

90-G-9- mséssﬁeée Configure 6&365% Streaming Media Services Role

Streaming Media Services Al Service YWRITNTUIRAN Image file IR0 Image file 1913
AN ORISR MI Back up U Restore 1RE]51§]1 ST Streaming Media Services  {fiHS
tnSmutunsonmy:

9-1IMWA (Download) Streaming Media Services installer KB934518 Biatn ¢ NIv ey
Microsoft ‘s supportfﬁ U S mf{ftﬁzﬂ SIAN NI ( http://support.microsoft.com/kb/934518 ) AL
Copy NigithAnk Server Core HA 1STiNUHAITMIBIg]HServer Core
* UGA: ‘
aamhﬁnvjms:amgnﬁma Server UM Server Core BSH1S Browser UAIY:
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W-Bianimi (run) MSI file IRUM S Download §§1:

m-B1§f4 Service §S I run command-line §o21MI{MY:

Start /w ocsetup MediaServer

. gafupimiasEmitighan g situpin smingmai Server T Works-tation
i liﬁ[ﬁ Streaming Media Services MMC snap-in

90-é-0)- MISEFISRES Configure 83688 Active Directory Services Role

MI{AUAN Active Directory A GANTURIBIRUHARIEMY WD Active Directory §G
U5 Account ANjSIYGAIEIFIMS domain SH{AUIARISIMG Object §Gth User group printer file
and resource TRAUEN s181ak Windows 4 181alGanGis: HAS ik w MM &y Command-
line i siv maﬁmiigﬁ{% Active Directory NS AN MU UTNURGERANST  domain
controller Organization Unit ifﬂtﬁH‘] ’

Active Directory Domain Service (AD DS )&Directory Service ) WSk data iRUIUSMY
URUNARAUIANSASIAANSHA Objects IRUGAISHGUAS Network UG Network
Administrator MW ARMIA{RU{ARERIYNIA Objects IR

AU role ﬁfgwjfr‘ﬁﬁ N S§EU sIsiaimitigiiServer CoreR Active Directory 1S &Y
Asnmihiiay hgsy smmmea;mméh ocsétup command &S{NUEISTH Active Directory 91219
inhdsuwnsfhmamindimar depromo.exe 1911¢) igm:hmMitigjiServer Core i1 AQMNS
GUI display 1$121¢ 9 §15:18UUd 2itTui§ji§t Active Directory 1§1ME unattended setup

dcpromo /unattend:c:\unattend.txt

INWUEHT ci\unattend.txt A UGRTS file depromo.exe NMNGHISEMN gt Filis:
smsmnaaanmi:ie  UigHiiudnsindudinl Format file  unattend.itxt &N
dcpromo.exe‘ HNMECIYC ? depromo.exe MSUIAA(built )iS1A% Window Sever 2008 Asgafi
MSUIRA( built )iS1Ak Window Sever 2003 Lmé‘t’ﬁﬁméﬁté:support §i Feat (ugaN:fteusuth
i5sv oIS :aﬁmmiﬁ unattend.txt file 71l Windows Sever 2003 §65 Windows Sever 20084 ( /5
ARJUMANSII[MY unattend. txt file ) unattend.ixt file support §i option 15 Stig oIk UM Sl
is1 2@101af file AvumMN g gARImARGNasGIM: option S SIFRUHARIMNY 181akU
mnisanuINIUaS AU join MitigjiServer Core 1UATEIFIMS Windows Server 2008
Domain iRt SLﬁﬂt"J'mi‘_‘ﬂ:“’m: testlab.local |

144



B unattend - Notepad o

Fle Edt Format View Help

[DCInstall]

Passwor d=P@&sswor

98 HIsIAk Version(Aian

Username=Administrator

uUserpomain=testlab. local
DatabasePath=C:\windows\NTDS
LogPath=C :\windows\Sysvol
Criticalreplicationonly=ves
ReplicaorNewDomain=Replica
ReplicabDomainDNSName=testlab. local

1}

)

Pt

Windows Server (R) 2008 Enterprise
Evaluation copy. Build 6001

H{ug )is Graphical IUAT dcpormo  MEItY: MILig{unttended

isiahmnhishhidpamuis: gAMoPhak unttended.txt file {MUITMI configure

domain controller9

AdministratorPassword <password> NLHII'J fyuDC NEUANNG default administrator
pass word 4 iGEsmsAnnaincis hSd
Password $1%19
AllowDomainControllerRel | Yes | No | ifvis  DC H”wtgjﬁfﬁ Ut sxm_g:gmtﬁw fh
nstall NoAndNo PUARIGRIETMUST D8k overwrite 160 DS data
PromptEither | &[0 DC IRUHIS{RNT
ApplicationPartitionsToRe | <partitions> | &I{NUARNG application partition 15 fU{R
pLicate Replicated 4 1GAANAT * Tt 191:(A0
partitions $1iHESH{RT replicated 4
AutoConfigDNS Yes | No If yes, configures DNS for a new
domain if DNS dynamic update
protocol is not enabled.
ChildName <child_domain | The portion of the domain name that refers to the
_hame> child domain. Applies only when installing a child
domain.
ConfirmGC Yes | No RINUALNAGAAIAN I 2FRAE DC 18280 global

catalog 9 default A YES.
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CriticalReplicationOnly

Yes | No

10 yes AMNEMIOIUIRYIS replication Gim:
s sinugimntgitiime Gimsiga
RSHGM  application iRl
replication 18110 fuiMmuw INWaNia replication
NSIwInUW MuJ Opton 1S:MSI™ AD
installation@ Uit a3 fiien s 1 depromo SS{aiMIY
GIEUIU replication MY UINSIG

A

partitions

Database Path <path_to_data | §HRU[NUIANGA domain database %SYSTEM

base_file> ROOT% \NTDS.

DemoteFSMO Yes | No isinuAnnah yes hudi 3o §is ncin:d
D Flexible Single Master Opera tions role §i fUA
msmdmhisiid bc.

DisableCancelForDnsInst | Yes | No UINM RS Cancel button [HiNsTeanAgh

all innsismifiglh DNS 9 swania Server Core
UM GUI 1:1¢ DNSUMMEh prompts
BsateniRunSMa2AGoug ciric ilgfmnn
MUNCIER |

DNSDelegation Yes | No BN AR DNS delegation TN domain [
msmﬁﬁqﬁ parent zone

DNSDelegationUserName | <username> Ath username iR Ui St[fj' 3u=) vy Iﬁ 3
DNS delegation.

DNSDelegationPassword | <password> vemARRRHIANNE DNS

Server addresses T AJWUIA

DomainNetBiosName

<domain_netbi

AANAIIN:IURS NETBIOS Gign: domain< (i

0s_name> Option tS:ﬁJ[}:ﬂiI Domain ﬁ
DomainLevel 01213 AthABals  Domain  1shiniRURUANG
Domain ﬁ
ForestLevel 01213 AmAgais  Forest  islinpuiduusisan
Domain ﬁ@ﬁ forest Gyt
IgnorelsLastDNSServerFo | Yes | No vnA RS mimAuswas fugishinuhib
rZone DNS Server GRi{M t.Ufu'LEﬂii AD Integrated zones
ywyi situhihgnuin:
IgnorelsLastDcInDomain | Yes | No UQ‘ZJ dcpromo Ifﬂmfj’]hff:'f{jﬁ IsLastDCInDomain
Mismatch in:Othhmndmth be is:Ssiusth be ghigmw

il Domain
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IsLastDCInDomain

Yes | No

ishnuhiagndd pe 1s: ugmAR At be
GRIYMUWAR Domain

LogPath <path_to_logfil | AMFMRUNUIANGA domain log files
e> Defaults to %SYSTEM ROOT %\NTDS.

NewDomain Tree | Child | | 13hEh Domain GYW{RIVENAR{IASIU A
<Forest>

OnDemandAllowed

<Ssecurity_grou

p> | None

Name of the Branch Replicated
security group that contains the
ﬁmj§i and user accounts to be replicated to a

read-only DC.

OnDemandDenied

<security_grou

p> | None

Name of the Branch Non rep -licated security
group. Contains the list of ﬁﬂj§i and user
accounts that are not

to be replicated to a read-only DC.

ParentDomainDNSName

<dns_name_of

When installing a child domain,

_domain> specifies the DNS name of its parent.
Password <password> The password of the username used for
promoting this server.
RebootOnCompletion Yes | No Restart upon completion regard less of success.
RebootOnSuccess Yes | No Restart upon successful comple tion.
RemoveApplicationPartitiO | Yes | No Specifies whether to remove the

ns

application partitions. Applicable only when

demoting a DC.

ReplicaDomainDNSName

<dns_name_of

DNS domain name of the domain to replicate from.

__domain>
ReplicaOrNewDomain <Replica> | | Specifies whether this is the first DC in a new
ReadOnlyRepli | domain or a replica directory service DC.
ca
| Domain

ReplicationSourceDC

<dns_name_of
_DC>

The DNS name of the DC to replicate from.

ReplicationSourcePath

<replication_so

Specifies the location of the source files when

urce_path> creating a new DC using the Installation from
Media option.
SafeModeAdminPassword | <password> The password used to start the
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ﬁﬂﬁi in safe mode and directory service restore
mode. The default is blank for hew domains, so
you should set this password when creating a

new domain.

SiteName <site_name> Name of the existing site to place this hew DC. The

default is Default-First- Site-Name.

SysKey <hone> | | Specifies whether the user needs to supply a
system key system key.

SysVolPath <path_to_data | Path to SYSVOL database. The default is
base_file> %SYSTEM ROOT% \ sysvol.

UserDomain <domain_nam | Domain name for the username used to promote
e> this DC.

UserName <username> Username used for promoting this DC.

90-é-6- 25Se85e Optional Features

ishinnuitugafiigia Server Core 1UTWIFMI configure GIM: roles FIMISIOUARARH

(o

Brgfauigusivaenn:fivaygwigsiglanhitir - amuis:Athugean:fivaitiums
i UMt SakmidigiiaServer Core 18122
V¥ Backup

Bitlocker Drive Encryption

Microsoft Failover Clustering ( not available in Windows Server Standard Edition)
Multipath IO

Network Load Balancing

Removable Storage Management

Simple Network Management Protocol (SNMP)

Subsystem for UNIX-based applications

Telnet Client

A Windows Internet Name Service (WINS)
vegnfiz Simsugean:fiivFRis:ATSMSUAWARATMIS: FRHAM SIS IanSthmnk
TN UIB{M eI §i Command-line '
Gam:Gimsuaenn:AuywESS(IMISIAGIMIEIMY  Hardware UG  Bitlocker

Drive Encryption, Microsoft Failover Clustering, Multipath 10, Network Load Balancing SH

Removable

Storage  Managementd  {AUNAAN:AiiRumstigiuAngiad  ocsetup

148




command SIMHAY @NRARIMEISTMNEIS  Command-lineld auipimind g iRigiais

UAAN:A R FRIS:

Backup

start /w ocsetup WindowsServerBackup

Bitlocker Drive Encryption

start /w ocsetup BitLocker

Microsoft Failover Clustering

start /w ocsetup FailoverCluster-Core

Multipath 10

start /w ocsetup MultipathIo

Network Load Balancing

start /w ocsetup NetworkLoadBalancing
HeadlessServer

Removable Storage Management

start /w ocsetup Microsoft-Windows-

RemovableStorageManagementCore

Simple Network Management Protocol

start /w ocsetup SNMP-SC

Subsystem for UNIX-based applications

start /w ocsetup SUACore

Telnet Client

start /w ocsetup TelnetClient

Windows Internet Name Service

start /w ocsetup WINS-SC
50M:5im: command §141S:ANSUAMN:FWHEATN (Install § Uninstall) 18SWwh gwGss
1Bt G Installisns Uninstall iR {mSiavigumaj a/uninstall st 1gh 4

90-¢-8- FI|EBIES Server Core

User interface 1U&J Sever Core M1SIRSAMNG HIG:NSMINMARNMITAUAN Sever Core A
Instance Local {j Event Remote il Terminal Services 4 §GiR s whmiHim ﬁ'ijg'fﬁ
i1 command-line FRHAATYRMITEU{AER remote I WI{T MMC snap-in @l Local-workstation
gﬁ Windows Server ﬁf?tﬂﬁmej'ﬁfmhfmask Manager actual graphical app‘JIication Server Core
Notepad Edit text file ﬁﬁhtﬂﬁaﬁﬁwﬁhwmdows Installer (MSI)-based package iRi (ig GUI
(Graphic User Interface ) Ssmsuipmiisie gig:gaghimugnagivgan:fiwaiglay
Parameter iR (UENA{EIMIARMIRIGTRICUMMATNATAN [SAMIF ATUT /gb

2911100: | )

HAYS toolkits fU{HU Windows Server 2008 6§ ST package 1814 MSI IR fUTUTIth mgmtpack
£Ji@k Drive C: 1912 run command §G1Ri|My: |

‘ Msiexec /I c:\mgmtpack.msi /gb
> iiigjifnast Control Panel Arisiak Server Core IfNMUMAIUIAUSINURANS MR
International Applets* @ﬁﬁuémmtfnﬂf’,‘gn’jqjsiﬁsjmmu?tgg témutm:mi run command G
AL LR '
Control timedate.cpl
> RERRUSIEAOIW International Applets AR :nSUTwEL) AUS MIGE MaNY 19
{51 run command {GI{MY: '

)
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Control intl.cpl
> HOAUERANMITIEY Server Core IMWMNHT{MATST Windows Remote Shell
ﬁ']ﬁ[ﬁ[@ﬁi Winc‘jows Remote Shell & run i1 command prompt remotely i mLUUTI“r'TLUfmm
1918% UNIX 4 Linux Systemq hES{iMs Enable 1MW default 191318 Big:RUNSRYRANG
Enable G1M: Windows Remote Shell 1S19 Server I{ﬁ command :
WinRM quickconfig ‘
> HAMOMUIWIS remote shell Rnj§1ET¢ M1 run Winrs command
2eNIAN u
BEIMUIeIMS Server Core instance YURRMUMSIN: WINSRV-CORE ititwsiGnst
command prompt 181:{§{ run command HBORI{MY:
Winrs -r\WINSRVCORE cmd
> Winrs & support mUtsssimmmnm WO username §4 password tsﬂmmfﬁmtﬁmm
@ﬁiﬂfﬂs remote server ttﬂtiﬁntLU environment variable 10U Ushell start tool 185818
(i § 1563 SMEAGH run command-line-based tool remotely M tESHISMI log in ﬁ’ﬂE{SIEHj
TLf'iLmﬁ'J Terminal Services
ignygwisgmRumsmamagh Server Core I1:AMIAUHRIM hardware 15/SH
HAMU Plug 8% Play device 1§1M 8 Server Core 191 Driver N8} load iwaiwiuts  Iate
insamArhwhdstesmwiy i gihanas device 11:81{HIMI load §i driver UtG:] HARI
OAIGMSGNAIN 3
ENBUREATAT Copy driver files §13iS: tﬂmﬁﬁﬁ Serverd USUBAHAMG load driver 1t
’rﬂﬁLU INF File iRQUMSHA rmmp driver drvioad command 29uAN
HAMS Copy driver 1§1M§ CATEMPANEWDRIVERS Ut INF file &J{10 driver 1Tt
oemsetup.inf 112 {fi{ run command K G2 RIMY:
C: >cd temp\newdrivers
Drvioad oemsetup.inf
> ingfiaghin query)si driver IBUMSEIgihgininzisia Server gafaiid SC command ( *
BS{iivs space 181GIQ1sMREILN = SRMA] driver 191219 )
Sc query type= driver
> SC command ARIFA history iU Windows Resource Kit jigh Build-in command
iwEsiiviamoiiahmitayhin device driver UigM:ig TEhiN Service {hikiICommand YU
issAmoifakmi Startup 18 device TUTH services ywissiRuUms disable WRW{UIHL
event device IRNUMSNUITTIWEAGIAMS service Big1g)ad 1Hei3anas SC command ik
182181251 run command G RIMY:
SC/?
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SHER99

FNR§{83857852645 Active Directory

99-9- iSsfirnintemiSsELie ACTIVE DIRECTORY

ishonitns Moosot  Sups ssTudiismiguisims FRpdsanmasiiaRnid njéi
FURAN: Backend TSIANMARAM (UGEUTRIOEE0s TS[RUU] SIS {RIMRITS RUYUARUMIRNG A
HISHUF AN AAM meLmﬁaﬁtLﬁLmﬁ'Jmmﬁmgns UNAESSRANIST  account  information FUTEID
Windows NT u

M aTESMOMWR UTU AU ARS ks Mg RaSoNA AT U AInumnsAS aluy
1S SUAWIndows NT domain model TR0UEh  NetBos drvenii 310 18 Sansgd mymivii centraized
authentication stored §ig1: ASAMEUAAIS SMSTATGMSIRGARIITS: Uity AtamSE it Windows NT
model 191G Mg sy g st Lnﬁnmntﬁnwnﬁmmwmmusmmﬁamﬁﬁmswnh
Siafind modiighmssiagiamsmauaiusmsis Ay unaisay Al SMOMCUATUSMSIUAS
NT dormain IR FURAUG RUTSMIUATUSTUS U UIUa RN SAY s 215 4

fi% Windows NT domain gt miff{mearyastsymiimes ShAns S sipimsimne Agh tHey
msmgnh:ﬁuﬁmgwﬁisng@h@ S?ﬁmmﬁ‘jﬁiﬁﬁjfﬁhfﬁﬁmﬁﬁifnﬁL‘fﬁﬁumij?jﬁiﬁtmﬁﬁmmmmﬁsmi
é’sLﬁﬁlﬁﬁﬁigtsjﬁmsmﬁnmﬁﬁmmﬁsmmﬁa NT uphriih g SRUsS doman 1SS Mg ayA
LnUthmtmn (61 Users, goups nmmﬁﬁﬁmmmﬁﬁm (eU] s gmiS snsmimAgmIMS MU
A Sui[p sans NT 1US Q) ATAY ShAid a[y ) S tlthu smmnmﬁmmtm Domain ILU SINWaN

o UﬁmtmmﬁﬁMSiumﬁntLUmemsm) tUtm:UanﬁBLUhtLUS metgos
ﬁgﬂf{jﬁm WindowsNT A Entasit 1 i@ 2191 3 Windows 2000 § 4 Actve Directory {81 0])s
sitsaoul 3i8iginAigs '

1ShantRULAUIA R Mcosot MSEHNTIFHTMmITMIMAING  Windows 2000 (ATAMSE Mt
NT domain model &8 SHIGE wiInmagimufigimUueh Enterprice Diectory Senice 16t HiRnus kifa
igihimiHginSisminAig)S Acive Direcory SRR QNG SIS S BIZNWIRIUSER NT domain model 1 NS
R AMANGIERMS, AWy LEAUEANDRSTEEUHAROER mAd sienmidh tRes
mninwsy Ul magi{maseh ik NT domein conoept Actve Direciory MSHATZ 18 S1g 1y 2 Z”WSInLUmﬁ“I e
amasmnsoUatusmsI M ssimnmog Adamshnsifa) Adve Drecory i et nyitan
ATNUHATT{MAT Acive Directory A[§513] Windows Administator 1§ aoyisiipuitden:migsndy
¢n MAR QAR FIUATGIS o mhis.,migjnmsmmuunaaﬁﬁth dorrain nymIRpuiRuGhE

b atRIgimaS e domain aganiztoralunt (OLs )1

gaw
AR

-403
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AuisHEMITWESSWnB N tmivaioaR vunakuRduilajimsmn vy
ifimuio g sisMIpUERIUAEARKIRSANNAIUA Admin DSUNRmAWMAY miviguak
AR IS(AYIS ANHAM SR UIHARUAR M SUNR GRS ﬁutgzﬁsfasgﬁmﬁ@mgfmﬁﬁ
B domain administrator i"’mmgtﬁmiLﬁﬁLﬁﬁI@:ﬁrﬁQLHf&tﬁjh‘ﬁS directory MSIGjWY
2qinniiamn G 3jualaisiga smsasmgqmtm}ﬁwéﬁnﬂ§ﬁﬁmsmf{jgﬁmﬁmf{m Big:
AIAMND Update SUHIAIUIN T syaifimagommawnsiaddnshngsihwitihdsms
g nAARRM tntLunnmswfifaﬁ'gh Window Group MemberfUUtgztgjwﬂ

Active D‘irectoryﬁfn Domain Nam‘e System (DNS), service RANKJESHTI NT domain
model I1:1§IRUMAIGST NetBIOS drivend NISIS[AUISITNUESIUAT DNS [HINSHORNW
ix LUtLULtﬂfU TCP/IPLﬂpnmary network protocol tmnﬁ’ﬁiLnULnﬁmiLﬁsm sm Active Directory
‘WUJMNtLHﬁiu mUwNLmU”WILnUthtﬂIm name resoluton SH service locationd  Active
Directory HSi—ﬂUiﬁﬁmS‘Ig‘jiﬁtmw@SU‘SmﬁUﬁJ DNS service M8i¢ 191:0t Microsoft S S
Rrussan S admind{maT DNS service i5R5gShENUAINWY AHABSHMTNMNWARUUILNES
AmiyRimis dfgnn:ﬁmmmf{j DNS service 10 Microsoft MSFURMSIS HAMTIHTID S
BB auiihig) st um SEUMIAIERN SRV records (1R:SthuninmAihwidihdsmosgm
WAKUUINRS SIUFAN: FIM{fURIR Microsofts DNS Service MSHMIZJIFIW )Y MYW Active
Directory Hﬁﬁﬁsmimsﬁmﬁsiﬁ?@ﬁhmmﬁﬁésméshsﬁﬁﬁmﬁ domain §h domain 1912314
HARIETMST domain trees FIRYUIUIL domain SﬁLnfmSIHUmﬂjﬁtuHJU NS forestsq N
msm.wmmmsﬂmmmnummsmngshmmfmumﬁmmmsmgm mohwigAimgo
mihRiggmengay ?ﬁsjhtnm{smiqmgﬁhm:sgmmsaﬁ?mﬂ

ﬁ‘ihﬁmsmwm‘ms: Active Directory MS§guUSimigayitnafinaihmiasifsh
sonmagriimasdion: Microsoft IRUgg mmsﬁmmﬁﬁéaﬁiLﬁLmuf{j Active Directory 8#ieuSi
nisfanfiad haeuind Windows Server 2003 Msuigysigeinigamidsitumsan:
RINSNU Windows 2000 Active Director iiaufiis:ig)anainmsuigusiyemiuay
LﬁJUﬁILmﬁmigﬁn@:ﬁij domain controllers QﬁtﬁmSUf§UmitL§ backup media, rename §i
domainsgﬁﬁqr{iéhmﬁvg w$i network traffic W [MSTRIGMIMAIYIMI replicate 1F110{RY
gipms i’nmh:mfifgﬁmm“jmﬁsﬁhqmzjmmﬁﬁmasﬁﬁmhfﬁmgﬁtiﬁmﬁjmmﬁmmigaéh
NUIGMAMNAM S Windows Server 2008 nsifimwywiimsig)andhiadanpuigusion
an:ginnmiuahgiandgas:goiduidhasndwng)uiin windows Server 2008 §iat
qmgymghmftijtjé}ﬁfmu?m

3
[Ca]]

2%

99-1- ACTIVE DIRECTORY PRIMER

RegiisnfhShSan U ISUIAIUe Active Directory ItHRGRHANRHMGAMUS
nu§ouso RjOansiAtag: it Aksumms Sanislil AR uagHE Windows
Server 2008 2jMSIAGN TG Active Directory iRAIS:MSIFWIFISRAISIRIMY:

e Whatis Active Directory ?
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16110 Windows Server 2008 UigHAMTHSIRAIS ISHINUITMWH tﬁ

How isActive Directory organized ?

What role does Active Directory play in all this ?

Whatare Domain function levels ?

iOidhmsiy SiutHUﬁSﬁjsthmISo ttﬂtﬁttﬁhf—ﬂuimh Ats Wi ﬁ“ﬁmin\ﬂUS

wigns
YNGR MU [ wugm

RNUMIATIARIN Active directory SITU{pHahwAIHHs

-‘WiUiﬁﬁDomain (Tree, forest, Trust)
-MIVIAA0U Object

-MIVIRAMIJoin domain
-MIvIRAGroup §hUser
-MILIFIHDNS ifiy

99-1-9- §RIRB&S Active Directory

if{mas§t  Container(Folder iR uanma i Ashnmywijusfamsmus(phm
Tree tﬁHjUtﬁn Tree NLH]U Object

ROUSIMONURgUGim: Administrator MINTMIATIARIG Object DiisayanlASa
g |
Object SIMHAIHINSAANA Attribute AIfNTANLN IR Object

IR1AIGIURT Administrator 8% Task GienzUser g1A 9§ 4Group sEEi{i{m & Resource

90-1-10- szse;szs::ﬁsas&ssssa{s Active Directory

- f"gﬂ'igf Open Application programming interface ( OAPI)
- Domain ti{F SUIRAMSthDomain Tree

- Root Domain MW Parent IURIChild Domain

MSAdd Internet 83iIntranet Environment

Active Directory MSH{H{MaUSH Object HMN2] Network Resource §Gt:Domain, forest , OU ,

v

User, Group, ﬁjﬂjf}’i, Device, share folder ,printer ,site ,subnet

Objects Active Directory
@ Computers
Attribuws .......... @ Comp1
Computer name
Description
@ = Attribute
Attributes I l value
First name
Last name =
Users Logon name

Active Directory mimsnjumamsmﬁgwtihhﬁ Physical Structure 8% Logical Structure

> Logical Structure
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Logical Structure Anng Object in ﬂjf}j 'Qﬁ] Active Directory iR U node mmsﬂtm Tree W
A Logical Structure mSUgﬂ @ﬁﬁ Domain, Organization Units (OU ), Domain tree S4 Domain
Forest
> Domain Tree
Tree thunNisDomain YwhidsiRuiAnigil Roe IngwwsSwhivAaow nn:
Namespace ffﬁﬁww‘tt’nwmsmiqmﬁﬁ Parent domain (Root Doman) §% Child domain (Sub

domain , Secondary domain or Nested domain )

Pas
/ . Testlab.local
S/ AN
L N

AN
"// \\ Engineering Testlab. local

/ \\

-

N
Yo \\\N\",[ingjn{crlng,Tfs:[I:i‘h,]nc:ll
Figure 4-1. A domain tree

JUMAN 4-1 UM ST Domain Tree Yt

Testlab.local &iRoot Domain  IUIWGHNS Engineering.Testlab.local 84 N,

Engineering.Testlab.local &th Child Domain®

= Domain Forest

ForestAMIMUIAY Domain tree ZjMywMaUAvIFRidnsSwhicAnwiins
Directory Information 61 sttN AT Domain FIRHATEIRAN Forest GAJHT Common Schema &1

Global Catalogl Domain IRRJEFARHK Forest hESfkigAIlIAIE]Ww

//\ . ///\\
e "N Testlab.local rd S\ UAT.local
V4 \\\ yd N
/ S
\‘-._\ /z\\ \ ) e
(e TN
// N Engi ng. Testlab.local 4 M Testing UAT. local
/ B / N
£ N P N
\ R
NN
e N NY.Engincering Testlab.local
e .
N
Figure 4-2. An Active Directory forest

[UMNG-VUIN WY SDomain §§SHi

Testlab.local §%1 UAT.local IR fUa3aiSIal Domain g6mMItiWw Domain $18 Child Domain
A A A GioATIW Resource thywmislimisiun
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B Trusts
Trust AMIMUENAESHING Domain IR0 link GUMENGH Tree i Tf siflgjuiiam
Forest Yti54 {ftWDefault iS1A% Domain Tree hENS§ 1A SRINK Domain FIRHEAI AJWILIRINN
iR U1 SChild Domain (I SUIRATAILID two way transitive trust IR Ut ¢ 17 ¢ slmu s fis
NSUANN:FH

2-way trust

2-way trust

Domain A

.

Domain B

Domain C

]

Domain A has a 2-way trust with Domain C

Figure 4-3. A two-way transitive trust

jumné-m uinmA$AgsUATRUMSURNN:FUMYW Domain A §4 Domain C

IHMSUIRASIAGSHMY Domain §4 Domain aRimMTANkIEE]3jUser TBISIAk
Domain FIRHATHGHT{MAISE Resource AMIFITgnIFIuAY | |
> Organization Units (OU)
- QUATN Container YWIR RN SHTM U NUMIBTASINGQ Object $18 §nUwisiak AD
igimigago s sEdfRugimanwiangg Administratorﬁthﬁt}Lﬁﬁuﬁ Object FH#i91:Y
-0U M E ATFIIN W User Account, Group, nﬂj?i Printers S¥0OU tuﬂﬁﬁfﬁtfjmm Domain

- OU MSiAgWARN IR Domain Controller 1UAT OU {iMSUtlamatwiuinihty
1Shn IR UAD AITINT Domain Y WEIMSUIRATETM

- WofI FRunuAnng 3] oulh Object fik Containers

- MWERYNALNRIMUMIAN U Application

/ N
\\
/ ‘\\
!/ DC — Testlab, DC — local \\
/ N
/’ OU = Sales AN
/ Ou =IT \
// O = HR \\\\
rd OU — Finance \\
// OU = Engincering \
S OU — Us \\
/, OU — Worksiations ™
/ TESTLAB LOCAL Domain \‘
Figure 4-4. A domain split up into OUs

JURMNG-G UMD Domain Testlab.local {7t SiGADomain YWigiMi[isiAgcm
Sales,IT,HR,Finance, S 8 Engineering 15 Uig] ARISIIS User S4 Workstation
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0is. tmLULG‘I ﬁJ’ﬁJL&ﬂU Group Policy Sh Delegate Security Group Policy O SANN

MHUJTLUU]Sin Application §Uis. Umm 9 TR Delegate Security waSi’”mU IBAES
AMyWHEEAGMINSEEM Mgyl Password ity

> Physical Structure

Physical Structure 518 SWNNM AD (HINSIANGAHN Domain Controller§ Yt IiR (Ui 838
1S Binary file §MH 3] Database YW iU1W Physical Structure MSUINEA Sites, Subnet
Sites:[i N S§F{M AR TNUR §jiDirectory Access SHMNIFWATUY
Subnet:{ABIS {1 N §Network Group MYWEHIHAN: (16U IP address §iNetwork Mask

= Active Directory Sites

ishinuiRuifansaipiifios AD ibhpiadanisssidugimiiionutsis
38 Domain controller S &MU aIU Server S1GSsismiiunion ou IBNHIUIRGRY

= Application Data Partitions
Active Directory processes I W{UIaMEUIgMNisMIogh§ s SWMNANN: Enterprise logical
1 ffumnouilagt application data nignJisinkActive Directory 1uaTGaifidjinngngidssw
fUE Uapplication TUasitdH IS:mLﬁwtﬂtEﬁﬁ‘ﬁUtﬁﬁ§haﬁi[fj'LU1ﬁ'J' appli-cation IR UIGMITAN
data 41 Active Directory SARARHSM AR UMUEAMYWEIERMNIRUDMIFWAU

Site 1 - New York Site 2 - Los Angeles

i = EE—=]
— E—
— —
%% Inter-Site %%
ES w | [F B8
=] §= éé ===
— — E—

—

E= Bridgehead Bridgehead E=
—= Server Server —=

Figure 4-5. A simple multisite domain

> Flexible Single Master Operation Rules (FSMO)

Server YW IIRUISISIAN Active Directory domain HIGEN Domain Controller T member

server

- Domain Controller & Domain gtisiE uih AD iitwiAngAgifamsismi Copy 1UAT AD 55
imife account hEMIGMI Update MU NUIWS GG UEIGIMS Authentication (it
MfiUser {3 Password ) 16AT User S1A0j§1 9 Th Member Server IMAGAIIYAY Domain
Wiwmoifne dgast Serice GG SSHGN File Server Mifle |

&> FSMO role
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- Schema Master:piqsifiimasntigiipgniupophditunsaoums AD  iw
Domain controller uqﬁnm Schema Master u
- Domain Naming Master:{itn S§{J{ &5{AT{ARIT Domain IRAMS Create, Add, Delete
15N fiForest YU
- Relative ID (RID) Master:[gimSHP{MUMSIN{AFY Security principles IRU{RIMSID
[MEIHNWAD Tag
- Primary Domain controller (PDC) Emulator: {5t Sif{m aT1E 415 3] Time 181714 Domain
BomIR N U{AU]ARIG Account logon 8% password synchronization |
- Infrastructure Master: {5t {3 {m AR Gi{AGARIT Group Member4 {UTM 15 Object
(AR Domain 15 IR0 SUpdate™
B> mﬁ[ﬁLm ‘ﬁ'IActive Directory and DNS
1184 AD ${{m &Y DNS 18 uth g Ent Internet Service 1Eg{ANNER Domain Controller {1
FHANNEE FSMO role {Oth Global Catalog server $PDC emulatort DNS Athifian{egismiun
‘T,LUﬁ Domain name 1§ IP address §# {1 IP address M § Domain ?E[]“] DNS mGtLﬁLmﬁj Domain
name GWIRUESA MM A IP address 1S1GAD (N8 FMEwWMINT Dynamic Update 1815]
AN SHUATHANGG: U ST IP address IMWATWIUIRMYW DNS Server iwisoimomaiok
i Administrator
> AEagFis Domain and Forest
AD 1S134Window Sever 2008 HGEINNIMIANA] ﬁgwghmma Domain Functional
e ttﬁwmg‘m:ﬁtmmﬁhﬁﬁ}ts:mmﬁmﬁs% %q U] AD uigy
- Domain Levels
- Window 2000 mixed
- Window 2000 Native
- Window Server 2003 Interim
- Window Server 2003
- Window Server 2008
- Forest Levels
- Window 2000
- Window Server 2003
- Window Server 2003 Interim
- Window Server 2008
= Install Option for Active Directory Domain Server
1SN fUTRAU Install AD 181160 Window server 2008 ttﬁﬁi—ﬂut[y cUTTEU Option Uwﬁgsfﬁm
MWl AEIMIUAIUAS network §oRijmys
> New window server 2008 domain in a new window server 2008 forest (1M1 Install §i Domain
controller ﬁﬁqﬁiﬁUﬁ a31S1sGWindow server 2008)

e
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» New window server 2008 domain in an existing window server 2000/2003 forest
> (M1 Install§i domain controller ﬁtgtiﬁ&?jﬁtﬁﬂ Upgrade £ window server 2000 /2003 forest
RN SITINIEG)
> New window server 2008 domain controller in an existing windows 2000/2003 domain ( 1M1
Install§i Child domain 1 (Ut SParent domain JGENI{AUT §E1UW Upgrade §i window server 2000
/2003 forest)
>» New window server 2008 domain controller in an existing window 2000/ 20003 /20008 domain
form restored backup media (M1 Install Additional domain controller U“wtgjﬁﬁijﬁmiiﬁ
Backup 1gImS Primary domain controller)
= Active Directory Requirements
i oimi Install AD s thilghiBhigipafilaglagimismi Install ADY AD i
Service YWIRUAINSTRARAUMIAUARIGUAS Network Bigsitiwiuasiidsmsting
muagimnS :ihEsMG Install Active Directory Service 182N SIg]W
BOYSINUIGMI Install Windows Server 2008 Active Directory iti#{giminigeangoms
> [piImIiaiSServer ANUEITNIMIEYW Windows Server 2008 operating System
> (HIMSINTCP/IP 8% DNS Server address (i8S configure jonasY sGissehiddniyhis
domain controller §% DNS Server MitigiisitidhimiShmsSidnimuwawiutad
Update primary DNS 1§1M§ DNS iUt
= Run Command Adprep /Forestprep {U[jﬂfjmi Update (LUETISIG'GWS Add Server tS:Iﬂ@ﬁ
Window 2000 A Windows Server 2008 forest iti#{aiiaiimi Update schema midn
Byl
= Run Command Adprep /Domainprep /Gpprep NLEﬂt'J'mI Update (LUfGSﬁaj'mS Add Server
18:1¢1A% Window 2000 A Window Server 2003 Domain )
= Run Cc‘)mmand Adprep /Rodcprep NLmﬁmiﬁtgjﬁForest (LUﬁ?Sﬁaj'Install read only
domain controller(RODC) )
B {{iM1 Install DNS(LUfTJSIﬁ?ISG‘lémS Install 11:HT Install YW Active Directory )
> {AfAYS Partition 0 [UIAG NTFS M{UMITANGAISIAR Sysvol folder 4
By Gim:mi Install AD domain service JYUHIA Install DNS Mysasifiy] Dns §4
AD [AiMS configured tn}auiy]q IIWHIMQN NS IP address IRUNSAMNGTZ]U[NU Server
£ Static! DNS &% AD domain controller {§iia81S§1 Static address IRE{MD client NGAANE
i Server i LUtﬁji’n’r'i“l
Install DNS Giigim§ TCP/IPv4 — GG Properes— AMNA IP  address
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i Internet Protocol Version 4 {TCP/IPv4) Properties MI

General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

7 Obtain an IF address automatically
(=) Use the following IF address:

IP address: | 192188 1 .1 ]

Subnet mask: |255 . 255 . 255 . 0O

Default gateway:

() Obtain DMS server address automatically
-

Use the following DMS server addresses:

Preferred DMNS server: I 192 . 168 . 1 . 1 I

Alternate DMS server:

1 validate settings upon exit

L Ok 4 [ Cancel ]

1. G0 Start —» GGAdministrative tools = GG Server Manager

2. G0 Roles

3. G0 Add Roles

Server Manager !El
Flle  Action View Help
& = | 7]

% st covososey [
= i - )
[ g5 Features {

* Diagnostics - View the health of the roles installed on your server and add or remove roles and features.
jﬁ Configuration By

5 Storage

~ Roles Summary E Roles Summary Help

= Remove Roles

*~! Roles: 0 of 17 installed

1] | ¥ | |54 LastRefresh: 12/11/2007 16:34:23 Configure refresh

4. ifUSelect Server Roles page —check DNS Server — T Next

Add Roles Wizard

x|
ﬁ% Select Server Roles
!

Before You Begin

Select one or more roles to install on this server.

Server Roles Roles: Description:

DNS Server T Active Directory Certficate Services g e e

Confirmaion [] Active Directary Domain Services networks. DNS Server is easier to

e O »\th_ve D!rEtlDrv F_EdErat?Dn SE_erES ) manage when it is installed on the
[] Active Directory Lightweight Directory Services

Results

same serveras Active Directory
Domain Services. If you select the
Active Directory Domain Services role,

[] Active Directory Rights Management Services
[] application server

you can install and configure DNS
] DHCP Server Server and Active Directory Domain
Services to work together.
Fax Server

[] File Services

[] metwork Policy and Access Services
[] Print Services

[] Terminal Services

LUDDI Services

[] web server (1I5)

Windows Deployment Services

[[] windaws Server Update Services

More about server roles

< Previous || Mext > i Install Cancel
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5. 181560 Confirm installation selection — G0 Install

6. GG Finish

Add Roles Wizard

ﬁ Installation Results

Before You Begin
Server Roles
DMS Server
Confirmation

Progress

Results

7- §GIf0 Close

The following roles, role services, or features were installed successfully:

/1 1warning, 1informational messages below

%7 Control Panel to check for updates,

| DNS Server @' Installation succeeded

® ‘fou can configure DMS by using the Configure a DMS Server Wizard in DNS Manager.

Print, e-mail, or save the installation report

riﬂ ‘Windows automatic updating is not enabled. To install the latest updates, use Windows Update in

< Previous Tiext > I Closz I | Cancel

99-M- 556§8i Forward £€ Reverse Lookup Zone DNS

4 Note weIsidndiig forward and reverse lookup zone Ssoiinhimiis: itiuAdsmos

AD Bithimicm sini

. Uiﬁﬁ Forward Lookup zone

1. GGmouse ﬁrﬁm}' Forward lookup zone—New Zone

Fle Acton Ve ‘eb

=101]|

T ol foalE U
5 OnS
i SSRERN03

2. GO Next

DAS) sloms & DINS ramespace 35 be dvdad nio xones. Eadh 2one stares
nEQuo.s DNS comains

To 8dd & new 20ne, 0n the Azton menu, dick New Jone.
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3. 18110 Zone Type choose Primary Zone— GUT Next
fncw zomewzard f

i Zone Type
1 The DNS server supports various types of zones and storage. '

Select the type of zone you want to create:

{% Primary zone
= f a zone that can be updated directly on this server,

LIEdLE Lop 4]
' Secondary zone

Creates a copy of & zone that exists on anather server, This option helps balance
the processing load of primary servers and provides fault tolerance.,

" stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(504), and possibly glue Host (A) records, A server containing a stub zone is not
authoritative for that zone,

I™ | stare the 2ome in Ackive Directary (avaiable only.if DHS setver is & writeable domain
contraller)

< Back I Next > Il Cancel |

4. 18160 Zone Name — ﬁlijmi_ﬂ:itm'j zone — GU next

x|

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DMS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

| CiSCo, com|

< Back " Mext = I Cancel |

5. 151160 zone File - GU Create a new file with this file name— QGiEﬁNext

o

11160 Dynamic update — G0 Next

~

00 Finish

Utgfﬁ Reversed Lookup Zone
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1. GGmouse ﬁnﬂ ifJ revered lookup zone —New zone

=

File  Action View Help

= zFlcBmld 86

=, DNs -
Bl § sErvER2008 -
| |
ik o Add a lew Zone

| Forward Lookup Zones
s The Domain Mame System (DNS) alows a DNS namespace to be divided into zones. Each zone stores
information about one or more contiguous DNS domains.

- rs
View » To add & new zone, on the Action menu, dlick New Zane.

Refresh

Help

Create a new zone.

G0 Next
181160 Zone type = GG Primary zone — GU Next

11160 Reverse lookup zone name— GU ipv4Reverse lookup zone— GT Next

o > WP

18110 Reverser lookup zone name —Set network ID — G0 Next

x|

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMNS names. ﬁ

To identify the reverse lookup zone, type the network ID or the name of the zone.
% Metwork ID:
|1 52 188 .1

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0. 10.in-addr.arpa.

i Reverse lookup zone name:
I 1.168. 192.in-addr.arpa

< Back I Mext = I Cancel I

6. 1510 zone file— G0 Create a new file with this file name — GG Next
7. sl Dynamic update — GG Do not allow dynamic update = GG Next

8. U0 Finish

> Install AD DS as a hew Primary domain Controller
1. ©0C Start = GG Administrative tools = GG Server Manager
2. (0T Roles
3. G0 Add Roles
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E. Server Manager
Eile Action View Help
== | 7]

M=l E3

% e e oo o [
= g es

# (g Features *

? Diagnostics View the health of the roles installed on your server and add or remove roles and features.

i} configuration -

[+ &5 Storage

-~ Roles Summary [ roles summary Help

-~ Roles: 0of 17 installed
= Remove Roles

4 | »] | 5% Last Refresh: 12/11/2007 16:34:23 Configure refresh

4. 181150 the Before You Begin page = GG next
5. ISHEG the Select Server Roles page =TT Active Directory Domain Services = GT Next

Add Roles Wizard

ﬁ Select Server Roles

Select one or more roles to nstall on ths server.
Roles: Description:
|_| Active Drectory Certificate Services

<]

Active Directory Domain Services (2D
DS} stores information about objects
on the network and makes this

=T Ty T e ST o information available to users and

[} Active Dwectory Ughtweight Directory Services network administrators. AD DS uses
Active Directory Rights Management Services domain controllers to give network

[ Application Server wsers access to permitted resources

= anywhere on the network through &

DHCP Server single iogon process.

DNS Server

(=
[

[ Fax Server

] Fle Services

[] Network Polcy and Access Services
[ Print Services

] Terminal Services

[] uDO1 Services

[} web Server (11S)

[} windows Deployment Services

[] windows ShacePont Services

< Brevious Ii Next > iI gt I Cancel I

6. 1S1i(U the Active Directory Domain Services — GT Next

7. 18160 the Confirm Installation Selections — G0 Install

8. Ug]ﬁ AD DS installation mSUgUfJ 10 the Installation Results page— G0 close

Add Roles Wizard

ﬁ Installation Results

Before You Begin

[><]

The following roles, role services, or fe were sfully:
Server Roles Y
Active Directory Doman Services N e e Dl
Confirmation

~ Active Directory Domain Services rv‘mﬁ
Progress The folowing role services were installed:
Reaits Active Di y Domain C
i) Use the Actve Orectory Domain Services Instalation Wizard (dopromo.exe) to make the server a
fuly functonal doman controler.
Cose this wizard and launch the Active Directory Domain i, Wizard (dope )
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9. Run —dcpromo.exe (IEHjPromote M wihdomain controller)

U—Server manager AIL‘EN Active directory domain —run Active directory domain server

installation
/Programs | [ —
= =

File description: Active Directory Domain Services Installer
Company: Microsoft Corporation

File version: 6.0.6001. 18000

Date aeated: 1/19/2008 6:23 AM

Size: 125 KB

Computer

Network

Control Panel

Administrative Tools >

Help and Support

- Search Everywhere %""
,_—7 Search the Internset /

Idcpromo.exe @l ¢" l ﬁ I > I

Ji'Start | o Wm @& @& | h ServerManager |
10. 1fU the Welcome to the Active Directory Domain Services Installation Wizard page— GT next

11. 181565 Choose a Deployment Configuration page— GG create a new domain in a new forest
(Ut aDomain controller GRURIAURAT) —~ GO next ({U&S S1Ti{f AriTastsnim A Existing forest
N SSWANWA Server NBack up 151 SPrimary domain)

Active Directory Domain Se * 1 on Wizard = E _Z(J

Ch a Depl # Configuration =
You can create a domain controller for an existing forest or for a new forest.

" Bdsting forest
€ Add = doman contioller to an exsting domain

<Back [ mNea> ] Cancel |

N

11. 181160 the Name the Forest Root Domain page —NW the full DNS name (ADExample.com) for

the new domain— GT next.
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o ! Active Directory Domain Services Installation Wizard x|

Name the Forest Root Domain fj|";
The first domain in the forest is the forest root domain. ks name is also the name of ==
the forest. - I -

Type the fully qualfied domain name (FQDM) of the new forest root domain.

FQDN of the forest root domain:

|AD Example com *—

Example: comp . contoso .com

< Back Next > Cancel

12. 18110 Set Forest Functional Level ($24jUifSA{BanS1F1URIAD) page—select Windows
Server 2008— GT next.

© ! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Windows

Details:
s forest functional level does not provide any new features over the Windows ;]
forest functional level. However, it ensures that any new domains created in
forest will automatically operate at the Windows Server 2008 domain functional
el, which does provide unique features.

T You will be able to add only domain controllers that are running
- Windows Server 2008 or later to this forest.

More about domain and forest functional levels

/

<Back [ Nea> F] Cancel |
13. 181560 Additional Domain Controller Options page—{FI{MAKNDNS[HIMS install ] G-

G0 next

14. GG yes

@ | Active Directory Domain Services atio zard XI

A delegation for this DNS server cannot be created because the

»!_5 authoritative parent zone cannot be found or it does not run
Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually aeate a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain ADExample.com. Otherwise, no action is
required.

Do you want to continue?

Location for Database. Log Files. and SYSVOL =)=
Specify the folders that will contain the Active Directory domain controller (IS S5 |
database, log files, and SYSVOL. A
For better and . store the and log files on separate
wvolumes .




16. 181160 Directory Services Restore Mode Administrator Password ( if1Password ﬁJ’LEﬂt'i i
Restore §i Directory) — ﬁwpasswordtﬁﬁjlog 1g91me serveriS1iilDirectory Services Restore
Mode —confirm the password— GT Next

o Active Directory Domain T oe - . i =

The Derectory Services Restore Mode Administrator account is different from the domain

Administrator account

Assign a password for the Administrator account that will be used when this domain
cortroller is started in Directory Services Restore Mode . We recommend that you

choose a strong passwond.

Passwond: [eeeeeee [
Corfirm password: [eo=eneas ] —*——___
More about Directorny Serwvices Restore Mode password

< Back Mext > Cancel |

17. G5 next ifigjinstall
18. yUAmItiGiinstall MSUNU ~ GG restart IRYfUMU
= Install Domain in an existing window 2000/2003 forest

hAMMI Install §i domain controller GYtIISTIT window server 2008 tgjfﬁfﬁ Uth forest
1SS W upgrade fiwindow 2000/2003 forest IR SITIM NG

iR G Install msBydiiipiamswindow server 2003 forest gty UIWHHANS
username S password iR Member guw is Enterprise administrator, Schema Administrator
% domain administrator AR TA) mﬁmﬁtﬁ&ﬁumm window server 2008 1§15 UjHAR domain 1U&
window server 2003 forest| 9 v |
1. Log 1g1M§ server i (I SWindow 2003 forest it (Ui 15913 NSchema Master
2. Copy the\Sources\adprep folder fwindow server 2008 —Local Driver on Schema Master
3. GUIgIMS command prompt fIIUNFIMS directory 181ATgHIRIUMS Copy 7ink adprep

folder — run —adprep /forestprep ) l

4. Adprep 82UneA warning 1 fuwindow 2000 AD domain controller (it

Upgrade = GG c =TT enter
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INDOWS" system32', crnd.exe - adprep /forestprep

zAdmin ;cd™

adprep ~forestprep
ADPREP WARMING:

Before runn c\ll Windows 2808 Active Directory Domain Controllers in

s uld ded to d 28008 Service Pack 1 <SP1> with QFE 26'—'@8
to Wind Cor -

B89 J<included in Windows 28008 &£ and later? is required to prevent poten
) DC corru i
reparing your forest and domain see KB article Q3311

"t _com

Actionl
YoOur ex i Ji " 2888 Active Directory Domain Ci t)ull:)‘s meet this
H press ENTER to continue. Others e. type any other

5. Log 1¥1m Swindow server 2008

6. il server manager — GG add roles to start

7. T‘S”ﬁffi Select Server Roles page —»t[ﬁ fUSTAJ Active Directory Domain Services— GT next

8. 13 ﬁ‘tjﬂfﬁﬂfﬁmi install— GG Next

9. GG Install

10. GG Close

11. ﬁiﬁ Server Manager— expand the Roles node —»t[ﬁ fUsTAJACtive Directory Domain Services
12. I'J:‘G the Run the Active Directory Domain Services installation

13. 181165 Welcome screen — G0 next

14. 181160 the Choose a Deployment Configuration screen—»i[ﬁ fTT 8y Existing Forest = Create a

New Domain in an Existing Forest = GGNext

© ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration = =
“You can create a domain controlor for an oxisting forest or for a now forost.

= Existing Forest

€ #Add 3 domain controller to an existng domain

| == Cr=ste 5 new domain in an existing forest.

This server will become the first domain controller in the new domain.

L3 Create a new domain in a new forest.

More about o il nent configurations

< Back l Mot > i Cancel |

15. BENOUIAIN: UG domain MW Akforest IRUGRGIEMYW— GG Set » GG Next

@ Active Dircctory Dom ain Services Installation YWizard

Hetwork Credentials
Specify the name of the forest where the installation will occur and account |
credenti als that hawe sufficient privileges to perform the installation. IS

Twpe the name of any domain in the forest where vou plan to install this domain
cortrallesr:

ILAEETEST [MaT="N |

Specify bhe account credentials to use ta perform the installation:
£ Ry cunent logged o credentials (w1 N E2REE ETES T S dministratar]

1 The current user credentials cannct be selected because thew are local ta this
Y computer. & set of domain credentials is neede

= Alternate credentials:

ILAEETEST LOCSL S dministrator Set...

bore about whio can install Active Directorg Domain Services




& Active Directory Domain Services Installation Wizard x|

Mame the Mew Domain

Type the full Domain Name System [DMS ] name of the parent domamn and the name of
the new child domain.

Parent domam:
[cABTESTLOCAC || Browse.. |

Example: corp.contoso.com

Child domain:

IWIN?KEIDDMI I
Example: example

Full DMS name of new child domain:
IWINzKEDDH.LAEl'I EST.LOCAL

< Back | Newxt > I Cancel I

17. t[ﬁ FUTTEU W domain functional level window server 2008— G0 next
18. T[ﬁ fUTTRUWAACtive Directory site IRUNSRMWNdomain controller ithtwaniitiiwsia Site

Y H1G:Select ifJ Default-first-site-nam

@ Active Directory Domain Services Installation Wizard x|

Select a Site
Select a site for the new domain controller.

I Use the site that corresponds to e P address of Hiis computer.

Sites:

Site D escrption

Diefault-Fust-Site-MN ame

<Back [ Heas> || Cancel |

19. 1174 additional option screen SFRIG I{RASTAIWA domain controller 2FMMUEN global

catalog— GU next

20. G0 Next

21. Enter restore mode password (i&fUth password Lﬁjﬁﬁaﬁjﬁ domain administrator)
22. GG Next

23. Restart IRgjUmMUFIR{aIH

= Install Domain controller in an existing window 2000/2003 domain

18281 Install § domain controller HW 181160 window server 2008 it fUupgrade fi window
2000/2003 RS domain JERIFUTILIWNALM SA mLﬁjtﬁjﬁﬁtm:mi Add new window server
2008 domain 1§11¢5 window 2000/2003 forest IR Ut SILTWIRT 4

1. Log 1g1M$ server IBINS Window 2003 forest i (Ui 15913 Schema Master
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Copy the\Sources\adprep folder fwindow server 2008 —Local Driver on Schema Master
2. GhUigimScommand prompt i) ﬁigﬁ‘ﬂmé directory Is1ﬁf§vﬁ'fﬁ IS Copy "mﬁ’gﬁ adprep
folder = run —adprep /forestprep
3. Adprep 8aUMMA warning 3% window 2000 AD domain controller {FiTS

Upgrade = GG ¢ =TT enter

" WINDDOWS" system32' cmd.exe - adprep fforestprep

: and SettingssSysAdmin.cds
Jod adprep
C:hadprepradprep /forestprep
ADPREP WARNING:
Before running adprep. all Windows 2888 Active Directory Domain Controllers in t

he forest should be upgraded to Windows 2008 Service Pack 1 (S8P1) with QFE 26588
9, or to Windows 2808 SP2 {or l: -

QFE 265889 <(included in Windows 2008 SP2 and later) is required to prevent poten
tial AD DC corruption.

For more information about preparing vour forest and domain see KB article Q3311
b1 http://support.microsoft.com.

[User Actionl

If ALL vour risting Windows 2008 Active Directory Domain Controllers meet this
requirement, type C and then press ENIER to continue. Otherwise, type any other
key and press ENIEK to guit.

4. Log 1§1M S window server 2003 domain iRl i [y & Infrastructure master
5 Uum‘i(ﬂmécommand prompt—»fm fﬂi;ﬁ director y iRums copied—run—adprep/ domainprep
6. Log i51MS window server 2008 )
7. 18194 server manager — GG add roles to start
8. GO ‘next
9. 181160 selects Server Roles screen— t[ﬁ FUTTRUUA Active Directory
Domain Services= GG next
10. GO Next
11. T’wj‘]h;ﬁ]ﬁ installation options— GG Install
12. GO Close ISTNUUMURICNIMITIGTH
13. m[ﬁﬁ Roles node 1817} Server Manager t[ﬁ fUTTEY Active Directory
Domain Services ‘
14. GG — Run Active Directory Domain Services Installation
15. 18115 welcome screen —30 Next
16. 1lif0 Deployment Configuration screen— I{ﬁ (ST EY Existing Forest -
Add a Domain Controller to an Existing Domain— GG next
17. UMNEUTUNDNS NLH]ﬁ parent domain—U N fUIfUN: DNS of child
do:nain -GG next u
18. 181160 select domain screen —30 yes

19. 181160 select site screen — G0 next

169



20. 181460 additional option screen it Gi{f asttydomain controller JMUEN global
catalog— GT next

21. GO Next

22 UGN password f{1U Restore mode (TR6UTh password {5158 domain administrator)
23. GO Next

24. Restart

> Install active directory form restored backup

Window 2003 §% Window server 2008 MSUiN N auamnywismianigiiim st active
directory fii Backup media IEE{MAUSWIT Replication iSonBIANIR UM SAMNAIR G HITTH
setup domain controller ﬁqm tﬁﬁji-ﬂﬁ Install 181160 window server 2008 fU":Lfﬂfﬁ ks
Primary domain controller Gt ¥1SSWHNWA server YIHE Primary domain controller SHUSHA
Server Hutiﬁgjfﬁfﬁ Uit Member( Additional domain controller) TRfsEhmi Backup $inQ object
Fngnwitigji whhimigohwadhamywy wingt  addiional domain  controller
&3St DC g6 1912 additional domain controller h§ kBN MIEN AT U{HIA

ifgiAaNAR option WMEARANSS

- domain controller option (writable versus read-only )
- UNSIRURMINS service pack level

- Platform(x86, x64,or IA64 )

o
oo reatureswzara — 51

=W
L Select Features
| e

Confirmation

Progress

Results

1. Log $¢1MSSERVERIL
2. Run Server Manager—expand the Storage node— nﬁm Windows Server Backup

3. Qﬁmouse@iﬂ? Windows Server Backup = IL‘EN Backup Once
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© N o o &

10.
11.
12.
13.
14.
15.

16.
17.
18.
19.

G0 next on the Backup Options screen.
t[ﬁﬁf Custom from the Items menu— GG next
t[ﬁﬁf volume containing the ntds.dit files and GO next
1100 Specify Location Type screen— t[ﬁ fysTadRemote Shared Folder — G0 Next
fIW in the UNC path to the share on SERVER2 — qﬁm Inherit from the Access Control
options— GT next
Review the summary page— GU Backup
Logi¢1M§ SERVER2
iU/ command prompt
Run —=wbadmin get versions -BackupTarget:\\SERVER2\e$\backup
Sami Version Identifier for example, 12/10/2007-01:30
U145 a folder IR UHAGRANIETRIN 29LUANEGE Ex\restore
Restore the system state data by run—=Wbadmin start recovery -backupTarget:
\\SERVER2\e$\backup-version:12/10/2007-01:30  -items:ADExtended  -itemtype:app -
recoveryTarget:"E:\restore"
G0 y to save
’gﬁ Server Manager = GU Add Roles to launch
G0 Next

181165 the Select Server Roles page — t[ﬁ fUSTAS Active Directory Domain Services = GU next

20.G0 Next

21

t@jhjmﬁ installation options = GT Install

22.30 Close

23.Expand the Roles node in Server Manager = t[ﬁ (Tt eU I AACtive Directory Domain Services

24. 30 Run the Active Directory Domain Services Installation

25.181160 Active Directory Domain Services Installation — check the Use Advanced Mode

Installation— GG Next

&1 Active Director y Dom ain Services Installation Wizard i > 1
wWelcome to thhe Active Directory
Domain Services Installation
YWizard

ard helps vou install Active Directors D omain
Bl Ser = (AD DS) on this server. making the server an
Active Directorny troll tinue. click MNext

[FJus=e advanced mode ins

Learm more about the a al options that are
available in advanced mode installation

More about Active Directory Domain Services

26. g‘ﬁ Deployment Configuration screen — t[ﬁ ST Ry Existing Forest = Add a Domain Controller

to an Existing Domain—= GG next — — et |
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27.U6M mimp:mLmﬁ domain in the forest = GG Set to add a domain in the parent domain, =
QUU next

28.1511U the Select Domain screen— t[ﬁ fUTTRY belonging  domain—» G0 next

29. 156U the Select Site screen - ‘I[ﬁ FUTTEU site belonging domain— G0 Next

30.1§11£0 the Additional Options screen— GG Next

31. 181560 Install from Media screen— I[ﬁfu Replicate Data from media 1§} §Aighaimuinm
£ folderiB AIGH restored the Backup from SERVERI— GG Next

B! Active Directory Domain Services Installation Wizard x|

Install rom Media 7..|
L

Select one of the following options. depending on whether you want to replicate
domain data over the network from an existing domain contraller or you want to
replicate domain data from media created from an existing domain controller [install
from media). In either case, the existing domain controller must be in the same domain
as the new domain controller.

" Replicate data over the network from an existing domain controller

| % FAeplicate data from media at the following location

IF you select thiz option, some data is stll copied over the network.

Location:
|E.‘\reslore ” Browse... “

< Back I Mext > I Cancel I

32. i[ﬁ £UTTEU Any Writable Domain Controller from the Source Domain Controller list— G0 next
33. MEMNIRUBISUFAN:D Default &{NU Database, Log Files, and SYSVOL screen— GG next
34. UtJIfURestore Mode Password— GG Next.
35.Review the Summary = GT next
36. Restart the computer when prompted
= Removing Active Directory Domain Service from the Last Domain Controller in @ Domain
and a Forest
1. Run dcpromo
2. UIUBARKIGHIN Welcome AJBGT Next GR3[UIMMUMNWIANIUAT Server AT Ok IM
3. i@‘@hﬁgﬁ;ﬁ‘@ﬁwﬁLﬁﬁmﬁjfﬂ Delete the Domain Because this Server Is the Last Domain
Controller UIUBATT Next

@) Active Directory Domain Services Installation Wizard . x|

Delete the Domain

Indicate whether this is the last domain controller in the domain.

ele!e the domain because this server is the last domain controller in the domain.

The domain will no longer exist after you uninstall Active Directory Domain
Services from the last domain controller in the domain. Before you continue:

Be aware that all user accounts will be deleted.




4. UWHAGO Next IRY(I§MINVG Partition F1kHES

@1 Active Directory Domain Services Installation Wizard x|

Application Di it
Applications create these directory partitions to store and replicate data. —3 4
—
This domain controlier holds the last replica of the following application directory
partitions:
adtition Distingu Name )
DC=DomainDnsZones. DC=TESTLAB Microsoft DNS Directory
DC=ForestDnsZones. DC=TESTLAB2. Microsoft DNS Directory
Refresh
If a utility was i by the ion that i the icati partition,

use that utility to remove it.
To have the wizard remove all application directory partitions from this domain controller.
chick Next.

More about

<Back [ New> Cancel |

Active Directory Domain Services Installation Wizard

Confirm Deletion =3z =
Removing Active Directory Domain Services will delete all application partitions =3
from this Active Directory Domain Controller. =

Confirm that you want the wizard to delete all application directory partitions on this
Active Directory Domain Controller. The partitions will be deleted when the wizard is

completed.
Deiete all application directory partitions on this Active Directory Domain Controller.
22N Deleting the last replica of an lication partition del all data iated with
that partition.

< Back I Next > i Cancel ]

. USIUBAUM N Password domain §U&J administrator account— click Next

6
7. GG Nextf g mingy

8. Restart Server INfUUTRINSUNU

9. USWA Restart Wity aj8GAsIFIARServer Manager 1R g]i§MIRun Remove Roles Wizard @
1w:MmigGRemove Role link in Server‘Manager ﬁ“IHILU:mﬁ[ﬁ' Initial Configuration Wizard

10. fiRanBuRgmitgiaim Wiwoo Next il gjus

11. iﬁn:LUHfJ Active Directory Domain Services iU WEo Next
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.E Remove Server Roles

Before You Begin To remove one or more instalied roles from this server, dear their check boxes.

tore about server roles

99-Gé- Unattended Installation

M1 Install AD DS mmw:mﬁ[ﬁ Active Directory Domain Services Installation Wizard 818
MINW{AIERMI Install MY Role RUIHSARWINdows Server 20089 AkAIANg: 1THAGH
Install AD DS Muit:Mi{ Unattended Installation i ufhmomy method 18 e sifmmi
Install multiple domain controllers 1& ] 261 8551 domain controllers F1RHAIS s SIBIVTW 18]
Install 8% Configured AD SD mHiw:mithiUnaﬁended Installation aﬁ§h[§jl’ﬁ“|ﬁﬁ§ﬁ Answer File
Ui depromo.exe iGESMEATSORIT answer file 1S:18 gAMOHSIAhMSISIAY
Command line |

Unattended option MSTSATUNSZ:ARMI Install AD SD iaighlHiRUMS Select Ak

Active Directory Domain Service Installétion Wizard i'qtg@:% |

> Unattended Installation of a New Domain Controller to an Existing Windows Server 2008

Domain

1. 19AYTH Notepad

2. EUIIRJIMNA] [DCINSTALL] J6GO Enter {B5]G:UA

3. IGANIMARFIMEUMURRoORImyY:

UserName=Administrator
UserDomain=LABTEST.LOCAL
Password=P@ssword
ReplicaOrNewDomain=replica
ReplicaDomainDNSName=LABTEST.LOCAL
DNSOnNetwork=yes
SafeModeAdminPassword=P@ssword

RebootOnCompletion=yes

domain AiUNHAM3EGIF! Network Configuration
4. tJY save file §Wis:— C:\Unattend.txt
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5. 1A Command Prompt = Run dcpromo / unattend:c:\unattend.txt

<.

= Auditing Active Directory Domain Services
?ﬁmpﬁns:Hg@ﬁ%aﬁmﬁmﬁﬁ§ﬁj§imiqthﬁLmf{jéhmijmmgﬁﬁjﬁmﬂgh Active
Directory 9 Auditing IERIAMSISIIGAU Windows Server §1H UISEYW Windows Server
2008 Imi@ivmuhuigy 9 Gisgwunimmng Audting i[5 SHoRwmAvSwSitinhimiSs
RGBSR ADumﬁugwmﬁﬁsm‘jﬁ%s§tﬁ:ﬁmﬁ§§§wmswjﬁﬁhmu‘?ﬁﬁmﬁmﬁﬁ Event log
“clutter” IR U A{GIMILNR &I N SARMI Filter 4
Auditing ts:msmmmaéqmm:mﬁ'jgﬁsigﬁ Domain Controller Policy 18110 Ui QUHA
UIFITRTU Audit Policy HABIG 2JGN &S tm:t‘?énmémtfnﬁﬁw? undwhehw TgaSs(Et Audit
AHUT BOIRUMSUINMARIUORIMEIS: [AUiThMS Enabled Success §4 Failure Auditing
IS Directory Service Access ﬁj|[§:ﬂfj Windows Server 2008 domain‘

9
5

. Group Policy Management Editor ;[E’ﬂ
Fie Action View Help
e A4 it 2B RERY 7 Noo
1=] Dotauit Doman Cortralers Polc a| | Peliey | Polcy Sottng |
Efonpdm Corfiguration Audit account logon events Suceess
3 Softaare Settings Audit Acrolnt managamnent SUCCAsE
= Windows Settings

Senpes (Searupy/she
= g Secirity Settinge

M U DGO EVErLS
Audit ohyact access No aditing

I o Acc
g Account Rokies Audit policy change Succece
J Lozal Poldes
- Audit prvilege use No auditing
D i - POk Audit process trackin No a.ditin
71 4| User Rights UOR IYDLSSS TSN = S
Audit system everes Succece

4 g Sacurty On
® g Eventlog
1] g Rezncted Grod
V] g System Service
¥ 4 Redsiory
¥ g Fila Systam
+ 1y Wred Network
Wndows Firew
(1) sl Wreless Netwo
Pubiic Key Flici
Sclftwere Restr
I+ Network Ac-ess
® 8, P Securty Polc
© gl Policy-basec QoS
g -__I Adrinistretive Template
E B User Configur aticn
Software Settings

& Windows Settings v

- Windows Server 2008 iGAIGMMUSIGAFGIRMUMUNAFAARMI Audit Directory
Service Access Policy: ‘

1. Directory Service Access

2. Directory Service Changes

3. Directory Service Replication

4. Detailed Directory Service Replication

igipanSapdmuminnituAnifuU directory service change AMyitdh

O UM BIW:Command line GNIMY$
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Auditpol /get /subcategory: "Directory service change”
tﬁajﬁg Event logs in mﬁsﬁnfmmmmﬁ Directory Service change subcategory Itfj'ﬁmﬁt[fj'
[MAIMUIW:Command line §ORIMY2
Auditpol/get/subcategory:”Directory service change”/failure: disable
= Read-only domain controller
Read-only domain controlier thaugan:ficsadywituiduiavifaiginisiaiwindow server
20084 T Additional backup domain controller (BDC) MS#S2j§iLoad balan'cing service 8%
redundancy (BinimIns§iafin)Gim: domain controller (ig(BCD) 18:HSMA3]IA Read-only
copy 18 domain controller fﬁﬁt%ﬂ:“l read-only domain controller ﬁH]Sﬁﬂi:ﬁiSTéLUffiStfﬁU?h
ORREISIACtive directory authentication service ARIRAAMIBUNSSMSRANIST security {AUTMS
FUTHNU writable copy 18 active directory database BDC sulgubim:midnnaywitudsmo
37115 13t Global Catalog server 16]t5 GIghHSMA AN Universal group &R
RODC active direclory database HIGIRNG RSN Object 1818 NLUMMMIEFUE 07 84 atrioute T30 domain
controller £ g s FlMYUHGIANG A {1 § S SHTIANS AgT account password ST ST RODC AHS (A3 ItT R
113160 § 6161 2User account IRAUHNSED §  administrator MY i ST65 RODC Senver UaU LT RRATE

99-&- Backup and Recovery

ST UM AITNUMI Backup 84 recovery AD AR QIMYWH NSRS sog:

M8Gims administrator
+System state 18151 window server 2008 1S UM UM{HTONI{MY:

- Reqistry I

- COM +class registration database

- Boot file and system file

- Certificate service database

- AD domain service

- Cluster service information

- Microsoft IIS metactiratory

- System file protected by window file protection (WEP)

iREfIS{m ey Backup &4 recovery i AD itlt{st install window server 2008 backup §§
GiensmMi backup AD database 1¢) ITH{EIMI backup WNRIMEAMA M SYWRkARYWIG
MRS Wil MIF AIYT AD Aldatabased YSINUTRUHATGMI backup 8 Recovery I8 AD s stk
&1 Install Window; Serve‘r Backup MY S & SHTGIURIMYS

—
| Add Features Wizard x|

=
i ‘:';%3.3 Select Features
' L—l

S
Confirmation Fea =

Progress

Results




HAMGIGMI Backup FUHAANANISHAYW U backup WATA partiton AMIRUAINS T4

Partition U218 BWIS U MARGONIMY:

OS files (the entire % windir % Director )

Registry

Ntds.dit database files and associated log file

- Sysvol folder

99-%-9- MIHUKSH Authoritative

ihwwadggadim:mian AD UNMIRUTURMMAMUASIAMIRUMSU object HhUw

HIDAS) U MUARIRUMSI{mIgAY

116} Recovery object IRUMS U T {HIANIMYATMMSMY Authoritative U WUY

yadRphGmISamid object RuiThmsyaim

99-&-10- MIEKSH Non-Authoritative Restore of AD

Non-authoritative DA™ Restore 1§ Object 1S1Ak AD IRUSSHTITMIAMNGIT Object

GReuan ﬁ'JmLmﬁmimLigw:tgjﬁ?@ﬂ

1.
2.

5.

Log IImM S server Uutﬁﬂmfﬁ ﬂjaﬁﬁﬁ restore— open a command prompt

Run ngommandmﬁthUtt’jHjmﬁiﬁH server in Directory Services Restore GG Switch
User 181160 logon screen.

Mode (DSRM )tﬁﬁjﬁvmtﬁmQSafe mode

bcdedit /set safeboot dsrepair

shutdown -t 0 —+

G GislirU0ther User

hwmajAdministrator £ username S DSRM password— log in

i/ command prompt

Enter Diskpart = GG enter
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Enter list vol = GT enter
anGamiing:is drive IR UM assigned s1M$ volumn isiaighiRumsuifa
9. Enter exit = GG enter
10. Run command 1i[MY (M E: i :isdriver IUATHRA ):
Whbadmin get versions -backuptarget:E:
11. Gamsiversion identifier f5{ENUMIbackup NS S{EH MM/
DD/YYYY-HH:MM—for example, 09/26/2007-22:30.
12. Uffucommand iﬁﬁjmiﬁﬁﬁ restore
Wb;dmin start sysstaterecovery -version: 09/26/2007-22:30 -backuptarget:E:
13. GO y = GO enter IG5 010IRY
14. UQUAMIANISUNY run §i command mﬁtLﬁUtqu] m#i safe mode (N
Bcdedit /deletevalue safeboot

shutdown -t 0 —r

99-%-n- FRSNN[SEH Authoritative Restore §8@ AD

a

Bim:mi Restore Authoritative Restore of AD & restore GiiN: Object fU S‘lnﬁ AD

o

AwmoiEmiAanaiglil object aMywHATAN ASIEE] Restore Foiisting 18 msLum
FJU Object MY W WHIGHS

[y

© ® N O oA LD

10.
11.

12.

Ex : CN=TESTUSER,CN=USER,DC=TESTDOM2,DC=LOCAL
H818 Non-authoritative restore of Active Directory tlljl‘f.g@iSG‘imﬁ restart Server 1§1M§ normal
mode
i[ﬁ fUTeUStart »Run — command prompt At ntdsutil — {0 enter.
hWw activate instance NTDS GG enter
N W authoritative restore GG enter.
NW restore object "CN=TestUser,CN=Users,DC=TESTDOM2,DC=LOCAL" —00 enter
G0 Yes iﬁﬁj confirm
Unmmmsm Nitext file 8% LDIF files BihimiRums )
NW quit=GG enter ‘
uuimiapigiRimmsumU-run akimuiRgionicmi Safe mode
Bcdedit /deletevalue safeboot
shutdown -t 0 -r
Log 1§1m Sserver
1% command prompt = run command WM EIWIHINARNAS Error iAFIG]H
Repadmin /syncall SERVER3.TESTDOM2.LOCAL /ed /A /P /q
Recover any backlinks Gitn: Objecti ugniduiaanngihimnwndimas LDIF fiefd st
MSUIRAIN authoritative restore— Run command 1R
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Ldifde -i -k -f c:\restored_object.ldf
13. LUffISiﬁH] sia domainiS1aH tree 11:USNext Step
14, LUﬁSiﬁaﬁﬁqﬁfﬁ@mjﬁ?msj Object 181 fikforest IRUENS domain 1{FSTAYW 1:GIMG
{51 Create LDIF file deEﬂﬁ object iR mmsm'@ tﬁﬁ&iﬁ?@ifﬂ W1 boot fi domain controller 181
fik domain iRUISIAN Tree SYWI WIWGIFIMS DSRM - run
| Ntdsutil |
Ntdsutil: authoritative restore
Ntdsutil authoritative restore : create Idif from c:\Restored object.txt
15. SaMAFainginumsuifia LDIF file »5AGMA ntdsutil 84 restart domain controller 1§1/M S
normal mode
16. Log oniglM$ domain controller = run command §omifRunsowntiiiainsiassituns
§ 961991810 domain controller YWHRITHIU domain tree Sy I

99-&-G- Global catalog (GC)

- RdyshashiRElin Ui In Objects Ak AD

- GC W18 replica sWIRAIUES Object §éwﬂ@ﬁ AD

- Domain Controller § 9{git SUsRaigih Global catalog server M ajus{yl
- Global catalog server i Server i3 mw&gmﬁ;ﬁﬁm sislihinywan

253

Global catalog server

99-%-¢-9- 5§85 User Accounts

NeIFRUYRGAISIAR{RYUISTRIMIST User Account AYWIE YT ATSInS M SIUAT
Network ’rjﬁt:ﬂjﬁm Domain User Account f}jmsﬂm? Domain Controller i1IWHG Logon ﬁ]ﬁfj

al ol

Clients {WHMGIHHM IS M S1SIAR Domain GIRYUIMS

al

MINNSIIN User Account

179



- User Account MIGHI?Z] Users §iUgAn
= H1G Logon 1§1M$ Domain 186]¢ UM S 65§ ak MG AESmSIuAT
Network |
= User NATRINSHUZ]ST User Account IRYWAR
- Local User Account Ath Account I8 st SUIRATE[MISTIFG Windows 7/Windows

8/Windows 10
- dusnaHmHm e Logon Siiimasdim:nsmsiiumsdim:iafnjsigsh
uims

- hEsmondimansmsisiah Domain NSRS
Domain User Account £ Account 1 EU‘Lhﬁm sutfaigjkistil Domain Controller (DC)

- hHSMNARHADIM MG Logon 191MS Domain Shoidimadim:nsmsigigh

WA Network §1ky |

Built-in User Accounts 1 User Accounts IRUI SN

a. Administrator: Full privileges.

b. Guest: only gain access the resources.
r‘ﬂiUiﬁfﬁ User Account ﬁ

184]UIR 5 User Account SutitiuptanisiGunsan

o [BithAtun:
o [BihAUSYA
o [RIARANGA Account Option §G logon hours, account expiration

3
=
33-
&

User Logonname {it SIaYWas
. EﬂSLUﬁﬁlEJOan\jM]HnU?EﬂS(H’“\jiﬁUHﬁJmU

- HANESHUIPIMRMS "\ [J:5=,+ * 2 <>

- User logon name HSLU’WSHn\ijE ANRo

- HUSHIR[IMIOING
o IRgfMImIgARUMS ﬁ?gghmmuiwmm
o [phfivenaiiuiad ‘ ARt

o imzmmnmumswﬁm ARUOVCHHAN
o tamondusiisnand aApgolulsau
Account options
- Logon Hours &S{NUAMNFINUTANENG Loggon MSUSSMS
- MIRANA Logon hours 1R E]AANAIRIR R GIT{M A Network NS
o mimimiysiimaIian iR ugaislian s
Account expiration )
- UAANGY) User BsmoiBimamsishinuiRugannong

1
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- MU User Account

- iUt User atifimitsinutys

Resetting Passwords and Unlocking‘User Accounts

- §SHG Logon MS(IFGIVSIHNGR)

- Unlock ﬁmj§1

- MIApung Logon 1 ﬁLUIEUZﬁJEﬂn8ﬁﬁLUSNﬁ

a

¢

- phmiHSiE HARERAANS User Account ATNUYA TN H2BAAMNRINUCUR TS

90-%-&- FMI|FESIHOHINTIHG

90-&-&-9- 5568 RERIHG

1- Security Groups.

2- Distributed groups.

3- Group Scopes
1. Domain local.
2. Global
3. Universal

99-%-&-1o- MsirnLIBjeniHG

Group AMMI{UY
1-Permissions 60§ & LH]Um Aifl Files 8% Directories

RIS user accounts 9 Groups TN AN MTEUARMITAT{ARY

ns
2-User rights t & § TNTENASJ Users i{{MaIGIMs System Users MIGREHRAIUES group

1S

Security group
windows 2000 operating system t[fjlfﬁ security group ﬂ"m&m: 9
i-ﬂtii[fm ﬁJLH]t'IﬁELﬂﬁ permissions Iﬁtﬁjg gmfﬁs}nﬁm £ resources

il
A

messages 1§13]{;UIS users ishin uinyw
- security group 1S UBRHA nLﬁﬁL‘ﬁiﬁ distribution group.
- Distribution Groups

= Applications i{fj' distribution groups ﬁijt'i@S’@m UBSNAGY security

21NN sending e-mail messagesi§ users W{ALISTinUiRYW

= gASSMTID distribution group ATNUAMNG permissions 9

- Group Scopes
- HSENAY] users MGAMNG permissions 9

ol

- HOAMNRFIIRGH network IREAMGIHM A group 9
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- Domain Local Groups
o mtﬁmmﬁ%%mmﬁﬁmﬁ permissions G :resources.
o domain local group B1SUHAN:HGANI{MY:
- fAdndimiuwnaa
. mﬁqmi{ﬁ resources {1l domaint
- Global Groups '
o iﬁﬁjﬁjUfﬁ users IR SAEIMIH{N U network access {GA
o global group ISAUFAN:HGARIMY:
o fAnnamnmunia
o I{J{MeU resources MSHN domain MY
- Universal Groups '
o iAPMASSORANNUANNG permissions GiM:IRUNASAAR domains ™
iifs |
o universal group B1SAURAN:HENRI[MY:
= GAGNGIMINRA-NRANGYAT domain AMYLS
. f—ﬂGtLﬁme{j resources fjil domain MY W
- inmordhiagk Native mode {iig:
- Built-in groupsfﬁmmSLf‘mﬁ
= Windows 2000 ¥1S built-in groups ﬁgsdﬁ:

= Global

=  Domain local
= Local

= System

- Built-in global Groups
*= Domain Users—msﬁigLﬁUfﬁtLﬁmefj Resources
= DomainAdmins-#18 &3 (M I MINIAT{ARIGAN $1AMYWAK domain
= Domain Guests-guest account & EUIRATUAIN ) ‘
* Enterprise Admins—mefi§LﬁﬁLﬁhtfﬁ administrative tasks NL&HﬁLUﬁg Network
FIMYY MUGYM administrators AMMIRATUE enterprise Admins
- Built-in local groups
= Domain users-{Al users FIUHUTNWNRATTAT
= Domain Admins-administrator A RATG AT
= Domain guests-guest account &N IR AIUATH
= Enterprise Admins-administrator &£ (IS ATUATH
- Built-in Local Groups
= Users- N8 §{AuiRIf{meU resources IRUHSEMA MDD ﬁ'J"g“‘h domain
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Administrators-t18 & §1{J{M eU§1 administrative tasks $1RHAIRR domain
Guests—msﬁ.ngﬁU’fﬁiLﬁme{j resources iR MHsgﬂﬁﬁjt[ﬁLm ﬁqumn@
Backup Operators-H1G backup S4 restore

Power Users- MGUIRaMGIATURRMNGIGAIWST resources.

Replicator-H1TG configure file replication service

Built-in system

O

O

Everyone-[ﬁfj users f—ﬂGt[fJ'Lm cUGieN: resources M default

Authenticated Users—ttfj'ﬁt[ﬁ authenticated group ﬁghﬁ‘j Everyone group
ifgimimi s Saidmaibim: resource

Creator Owner-Administrators ﬁaﬁi’m;ﬁ FUTURJ resources

Network-j8§1# user am@ATRUMSMUAAQFIAMywishid network 18]
{GAGIW resource u

Interactive-$ §URI G resources istiGAN§iRURINSMY 9 QAIA
logon 11§ g UM access G1me resources 1 LUU “interacting” mqwﬁnﬁi
Anonymous Logon gssﬁh user account If¥ Windows 2000 £8 authentiéate

Dial-up-ju§1%1 user R UARN dial-up connection
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SEHERD

Internet Information Service 7.0

Internet Information Services (IIS) security M8 ¢ UNBAM NN tigi@ﬁﬁttﬁ Wit wini
in 1S 6.0 ggrUMSaIBRM NG 11S 4.0 4 1slinuBigi 1s Alanys Fofhwidiasgums ik
HEMBSTiEYY

1S 7.0 §§UMS AN INMINMIS Windows server 2008 A “HidudsmstigihAsial
migi Patch 18116

ald

=

9.9 RHRN:F6ESESER IIS 7.0

1S 7.0 (i suifatgfuidiwm s uaan: A g o nkime:

FUEamMN2NRia§ismIAUER
Rrudysivepmavaiusismin@ausgmoidussmadinivmwuiadins
giRmn

HINSUMUST Applications S{UASIAANSFjY2MN

Utﬁsméfﬂ nismiteyRinfiu) & (Diagnostic ) SMIEN S [FNWUEN ( Trouble
shooting)

#USi Tools mLm'é'i A
w[U St Application { Al

iguiSMIAUTAR

X
A Xcopy deployment

,..3
Giky
fn
R Xc

9le-lo- FESEgie 1S 7.0

9-13A Server Manager

w-quﬁ Add Roles Link §S1i{M¥ Roles Summary

M- o160 Next 184U

G-t’[ﬁ FUITRUMITA Web Server (IIS)

¢-GGIF0 Add requirement Feature ITTWUUBATTIU Next

l'Add Roles Wizard x|

&& Select Role Services

Before You Begin Select the role services to install for Web Server (I15):
Server Roles Role services:

Web Server (LIS) = (& web Server =] Sy

JUMN 9V-9-WHNUMFIVA IS 7.0
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Add Roles Wizard X|

s I‘; Add role services required for ASP.NET?

*fou cannot install ASP.NET unless the required role services are also installed.

Buole Services: Description:
[=I Web Server (I15) nleb Server (15) provides a reliable,
5 Web Server manageable, and scalable \Web application

infrastructure.
= Application Development

ISAF] BExtensions
|SAPI Filters
MNET BExtensibilty

R dd Required ole Services 1) Cancel |

4

@ Why are these role services required?

JUMN 9W-W-MIRIgiH ASP.NET

9-G0I60 Next
F-{R TR M mMETS 1S §HE ASP.NET, ASP,CGI, FTP iifly
c-08apS i aidiaimiviwgoid mstal

Before You Begin
Server Roles
Web Server (IIS)

To install the following roles, role services, or features, dick Install.

@ 2 informational messages below

|»

Role Services (D This server might need to be restarted after the installation completes.
Confirmation ~ Web Server (II5)
Progress (i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
Results

CPU usage

Web Server
Comman HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errars

Application Development
ASP.NET

.MET Extensibility
ASP

CGI

ISAPI Extensions
ISAPI Filters

Health and Diagnostics
HTTP Logging

vt [

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel

JUMN 9V-Mm-Mitigik IS 7.0
&-G6100 Close 1R gjumumiBigih
9)-M- HORSREESIENBIHBIFSHT IS

Snnoywiansiiunsmigauitin: 1s AmipopERihwid Interface 1GANA 1S
Manager
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gAMo1Suimi Configure Server MSIMWHSIAMURUNSEONRIMY

Start=>Internet Information Services (IIS) Manager

Ease of Access Center
@ Administratve Tools »

""‘—F Internet Information Services (IIS)

¥ Manager Help and Support
e —————————et
Run..
L3 All Programs
IStal't Search (O] I = I » I

[Frstare | b = |

JUMNE91-G- 1IS manager

?E Internet Information Services (IIS) Manager - |E||5|
@—@ ['@3 b StartPage & < @ -
File View Help
Q- |7 |8 Internet Information; S
Application Serer Manager
é..ij WINSRY1 (PNTC\adminis
,';:' Application Pools Recent connections Connection tasks
[+-[@] Sites
Name Connect to localhost 115 Mews an
QQ!WINSF'.'IJI Connect to a server... 115 Downloz
Connect to a site... 115 Forums
Connect to an application. .. TechNet
MSDM
1S News
115 Mews is disabled, dick the Enable II5 Mews link to get the most recent online news.
1| | ¥l 3
Ready

umn G91-E-1IS manager start page

> '

iynnstnningin Sever isiahfinismimy gashndm containers fid:

- Applicatopn Pools
- Web sites
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15115 Application Pools tHg{iA Applications D{AL thitasasAhA Applications 1R IMIFIMeY
[Auiuash g figm:th applications SYWINSENAESHMMNYUW Worker Thread fIUZSIUAIN HA
gsmomignhiAn wifiamsigihisiah Sywain mémr;jzjmsmuii'j:mmﬁm
Application 15§ji1:1¢18TinUN zﬁﬁmﬁﬁ application pool 15j1 & 4
MUISITY DefaultAppPool {5IT suraghAginuismidigiug

—

J‘) [J b WINSRVL » Application Pocls

application

=10/
@« he-

File  View Help
_. : @ Application Pools [ —
€- |7 |8 é! PP ' Add Application Podl...
&= Start Page Set Application Pool Defaults
Egg WINSRV1 (PTC\adminis This page lets you view and manage the list of application pools on the i
Y o server, Application pools are assodated with worker processes, contain Application Pool Tasks
T Application Pools one or more applications, and provide isolation among different
[-|@] Sites applications. b Start
B s
Filter: + (G0 - (5 Show Al | Group by: . top
< Recyde...
Name = | status | .NET Frame... | Managed Pipeli... |:
|5 Classic NET App... Started Classic | Edit Application Pool
<LetaultAppPool Started D Basic Settings...
QTSWebAccess Larted Recyding...
Advanced Settings...
Rename
)( Remove
View Applications
al
IUMNg 919-9-Default AppPool
i
@f) [951 OWINSRVL b | < 5 1@~
File  View Help
Q- Wiz 8 0‘§| WINSRV1 Home -
. -
‘;1 Group by: Area v ' ==
. b Start
s
@ stop
i,[\ Authentication View Application Pools
ﬁﬁl Default Document SR
=4 @ Hebp
Error Pages Oniine Help

HTTP Response Headers

%?ﬂ Handler Mappings
E‘ ISAPT and CGI
% Restrictions

ﬁn-_ MIME Types

v

é;%ﬂ Modules

Logging

?Hﬁ Qutput Caching

! Server Certificates
iy

3
Worker Processes
&y

Management

#‘é Feature Delegation
1=

Shared Configuration

JUMNG 91-fl- IIS Server Home Page

musiifly 1s pinstigfiiumnsmiai{gia Static Webpages (1M ( HTML) Y
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iigAnstanio i sMIAgGIN: Dynamic contents 58 ASP.NET,CGI HA{AIRIGIMN
uiguig)a

a o a

Default Web site 1S §MR I RISIR 1G0NG c:\Inetpub\wwwroot 4 Home panel tS‘lﬁﬁﬂgﬂ

R smtﬁ?mmﬁu@mﬁmmﬂ:ﬁwmgﬁfgé’ s Object IRUMSIFE fuifes

2

) _ o R
‘ @ @j b OWINSRV1 W | & e -

@3 WipERV1 Home CActions
Manage Server
Group b, Area [E5] ~ = Restart

File Wiew Help

-
=
B Start
B Stop
ASP _[iE) Authentication View Application Poals
= | Compression .ﬂ. Default Document LS
= 'Q' Help
Directory Browsing Error Pages Online Help

' ﬂ Handler Mappings HTTF Response Headers

9 ISAPI and CGI = .
% Restrictions LJ Logging

W= MIME Types ‘Gﬁﬂ Modules
#¥| Dutput Caching —alr Server Certificates

LT,
&' Worker Processes

Shared Configuration

JUMNG 919-G-Home Pane

List page Athmnaaihpinsifupvunmimnaisinitugime aquinh 1§
G510 MIME Types Qi mniis MIME Types SHAIRUDSAANGD Web site [INSUIM

il
wn \)ﬁu
AvjumMN 9u-64

al
8]

@;‘:4‘ [ €5 » wmsrvi » | @ -

File Wiew Help

Comnections CAdtons
CS =TT @) MIME Types add...
i gj start Pags Use this feature to manage the list of file name extensions and assodated '@' Help
= EI g”.fg‘;i:i:ﬁ\:j:mls content types that are served as static files by the Web server. Online Help
= =] Sites Group by: Mo Grouping -
FHTC Wf" site Extension = [ MIME Type [ Entry Type -]
5@ ceane sl S i -
0 R .aaf applicationfoctet-st...  Local
2 Rpowithcert .aca application foctet-st... Local
oy q 1= .accdb applicationfmsaccess  Local
.accde application /msaccess Local
.accdt applicationfmsaccess  Local
Lacx application finternet... Local
.afm application foctet-st... Local
.ai application /jpostscript Local
aif audiofx-aiff Local
.aifc audio faiff Local
aiff audiofaiff Local
.application application fx-ms-ap... Local
.art imagefx-ig Local
.asd applicationfoctet-st... Local
.asf videox-ms-asf Local
.asi applicationfoctet-st... Local
.asm text/plain Local
s video/x-ms-asf Local . 'Ll

jumn 9V-E-List page

Property Grid {aiqSI{JUNmE Properties 13§41 I{5IMS Configure 9 Property Auingihinid
Friendly Name 83 Configuration Name A GIaigiuah
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*E Internet Information Services (IIS) Manager

=10/ x|

@@ [Gﬂ b WINSRVL

}

EE T

File View Help

Comections
€-id|” |18

------ Qﬂ Start Page

-5 WINSRV (PNTC \admins|

q;! .NET Compilation

S Y riendly Names
Batch Conﬁguraﬁon Mames .
Both Names
Maximum File Size 1000
Maximum Size Of Batch 1000
Time-out (hh:mm:ss) 00:15:00
B Behavior
Debug False
Number Of Recompiles 15
Url Line Pragmas False
Visual Basic.NET
B General
Aszemblies String[] Array
Default Language vb
Temporary Directory

JUMN 919-90-Property Grid page

5y Apply
5¢ Cancel

© rep

Orline Help

Internet Information Services (I1S) Manager

@@ EIET

FECICE

€ H|” e
-3 Start Page
E...Gﬂ WINSRY1 (PNTC\adminis|
i} Application Pools
[-6) Sites

muisiify miptpiG 1s foywipiastes sighasynpitidfuniysds
Web Management Service WMSVC IR U{aiMS Startup 1N WHATAT{ARY
mitigj8hidn IS Remote Management

0‘;! Machine Key

Use this feature to specify hashing and encryption settings for application services,
such as view state, Forms authentication, membership and roles, and anonymous
identification.

Encryption method:

[sra1 =
Decryption method:

[Auto =
Validation key

¥ Automatically generate at runtime

¥ Generate a unique key for each application

IAutoGenerate,IsdateApps
Decryption key
¥ Automatically generate at runtime

¥ Generatea unique key for each application

IAutoGenerate,IsdateApps

JUMNE99-99-Dialog page
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@ If your server is part of a Web
farm, specify validation and
decryption keys.

5y Apply
5 Cancel

Generate Keys
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9-13A Server manager
¥-1817# Roles summary
m-181160 Web server (IIS)

oo

uu

1

o

1fU Web server (IIS)
G160 Add Role serfice

G-Tick 1FU{UHU Management Service Checkbox §GARIUMN919-919

Progress

Results

Select the role services to install for Web Server (1IS):
Role services:

I:l Tracing
I:l Custom Logging
I:l ODEC Logging
= [@ security (Installed)
[[] Basic Authentication
[] windows Authentication
[] Digest Authentication
[] client Certificate Mapping Authentication
[] 115 Client Certificate Mapping Authentication
[] URL Authorization
Request Filtering (Installed)
IF and Domain Restrictions (Installed)
= [@E Performance (Installed)
Static Content Compression (Installed)
I:l Drynamic Content Compression
= [@ Management Tools {Installed)
IIS Management Console (Installed)
[] 115 Management Scripts and Tools
Management Service
=[] 115 6 Management Compatibility
[[] 115 6 Metabase Compatibility

TTE & AAIMAT e mikilita

Description:

Management Service provides
infrastructure to configure the IIS 7.0
user interface, 115 Manager, for
remote management in IIS 7.0.

=

More about role services

= Previous | Mext = I Install I Cancel I
a .
IUMNF9V-919- Management Service
a
-GGV Install
a
9-GGifU Close
FI-UG Server Manager
dM
G-1UR 1IS Manager
E-GUIUINNIUN Server
90-§GNIKAEYSIU Management Service
a “ .
99-G01U Enable Remote Connections checkbox
o1
@;, [ej b WINSRV1 b Jiﬂ @ -
File  view Help
: mes
CS=TETY qé' Management Service @ e vereoament servee
58 e S
€5 WINSRV1 (PNTC \acminis remotely manage the Web
= server by using 115 Manager.

& Windows credentials only IS/ Apply

[5¢ cancel
" windows credentials or 115 Manager credentials

Restart

Connections > -
P address: Port o swp
[l Unassigned | 517 =

@ Hep
SSL certificate: Oniine Help
I\“A’MSV(—WINSRVI |

¥ Log requests to:
I’/-SystemDrivE %\InetpubYogs\WMSvc

IPv4 Address Restrictions
Access for unspecified dlients:

Allow =

iumn §ow-9m-miidn 1IS remote Management
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919-'Q’Gt£fi Start 18154 Actions pane tt’jﬁj Start Management Service

9M-Sta rt=>Administ‘rative Tools=>Service

9G-GONIRRASIT Web Management Service ITIWUIUBAYIA Manual BAM Automatic
startup 9 GG Ok 1716} Save N v

File Acton View Help
€9 |mEcs|@m/ > mnw
*, Services (Local) Mame = | Description | Status | Startup Type | Log On As | ﬂ

“ Virtual Disk Provides m. .. Manual Local System
“. WMware Snapshot Provider WMware Sn.., Manual Local System
“ WMware Tools Service Provides s...  Started Automatic Local System
“ VMware Upgrade Helper Virtual har...  Started Automatic Local System
% Volume Shadow Copy Manages a... Manual Local System
£, Web Management Service The WebM... Started  Manual Local Service
Ok Windows Audio Mananae a Mani il | | nral Service
T Y W e)=r s Web Management Service Properties (Local Ca Xl btem
&4 Windows Color System vice
> General | Log On | Rec Depend

. Windows Deployment 5 | S l Sy I EpSnces I tem
. i i i 4
* \n’fndo:\s Driver Founc!c Semvice rame:  WMSve tem

+ Windows Error Reportir tem
(% Windows Event Collect; ~ Displayname:  Web Management Service S
C Wi W
", Ufndm\s E.vent Log Description: & Web Management Service enables remote and d viee

s Windows Firewsll elegated management capabilties for administrators < vice
% Windows Installer tem
% Windows Management Path to executable: tem
S Windows Modules Instz.— C:\Windowssystem32\inetsrv\wmsvc exe tem
% Windows Process Activi tem
¢ Windows Remote Mana | Staitup bype S
%4 Windows Time vice
% Windows Undate Help me corfigure service startup options. e
. WinHTTP Web Proxy AL . vice
¢ Wied AutoConfig Service status:  Started tem
£ WM Performance Adag Start Stop Pause Hesume tem
Sy Workstation Vice
% World Wide Web Publisl  You can specify the start parameters that apply when you start the service tem -

JUMN9W-9G-MIYIN Manual BAM Automatic Startup
912-&- File §5555385 Configure IIS 7.0

Sanclaasywnsiaigial 1S 7.08hmsid File SSa3) IS metabase RI[EU
[AUTARMI Configure Server MuMIBa ASP.NET 84 1IS configuration settings {{IT SULNIUIN
file iYW Configuration i SICAIGMEN GIRARA: u

- Machine.config:MiANNHIS:SUISRENUIFIT Server UYMW GUMSH .NET 84

IIS configuration File 4

- ApplicationHost.config:MiAAN#ISsSANAImuIiGim: 1S wegumsHRUMS
Annan Machine.config File IS:mS§ﬁﬁhﬁzmS’1§s’ﬁﬁ%systemroot°/o\system32\inetsrv
- Web.config( root-level ):MIiA NG HIRISFINSICAGIWITNIW ASP.NET applications 18]
iU Server iAW gUUSH Machine.config 8§41 Application.config 4 File 183 {5iiAN §Ais]

G Y%systemroot%\Microsoft. NET\Framework\versionNumber\CONFIG.

- Web.config(application-level ):Mifi AN &1S (I ST U{AU[ARIFIG  Configuration

Settings fJ[H1U ASP.NET applications 9 h¢¢umsugi files §1T4 File tns§miadnis

WG File ASP.NET applications iR14
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9l-o- ms‘ésﬁmsiﬁs’siﬁe (delegate Administration )

ishnuiiuluntwd s o smipUphywinangBrsmaddinohaumi Config
-ure MY application SYWIRUHADNSUINISHT server 1UIHAY DA ﬂHf}iﬂUH”LUfﬁm
HS A JuA AR oiaipismyagimnun swidsiamoptphislgimn
IS Server 9 Gifn: 11S7.0 HAMGHAIANIUI TG IM iR AIRIA 9IS Globla Configuration §igsh
MGANHIFIT web.config
mugig Fisuaan:ficsuithwid 1S Manager

Takinwywismi Configure delegation A1 MU[MUIATS 1IS Manager HAMG Configure
delegation 1STAAEA Server IBUMIRIFNFIS:NSAGNIFHT sites FdHaISIID Server Yf
gﬁmﬁtﬁﬁﬁ site delegation G1in: Web site MHHUJﬁﬁLmﬁﬁmSﬂ

184} Configure site delegation tiHSIAMETINSTTARIMY:
9-13 1IS Manager
-GOIU IS Server
M-GGAIRNI Feature Delegation 18174 Home pane
G-1E4jut Delegation qaﬁmhmﬁmgﬁn:ﬁtmmfﬁ UEATRUMILIWUUEAGOIT delega -tion
state ‘t’ﬁvmgﬁm@ﬁ;msigﬁ Action pane v

Gg- WINSRV1 Home
Group by: Area - "
=]
IIs
s
(=3 5\1 N e | 2 = |
= e ] = .ﬁ. =5
ASPE Authentication Compression Default Directory
Diocument Browsing
— =~ = = =
Error Pages Handler HTTP IPv4 Address ISAPI and CGI
Mappings Respo. .. and Domai. .. Restrictions
- = - " -
\r T I =
L il j3 & L
ISAFI Filters Logging MIME Types Modules Output
Caching
B
= &%
L
Server Warker
Certificates Processes
Management
- i T _ l_ =
5 N . ) Bz —
o i o =
IIS Manager IIS Manager Management Shared
Permissions Users Service Configuration
-

JUMNOV-9¢&-UMN R Feature Delegation
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Internet Information Services (I1S) Manager

@@ [ € » winsRvL »

Comnections

I 0‘;’ Feature Delegation

&5 Start Page _ _
Eiﬂ WINSRV1 (PNTC\admini Eiil?iﬁ }’Iesaa;:o;onﬁgure the default delegation state for features at lower
2} Application Pools o=
e Sites Group by: Mo Grouping -

Name = | Delegation I 4|
.NET Globalization Read\Write
.NET Profile Read\Write
.MET Roles Configuration Read/Write
MET Trust Levels Read Write
MET Users Configuration Read/Write
Application Settings Read fWrite
ASP Read Only
ASP.MET Impersonation Read/\Write
Authentication - Anonymous  Read Only
Authentication - Forms Read/\Write
Compression Read\Write
Connection Strings Read\Write
Default Document Read Write
Directory Browsing Read Write
Error Pages Read Only
Feature Delegation Read fWrite

JUMN9V-99-UMMR Feature Delegation List

iynpimIuIRacnl MY Delegation Gitn: Site AMYWAAMAR HAIHSIAMEGINSAN
TRE

9-1{# IIS Manager

ls-qnm'? IIS Server tsﬂgh Connection Pane

M-GGHiRAa SIFU Feature Delegation tsﬂgh Home Pane {U&J Server
G—G'Gﬂﬁ Custom Web Site Delegation $S1i} Action Pane

@-@ & wnsve » @ fhe-

Comedtions |
TR ﬁi! Feature Delegation

> SFT'ERPEQEGWC, Use this feature to configure the default delegation state for features at|
q - ISE IS Teature conngure e derault delegaton s I Teatures at lower
=2 3 i levels in 115 Manager.

;’ Application Pocls
[-[&] Sites Groupby: Delegation - Online Help
Name = | Delegation R
Read/Write
.NET Compilation Read,Write
.NET Globalization Read,Write

JUMN9V-9-UMMA custom Site Delegation

d-sinhmniuinma site ga{pid wTawn Site I UEAGH Configure
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Internet Information Services (IIS) Manager

@@ |85 v umsRv b

& < 2@ -
_ & custom Site Delegation _
€-H|7 |8 . Reset Al Delegation
&5 Start Page Delegati
Elqg meR'.l'gl (PNTCachminis IUse this feature to spedify a delegation state different from the default delegation Ll s
i Y state for a specific site or application, @ Help
g Application Pools Sites: .
[#-[@] Sites Online Help
Copy Delegatior
Name = | Delegation | ﬂ
MCT Maramilabine MNaad Ableida I

gUTﬂL‘]@L‘J—@G—UQﬁ@ﬁ Web site T2 UHAGH Delegate

<

D-hywmis:igl gamoimipaoyidin: Web sites tiismsihwyAmSIagoild Copy
Delegation U Wi (Uit AstUA Additional Site

Internet Information Services (IIS) Manager

@_@ EIIETE

PR
_ @ Custom Site Delegation _
@-H|7 |8 i! Reset Al Delegation

-5 Start P Delegati
Elgg W'J]:.ISR:‘QIE(PNTC\adminis Use this feature to specify a delegation state different from the default delegation g L
") Applcat state for a spedific site or application, @ Help
i ication Pools Sites: .
[#-[@] Sites Online Help
[Defauit web site 7

JUMN9V-9 &-Uini Copy Delegation

fl-Configure §i Feature Delegation State Wi T astn Site SR UEAGH Delegate

Select sites to which these delegation settings should be
applied.

] PNTC Web site

oK I Cancel |

JUMN9Y-9 8-UNMR delegate GiEns Web site 18

194



9ly-¢)- MIBSESHSIESIPSESINMmNEaICssnSeEs

Urgni’ﬁmtu?mﬁiwﬁﬁfgq AATHY W Applcation AN S[FNWUIN SHNNNSAT & (enor)ifih

v

16149 1nug shimif AT UL RS SHGIRUAATSUGMIRUMM U3 SAY) A e 6] Gih Applca-
ton S SHoifmsymauhie fgmmsmmgm ginudpddgiimnamauinsingiushd
Server 1

ifginamh gapinsiamutunsgoaimy:
9-Tracing {ikiatigiRisink 1S
lﬁ-t@jhg’ﬂﬁi}ﬁﬁt’ﬂ FailedRéquestTracingModuIe BN ANNAISIAR 11S Manager
m-sGA Failed Request Tracing '
&-Configure Failure
Setting Up MIRA{MMITEIATUN S WIth WA W{HIg
islineuss: HnS’ﬁutGﬁJ IS Tracing IWUIUGAHA ﬁﬁjumﬂf‘ﬁﬁtﬂwsﬁtﬁﬁn
Sweswymiunfwidn sever Sanfillgjanpodauiliammamoim:uaeanfegiom
gu:
9-1(A server Manager
ID-Q'Gm? Web server (11S) 1811 Roles Summary
M-G5160 Add Role Service '
G-Tick 160 Tracing mNiIS Role Service I WGGI Install

Bl Role Services

Select the role services to install for Web Server (TI5):

:| Confirmation Role services: Description:

y  Progress — Tracing provides infrastructure to

I 5E App||c:a_1:?|1__[)ev:x.a-lo-|:im_e?t (nstalled) ﬂ diagnose and troublesho ot Web
Results Pem L AR ) applications. Withfailed request

tracing, you can troubleshoot difficult
to capture events like poor
performance, or authentication related
failures. This feature buffers trace
events for a request and only flushes

LaAFLIters nstaled, them to disk if the request falls into a
[] server side Indudes user-configured errorcondition.
2@ Heahh and D|agnoshcs [Installed)

E Loggmg Tools

v |
Il Cusb:m Logging
["] oDBC Logaing
B & security (Installed)
["] Basic Authentication
[7] Windows Authentication
[] Digest Authentication
[ client Certificate Mapping Authentication

[ 115 Client Certificate Mapping Authentication
1 101 At ariation j

More about role services

=_-'5'.':-;s-| Mext > I Insts Cancel

UMNoV-v O—’mﬁ’[ﬁ FUTTRULUA Tracing Al Web server
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&-53A 1IS Manager

E-ILE FUTTRULUT Server 1814 Connections pane
n-GoNERAISI Modules il Feature List

*E Internet Information Services (IIS) Manager

Y

@_@ [Gﬂ b WINSRVI »

@ % 51@-

Flle —View Help

€-d|" |8
¥ Start Page
-9 WINSRY L (PNTCachminis|

Gi‘gl WINSRV1 Home
?
Group by: Area M '
HTTP IPv4 Address ISAPTand CGI ISAPI Filters ﬂ
Respo...  andDomai.. Restrictions
4 F
Logging MIME Types
EC

Open Feature

Manage Server
Restart

Start

Stop

View Application Pools
View Sites

@ nep

B v T

JUMN9V-Y9-MiiEuTatun Modules

G-iS1Ai Web sites folder 2135{MY Server 1S1A# Connection pane t[ﬁ FUTTRI IR Web site 156U
ﬁﬁﬁfﬁtﬁ"ﬁ Failed request tracing

‘E Internet Information Services (IIS) Manager

=10 ]

@g)\ | &5 > wmryz >

@ - @

File  View Help

Comectons
e iHl” e

------ Q:Ej Start Page

- €5 WINSRV1 (PNTC admiris

Gigg Modules

Add Managed Module...
Ci Native Modules...
Use this feature to configure the native and managed code modules that -
process requests made to the Web server, Edit...
Group by: Mo Grouping - Unlock
Name | code "N X Remove
AnonymousAuthenticationModule  Yowindir %\System32Ynetsrviau. .. View Ordered List...
AnonymousIdentification System.Web. Security. Anonymo. ..
ConfigurationValidationModule Sowindir%\System32\netsryival., @ Help
CustomErrorModule Yowindir %\System32ynetsrvicu. . Online Help
DefaultAuthentication System.Web, Security. Defaultau.,
Sowindir 3 \System32\inetsry
File &t sthart

JUMN9V-VL-UINMA FailedRequestsTracingModule &l Modules

€-181} Action Pane Qﬁtffi Failed Request Tracing

9 O-iSi‘g“h Edit Web Site Failed Request Tracing Setting dialog box Tick ifffLUHt'i Enable checkbox
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=lolx|

| "E Internet Information Services (IIS) Manager
@@ [@ b WINSRVI F Sites b Default WebSite P

@ f@-

File  View Help

EETEI) q Failed Request Tracing Rules

|'f Start Page

=Y PNTC Web site :
- @[] aspnet dient 1 Group by: No Grouping b

. |Jze this feature to configure tracing for failed requests. A request trace is enable logging F’f fa“E'd.
i \IF‘I'NSRV.I {PlNTC‘l,admmmtrator} logged either when an error status code is generated or when the time requests for this Web site,
L=} Application Pools taken for the request exceeds a spedfied duration. If both conditions have navigate to the Web site Home
- @] Sites been fulfilled, the first condition that is met will generate the request trace. at the server scope in the I15

® Failed request tracing is not
enabled for this Web site, To

Manager and edit the Failed
Request Tradng settings from

Path = | Associated Providers | Status Codes

| - the Actions pane,

P rpc
% RpcWithCert
¥ TS

I%SystemDrive %linetpubYogs\FailedReqLogFiles

Maximum number of trace files:

e

oK I Cancel

_l View Ordered List...

Edit Site Tradng..:

VIETT T T,
Revert To Inherited

|@ Hep

Online Help

iumn 91-B m-u;ﬂn mﬁ Edit site Tracing.. .84 Enable Web site Failed Request Tracing

99-1817 Web site Home pane, Djﬁﬁiﬁﬁm? Failed Request Tracing Rules

91-ifHjUila Failed Request Tracing Rule § 5160 Add 1S1A# Action pane
=k

ggj [e » WINSRV1 P Sites » Default Web Site #

|6 <l 1@ -

Fie View Help

> Default Web Site Home
%'HlJ |& Open Feature
k StartPage i =
WINSRY 1 (PNTC\administrator) | | | STOPDYE Area . i Bxplore
Q Application Pools = i) = [/] d Edit Permissions...
- (&) Sites ASP Authentication Compression DEEEHUEI:\ . Edit Site
B PNTC Web site .
[ | aspret_dient — ) .ng
1460 Defauit WWeb Site !éﬂ [5] Basic Settings...
Directory  Error Pages RlSel:ibaadl  Handler View Applications
Browsing 1 -acng GOSN Mappings View Virtual Directories
E=h - = Manana Wah Gia )

UmMnNov-v G-ﬁ“lﬁ[ﬁﬁjt?mujﬁ Failed Request Tracing Rule

9OM-ANGHIRUHRGRM S AR

Add Failed Request Tracing Rule

g Define Trace Conditions
]

21|

Under which condition{s) should a request be traced?
v Status code(s):

|500\

Example: 401.3-999,405

u Time taken (in seconds):

™ Event severity:

IError j

JUMN9W-VE-ANNA Code IRUTRUINM
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I Edit Failed Request Tracing Rule

i —
1 ‘__ _ Select Trace Providers
3 )

Providers:

2 [Oase —Provider Properties
U [ asPNET Verbosity:

I\ferbose A

Areas:

[w] Authentication N
[w| Security

] Filter

[ StaticFile

[ CGI

[w] Compression

[w| Cache

[¥] RequestNotifications j

Previous | ext | Einish I Cancel |

JUMN9V-VE-AR{MNN Event IRUNAFRNYW WWW server
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NSO ing WsrMmGRigTRiwin asicserver Manager interface 84 run WG
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U F1H Management interface YU information stores,schedulers 88 manager mniRijmy
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n =

AR fnons

WSRM console Graphical interface [MUSTNUAUIARER Monitor
WSRM 9

Distributed Component Object Remote APIs i{J i1 UNAGHINY Client 8 WSRM
Service

Model (DCOM) interface

WSRM service service  oyjhinudinhimidminsdmijasAR
resource 9 MINHUANAMYIMS process §ﬁﬁjUt°3
UMM s mugn U siiywun
Sumiugn resource NEMITAI:MIA process IMIA
mymiAnN#iuhioAisResource

Accounting database BANASHAMIAUAR Process 1SHIT{A: PerProcess
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i

WSRM settings A S1 Current Management Settlngs 9

L 4330

Calendar EnLﬁn‘WiﬂﬂiuﬂJ?]nGﬁSﬁLUﬁ@Sgﬁﬁﬁfﬂi y
Memory Manager [AUTARIGMIALNS Memory tﬁHjLﬁﬁLﬁﬁmaj'Process 9
Kernel Scheduler YU S{AtProcessiSliBGNUWSRM
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gl Server IUSUHAY mLm ia(gG1S: WSRM msummshﬁmntmmsummmmwtﬁ
it Systemd ufiRRis:Esmointms WwdssisfithmiginsAnnaihw  Microsoft
Nmngiutﬂﬂmimmm{jE{]htS operating system U file mms,asmimsmmnugwmm
Processes ARISSHERMY:

4 Csrss.exe

a2 Dumprep.exe
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4l |Lsass.exe

4 Msdtc.exe

4 Services.exe
1 Smss.exe

4l Spoolsv.exe

4l Taskmgr.exe
4 Winlogon.exe

4 Wmiprvse.exe

WSRM Service

IRAAI21SIS WSRM At WSRM Serviced ARSIERANINGUATS WSRM DAANATSS
ProcessiUf Server 10aigA k] uidunigl SimuminnisapianEimiRumsEntY hE
N8gguguEiUmMIEanSymMnBMaS Resource UfS CPU §% RAM §iG N G{AU{ARIG
Process (R ARAAEAISRUG:MY 1slinuamitn process Gywinimsiadm WSrRM
Service SRIUUIHJU process 11:8RmMNIS process IRUNUUMUYESNOUMUIhwD
algorithm Lﬁ;iéﬁm§mn%ﬁmt§mamgenﬁ§§wm§mn‘t’ﬁm§ﬁmsﬁhnﬁﬁmﬁ@ﬁ policy U8
#7108 S{AIMIS process I91: (HINSATUTMWAIWIBIAIF AN defaultgroup‘ttﬁtﬁ§ﬂm1’ms
[aaN8H]hW Default group4 Default group (i S1atuRiGA Resource iwisms{muthw
imuminnismiasARIwmRshicnsgmARGIAMY Default group process FINHESY 10
WSRM service it process i mmigﬁhmﬁﬁhmnﬁ process process IS {HINSTIAGHA
GUARAYRYWER process tﬁjhtsjﬁfﬁmm@éhmgmfémjwﬁuﬁ@tm:ﬂ IWwARINSHA
thétmiﬁs utilization IR Ui SAMNAISTANIMUMIANISITT MNRiS process IR UANMEIANI
musiApinspailayhig)a tﬁfffsms‘fﬂﬁ’LULtgmmnmStﬁmsjhmﬁﬁm?nmﬁ’ﬁmmf%
nnsanisgwydisidmuminhingaituaunyiging islinuamitns process gUsit &
1618 miiny resource ¢athimuil hARIM SEAISII{MY algorithm (AU {ARIGIMEMN Process
AIwUTRIR U@ ATST resource thit process §# process SRigATFHIT process HEMNIRUANNG
[ORIuTYRIg)a
LIMAHSIAS «MIBgjh WSRM>

WSRM §siusin Service role 184 §tuiglign hAm uaan:Aivmituntnsins iBums
i sEgiuigli Machince Server iR (UENS OS i Server 20084 ifgiBigTh WSRM giiimy
BUns MY
Runsisminsgigs

9. 0n3jRsiNimI Server manager
©. GO LinkiS Add feature 154157 SiFi% Add feature wizard

HA
IS
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A{Yi3] WSRM 216NiMi9 GO Next

Add Features Wizard

§fU Windows System Resource manager ( §GjUMNFI-9 )9 q:qmd’f Add Required
feature (BGjUMNAN-9) BT OE N2 F]H Windows Internal Database 18

{iﬂ Select Features
L

Confirmation
Progress

Results

Select one or more features to install on this server.
Features:

] Quality Windows Audio Video Experience
|:| Remote Assistance
[[] Remote Differential Compression
[E] Remote Server Admiristration Tools {Installed)
[T] Removable Storage Manager
|:| RPC over HTTP Proxy
[ simple TCR/IP Services
|:| SMTP Server
] sNMP Services
[ storage Manager for SANs
[7] subsystem for UNIX-based Applications
[ Telnet Client
[ Telnet Server
[] TFTP Client
Windows Internal Database (Installed)
Windows PowerShel (Installed)
\Windows Process Activation Service (Installed)
[E windows Server Backup Features (Installed)
\Windows System Resource Manager
[T] WINS Server
[] wireless LAN Service

More about features

Description:

Windows System Resource Manager
WSRM] is an administrative tool that
can contral how CPU and memory
resources are allocated. Managing
resource allocationimproves system
performance and reduces the risk that
applications, services, or processes
will interfere with each other to
reduce server efficiency and system
response

U £1-9. mﬁ?ﬁjtﬁ‘ﬁgi Windows System Resource manager

iU 1-V. MiUigu§i Windows Internal Database

Add Features Wizard | X

.-f‘: Add features required for Windows System Resource Manager?
- et

j “fou cannat install Windows System Resource Manager unless the required features are alwo ingtalled.

Features: Description:
windows |rternal Databaze windows [nternal Databaze is a relational d..
| Add Required Features I Caneel |

iy are these features required ?

@ i g Y

SRR I

Confirm the Installation Options Ugﬁfjﬁﬁq{i Install
G0 Close 1S1i01V installation gﬁnffj !

Reboot server I start Window system Resource Manager service (U6 SiGhES 1S
MSOWIEEY  WSRM console MTIfMSAMwANMIIAWA start JGWA

Administrative Tools U §1fJH AWwn Windows System Resource Manager
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WSRM Management Interface

)t
D?

Windows Server 2008 &Jgiath interfaces IRUMSARNFIAMUIRIMLNT §ig:hBsiG M
iRoute 1stinouitdifa WSRM management interface 4 it 8l interface 918TiRAFG I
Tﬁjﬁiﬁ§ﬁ IIS 7.0 management interface BG{UMNF-M {HINSUMMY pane RIFRAD
Navigation pane UM SHTU{NG access IF1MS UM MAI{RIIS WSRM 9 Uﬁh?mtgjn pane
IRUISIAAMUEIN SNt Home pane &AM primary interface IRUTMAIGRAITNU
configuration information {HIMSUMMIRMTIEMIAUIANMSY pane UAHAM  context-

sensitive Action Pane 9

<D3 \ZW.

)

ishinuidhmiiglms WsRM-enable sever MiGatiy ifudhidmmnhaipuywin
TN SIUAMN: WSRM IR UANREIENIMIUMIBATOM links MENYWANA@E  IRIR IR
UIRAMSE WSRM 4
291110AN:

nEhUIMMDIA Calender, Notification U Account component BWAMIRUMGIHM TR

00 links EE{EMIGIAU settinggiRis1:Y
isladdnnis: géﬁjgiﬁmﬁ;’mﬁ%s configuration {3218 I8YWIANR WSRM §GHh: imumian
ARG éesource mgzgn?sﬁwtcﬁ Process (UG S LU5§S Resour‘ce Monitor §8 Accounting
ifsufudsnsilandounie  wskRv  ASsmopinsapvdanfidmuminnAonsg

resource DARGITEN monitor resource utilization I8

FgWindows System Resource Manager (Local) ngﬂ
bl ] Windows System Resource Manager (Local) Actions
4 Resource Alocation Polices (Moot | Windows System Resource Manager (.. +

‘l,ﬂ Process Matching Criteria
1 Conditons
[ 1] Calendar {Enabled}

Windows System Resource Manager

Click the icons below to change WSRM settings.

@ Connect to Computer...

mr bt WSRM Management is curertly - RUNNING B Export WSRM Information...
esource Monitor
j] Accounting {Enabled} @ Import WSRM Information. .

Reset WSRM Information b

@ Stops Windows System Resource Man. .,

j "‘:, @ Properties...
View 4
Calendar - Enabled Management Type - Manage  Selected Policy - Fqual Per Process New Windos fro rere
(G Refresh
Help

A B 7

Notfication - Disabled Accounting - Erabled WSRM Help

For context sensitive help in WSRM, click the Help buttons

iu fI-M. WSRM management interface

Resource Monitor ISﬂnh navigation pane HASRIMinterfacelR UgARUMSITM FR home
paned RMINGAME Resource Monitor iAmaiSsms Htﬁmﬁ‘fﬂﬁ versiontRAUIBU NS
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Performance Monitor GVaJi5 fUT{i81%4 version Y8 9iswWindows IRUshywmiviguigng: s
1g)aumum

Process iRMU{EiSUG 2N Gw

Process IR U[RISAUASANIRCWAMS AT IS AM A igmehifmiRanaSwanmuminni
an FU AN ﬁJ’HUﬁN [USﬁLnfoI nU UIIM S Process Process fuﬂiLnfSﬁﬂJ’nZﬂﬂfSulUH]SuSSﬂi
mmurlnnﬁgswm@wmgtmwwmgn Residual 8% IISApool 4 Residual MUMyWEAAL
process FhHE IUIWAMGRHINSITN UASITEACHIMUMINNIUEANMATNIFAT
process running system ﬁjﬁ'ﬁjrﬁ“l [ISAppPool @in’n&;wéh IIS application pool worker }Jorocesses
1 hiathesiiunasamas G sims 1S (gims install siwiByachuidagi Policy $ihgnw
{80J resource IIS worker processes 9189 (YA NS GWHIGIRAT [Uwﬁcﬂ file, command line 1160
users 811 groups TTWHAMGAUARSIFIRURAUL T SSthA Uqgm

2 vunN:

HAMGUIRAIMUMINNYWIR g ARITNIMIFAD account IR SISIAR{AY User Local
tigBspimsih mmt%ﬂ@ﬁ Local Administrator account 181216 |

Process fﬁm{psié‘hmézngnisgwnasmmﬁ%smﬁnwgwmtg HAMGART  QANEGM

ﬂ
sigoahEsmoifiiinmins

w

219 gamouiianahigsAinsmuiagaciuifa §
agANpUUISIMSImUmInn

TN Processes IRUMSRIFRIRINWIT{M A files T command lines IR SMAULN 1913
MRy WSRM mﬁuﬂ&f@ﬁtmwfﬁﬁtmtm_g: process 9 tﬁﬁ?smSmit@:t@wﬁ§htLU:]UtuﬁjUtﬁh
BARuMSANRGRIANAIRR filena-mesd MGRITMLW A uiuthywsh fle Hums
Process NiUM4 [wasidunsmimti: @pimsimidmisian files IBUMSMAVNUIN:
WsRM §himiipafi Saide files listR UM SRATGMIS 29 NS ENT: IS DM AR process
MoimsmUIweantia wildcard fiter (ighmoginsanomihithAmn A administrator
1 uUEARIg)a i file SRudamin: hEminemudiiugoieIfi matching procedure
entries §1F1UHURMAUENI files entries

1ms process fﬁmmégigmﬁtﬁnw Users §4 groups WSRM SRi1{ij]u1ij] s account IR U@
MSUIRE process mamnils users 84 groups¥ 1S:AiGARYRILIW atmIG{maT User
account (RNEIDIagwARENGguImAtyd udsihdsmatus wrsm Shsdlugu
User account g MM RAURAEUIABIROSUAGNas 1 iIfmimbis:pinsmid
iemnyuiuith  user RumstasmiamniisvApinsodichugigMmSIm:py
process fﬁm%smSt’nﬁﬁmiﬁnwmmcﬁﬁmﬁsﬁhﬁf{ﬁmw

pumAsgwismum: IRUMAUNUFIE file ShmasgwinuigiShu qp §ﬁ user S# groups
iupitumisgwiduphwaiy s iwps 08y
20inn

-—"b

process filters H
A MHNIU R QUTRHAT SA

g b}

)44

('_,.
(.i\')!
=,
w0
o> <
(S
=
=3
=0
a:D.
=
3-
c
:QB
=
iy
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i383synRuUila process Rugishugennils tu&fﬁﬁ;hfﬁ process MyService.exe IUTtWA
AQNGEN user B BUILIN\Administrator #1835 MyService.exe processesi§ MSIFIg[RIW AN
BUILTIN\Administratori 2 uSgimsinAumug  wassifpt user  Bisig)anitifu
MyService.exe ANESEHIMSMAUNNIL] wﬁéhﬁﬁi‘m rgIgnighisiniidefautt group 9
Goms sun: mmmnzm?éﬁwasmﬁmmﬁmﬁnummn( )sﬁﬁﬁw hegniisig)agom:
\/?2 <>, ;.09
UNAHSIES «MIvIRA Process BRSNS ANTS G
ghAgmis: tFH8huiRa Process BURIRAMAS§wywIimUmyw Notepad. exe 18]
10 EULUEUnﬁfﬂLIJ’ account Htﬁtﬁ Uth nHﬁIQﬁJﬁI local users group
RunsHsins
9. 1A Window system resource manager (Start | Administrative Tools | Windows
system resource manager)
V. gﬁ[ﬁﬁ?ﬁjwﬁ Server to administrator the local AtMS T remote node AMSY TAIIA
This AJ$1 UNUUAIE)ATE Connect
M. GGMouse 1hafiilProcess IRMUHISUMASGWisiAlnavigation pane imwiLuﬁJ
Wi Process IuﬂIquSﬁmifSHtijgm pop-up menu |

Mew Process Matching Criteria )-(|

Add, edit. or remove rules to match the nunning processes.

Criteria name:
[AINGtepad

Rules:

Files or Command Lines | Lsers or Groups I

Description:

This will match amy notepad process initiated by army member of the - I
local User group |

Al

Help | oK | Cancel |

iU fl-c. New Process Matching Criteria

G. 1S1AY Description field {INWIMA] AllNotepad TFRIAINIUAT (UHANISG WU

ﬁwmﬁj This will match any notepad process initiated by any member of the local

Users group ( Figure 7-4)
& goGahAdd sEgjuigy ruled
9. tsﬂghlncluded file Or Command Line section iL‘EﬁjtﬁﬁApplication 0 drop-down

menujGG BTN Select
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F. UyﬂﬁcﬂfﬂéC:\Windows\System32 ttﬁwiLﬁﬁiwﬁnotepad.exe GGG Open n&h
UfgUC:\Windows\System32\notepad.exe GrUig list of included files 1U ﬁ'ﬁ;i ARGAN
iU 7-59 ‘

G. GGUsers or Groups tab
G6GaRAdd IR UISIMU{UHD Included Users and Groups

90. hwmmnjUsers Isﬂqh Select Users or Groups dialog box stWGT OK h8\Uigy
BUILTIN\Users GRUi¢] list of Included Users And Gruops ﬁvﬁ‘g“'hgtjfﬂﬂ Fl-9

I

Files or Command Lines I Users or Groups I

Type or select the files or command lines for this ule. Files or command
lines can be included or excluded.

Included files or command lines:

CAwindows\System32inotepad exe

I:’-‘-.ppliu:atiu:un ;|| Select... I Bemove

[T Excluded files or command lines:

jU f-&. MITA notepad.exe IF1MS list I8 included files

99. QGOKIQ?LUHfJAdd Rule tﬁUjiﬁ\pQﬁmI@ﬁ'ﬁ%ﬁ
919. GGOK tSWﬁLUHt'J New Process Matching Criteriaiﬁﬁj]iﬁﬁ&ﬁ
Criterion (JU 7-7)

IMUMINNIN Resource

INUHAMSUIRGA  process IR SIS gwivaigAciwyARMoui ammuminhin
resource $E14 IMUAMINN FIRIS 1UGM 3] processes§ §USIMBTAM WIS Resource MEIYJ UMY
pUImumIANgasimniis  process  iBU{pISaMIRGwywidsiduyitig)amnsannis
resource constraints Bothmiies CPU 8% memory limits i UMIANIN Resource FINGISIMS
UEMASWIT MBI {UHU W default Equal-Per-Process policy figAgwin i 3jiaudian
wioaisinn CPU s Imakmitidnimig msiammumInNin resource YWARIRUMGHIANIM]
Lﬁﬁmmﬁmgﬁhﬁf{ﬁﬁmﬁsmﬁﬂ imuminhiRumsurgmaisAumsimuminninuhnk
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[AU1AY 1SIARIMUMIAN WSRM console §8:UINENE IUNRGN AT AN String{Manage} 15 0
IUGIERISITURR policy named SRIfMUIS: [y gIamImMUMINNIN resource:

[T

(e

[T

Equal-Per-Process:
cycles(defualt) {U&THY

Lﬁt'j process  1RuBinn mmgmggm”mLULmﬁ'ﬁﬁn IS CPU

Equal-Per-User: Lﬁt'j processes U8 Users ggmsjmﬁﬁﬁtf{j@?s CPU cycles

Equal-Per-IISAppPool: Lﬁﬁ [IS application pool’s worker process
CPU cycles

§GUMSSIMITAIAIS

Equal-Per-Session: Lﬁfj User-session’s processes &ﬁﬁﬁf{j(}%m r”ﬂﬁt]ﬁtfﬁg?S CPU

cycles (801116 160 Terminal Sessions )4

" Files or Command Lines Users or Groups I

Add or remove users or groups for this rule. Users or groups can be
included or excluded.

Included users and groups

Add... |
Remowe |

x|

™ Excluded users and groups:

Add...

Remove I

1
MNew Process Matching Criteria

Add, edit. or remowe nules to match the running processes.

Criteria name:
|AllNctepad

Rules:

Files or Command Lines | Users or Groups

Add... |

i

Bemowve

Description:

This will match any notepad process initiated by army member of the ;I

local User group. LI
Help ok | canca |
1U -1 Process i U{piShMAS G din G uShumuiiw
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HANGAUARIGIMUMIANIY  Resources fifuingAmuminBimagi WSRM: CPU §%
Memory9 AjSgiglismiuiiagiimuminnASEARIRNIATY2 process IRU{RIAMASGWwSH
Lmﬁﬁmmﬁmmhm proccesses AMIRUNHSIAITIWERAMNGAYWMAIWIS resources §11
¢NWIUETHATR (UG CPU 4 Memory IRUANNAIT processes FIRISI: 1 IMUMIMNSYW ING
¥ ResourcesN ARG SIBuEiShMARGwikn e AN GwMomSIANEHIZ SIUATH
isthibpisMIANNG resource 9 gARMTIFMIAMNARMIS &8 manwis cpU iFmency
Process iRUHISANRSANISGWw GigbsswiuAdsmonlul v0omanwigiw 9 ywmaiy
HUpIIR IS AR g AT N UM W RN TMBSIN AW processes IRUMSNG
gﬁ default group 4

gams WsRM §hEsHsiasignuismIANNG CPU 1W)AR N resources 10 1RuIT{MATHAS
W)AYARMINAIS: NRS processes MGSGUMS CPU ifsigsoiRmhohms 9
291NN [UaISiO server uaIHARNREINIMIAYT 50 martuismud cPU iBumsis
policies ISMIAMNG CPU §htnSREnnuigiw 1:TthuARNNAUMARYIR process YwiRku
AAES 20 MAIWIS resources 1UAS CPU 4 1NAUTR A Server MUIRESAIFIRA utilization HA
1%, Processes (i SAUIaWIRAID policies §AMWIRUEANSAMNAIUTW 9

ﬂ“gs%smm processing IR0UNEY process §HUJ‘Jﬁﬁ groups i’ﬁmm@ﬁmmwmﬁmﬁm
ywiBugiAnnamwopsismiptERiE AN S aifes |

3 Standard AMIARNATNW Default 1 §8iusth WSRM 1¢ iathiuAsiinnimiin:is iR
NS FSUBNHIUMAGATIWST 10U processing IUAS CPU 191 processes Sy 3 4

3l Equal per process WRSM S 16 Zjﬂnlj Processes it} ﬂjfﬁ'ﬁts“l‘ﬁﬁ group I {GIM STLﬁLmﬁ'J
SquSﬁG”ﬁtSiﬁmmS cPUY i@:Tthunaamaithwn ey Processes tumﬁjnnﬁ group
mamna: faRiAn imﬁsmmwsmmhﬁmumﬁﬁﬁnﬂﬁﬁhmmﬁmmmmnﬂ
2N IBHARANGSIVEMATWISIN processing 1UAS CPU fuLmU process 1R U{RT
RSN GWMAMALMYUISIN processes FMHATENHIRRUANIRG WIS
it 3icamgsivemanuis cPuY nhSLUtwjhtgjn 1GHAYS process G 8
LGHﬁEULnf fune ﬂ%ﬂ?§§ Wis1: 1912 process smgmmsm & MAIWIS cycles U
CPU tjipm: 9

3 Equal per user NUUNAUINUER Equal per process 1UAINURIRNMSOIHM{[YS]
processes MUFAGTIMAIRUOUIRUEIENIMNY ISTANISANIATISAMEGH terminal

server environment

qn
wih

OIS multiprocessor MEkmoTaiangaapmigin 1 mawinAgUgingimany
fﬁmmjmﬁsﬁiu.‘:‘:nmn CPU bandwidth ¢ ﬁmhﬁﬁﬁ 211N LUfUStUﬁnmS processors
SgsusitiwgaAnng 25 mansdigjivhioami process IRUMGIATIARMSIAML 25 Mantsis
bandwidth 1U&S CPU ({0 USIUEAEASHAMNASIERIUAMATS2MINS 100 mAIwis CPU
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YWY process IURHATIWHAS N S{RYIA 50 MAIWIS CPU YW (25 MAIWIS CPUs Aiid]
S 50 mawis cPU yw)v FHuHmIS:nSSwhnUghigRywItynmoAnnadgsis
processes IRUESHOHUPRMSIFRUTSSHYINYWIRYF2MIpUARID resource GRS
WRSM Jensuaigme siiiimniiinms processes ESNUUMATRN system MSAANGGAIN:
ﬁ‘@:ﬁmujmﬁﬁsi process IRAUNUIGMIN: ”ﬁ'emmmummmm Ggsis memory IRIUHAMS
AnntigimsupeanitgwiviEAlywIAAnnG{fuindssis memory iRugANSIGINSIUN
A 9 gANGUIRAMIAANGINIITH soft YAM hard TR0 soft imit A SHATgIFT AR SIS entry
I event log iR u{pimsusfasgiishinnuiRn process %ﬁmm@ﬁm‘gznﬁ%w'tsq:msmulfu
memory HAUIMIRUNMSANNGTEAZ]Y Hard limit UENJUNI applications AiAuiaghisiinm
iButifuudss  memory  RUMSAANGYY  IStwSantpitnESamasakmidiinimi
processes IRUNTTMATHAIFIR[URIS resources 1UR serverd 291NN aﬁf—'ﬂﬁt[ﬁﬁtﬂmé
process {8 1S worker 4 MBIGIS: [UAISE Web application iR UM S auiiasnigiRisn s uann:
2 ARANUTAMY I RIDMAHA ST memory FIRHATIUAIHA 1912 WSRM SRumjihinty
LiﬁmLmﬁHﬁtﬁnwgﬁ% processes Higig)adistiatimhimiminny whwisgominm
ANESE CPU resource 19 MIAANAIRSIS memory IRUHAUIMASH{HINSH]IRIFIMS process
gwaRugaphpuiwsspinsicnowisimaphin:igd  aqvinn Ggatnnagmn
ﬂﬂﬁsﬁﬁSnﬂﬂanUimTS 20 MB 1§18FJ process IRUEISRUGeANTSGWMAMANMYUS
181:processS W IR RIS AU ANISGuwis :fggums 20MB 4
Limits MGAANGIGAISMENIYA memory 9 &5§1S MemoryiRuAniigmi Assidlislilogs
memory ‘t’ﬁmmﬁmﬁ@ﬁtfam Process ﬁﬁznn'mmﬁmﬁﬁtcﬁwmm tsﬂmm‘t’ﬁmﬁﬁijmfﬁ
U‘ISIIliﬂSiﬂufUnL mﬁimﬁijUﬁiSIS MemorytufUnﬂﬁtu’“lﬁSﬁ memory manager nmU
IREIFMISSUIMSE memory pages 18159 MBEIUUISINOMAUSWURMORITNIMITYAS
application U‘iSﬁSiﬁ@'SUiﬁﬁ‘ijS errors TARIGIMAMIZ: Memory 1§jw49 GIANAR Committed
Memory TmBNSEUMIUABNE processes BuBidhimigafiyf memory HUMSINVG
it whwhnndsivgan:aBantifuistidhimi  processes RUIHIEW  HAMGURY
processes 1912 ABUEIENIMITSTIN IR UNIRIE IASAYWYRUIRAD log entry YUIGARAN Event
Log SUMIARIBUSIUIISInIMWwIG) a9 thATaRWRSM SeqAdsSamAnna s s
memory 1§94 DAMMINIUL memory manager 9 MINIHUM WRSM Athmigadsandusgi
Utilization( miii 3ymsiam sy gmanntsinimi) SuuasiBhdidhimive utiization 1912 D
S1{MU memory manager ﬁutg:ﬁmﬁtﬁ%mﬁfﬁﬁu yARMNG Y SR{M SO memory Uiguig)al
mBgmIAANAEaIRIFIMS process 191 4
HARMOAMNAYMSTAMAMAS] Advanced options Uigwig)afmsime ishiduhs
multiprocessor HAMNGANNGTZJMAMNATIA processor YW uiisamitumoannt3pfmsid
process §UNLU‘:HS1:‘1 ﬁﬁi—ﬂfjﬁﬂﬂﬁ suballocate %j resources 1URJ processor AMS gﬁﬁﬁ“m SR
e [UaisiSHAYS processors G§SaisTil Server 1UaIHA gAMGIEMI AnNATAIR
MG § S processors MU process MAMALMYWIRUNIMINMUNUFTSAN 1813 TIIWHA

Y Qi  Dle 4L

&ac

L Die
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AmoimirnndimiuunuguntilgiAandugnAZionaiig)atif processors Fidfis:
ShioAmiik processes 1819 MitGiuuis: SHuiRasié1Aésk parentichild amsEmingn
§hﬁﬁm AUSie)atuah g gnAgspinsadaieimSianEaé 1Ash parentichild 112189 M

tﬁ allocation tszmﬁtﬁﬁtsﬂﬁ[ﬁﬁmﬁﬁwn W resources mmmmmsxmjasmshwmm 8h
PSR ModmaMSERIRngRN parent IWRNIV)ERA resources IRUMTHTM TR
ISt HINSIE 2 GHS M M SIFRN default group 1912 18 shasiEhighidimuminnismigu
muythuisHimn
UMaHSIas «MIviRamumianin cru »
phaeinnanymis: il SRIH{Me process AllNotepad iU (i8H criterion IRt AREAIS
ROUNRY processes iU notepad.exe 2jiD{AYIE 90 MAIWIS CPU SRKAIF 10MB IS memory
ARSANINUMAAYW 9
fjuns%smiﬁsiﬁs

9. 1A Windows System Resource Management §ﬁt§m1@ﬁ19‘1 server iUﬁ'Iﬁﬁ i

B. GGG mouse S1afliglid Resource Allocation Policies 1§11 navigation pane $tits
I[fj fISTAI LS New Resource Allocation Policies i pop-up menu

m. DWUMA] Limit_Notepad AN field Policy Name 8% Limit notepad Proccesses
to 10% and 10MB of memory Isﬂﬂrjh field Description HEMSUMMARIY #1-G 9

GaMs ININ:IUAT policy AGGENAIUAS criteria TBAIIENUTSHGOTIREIN NI

S a

1IGJWUASSMONSRAUNSRAS ﬁuﬁngm'om\/?*|:<>“,;19ij‘1
G. GO0 Gai Add 4

=]

Create a resource allocation policy by specifying a policy name.
ou can allocate processor and memony resources to each
process matching critera.

Policy name:

ILimit_NUtepad

Allocate these resources:
Process Matching Criteria I ICPU %% | F'rocessorsl Ma:

4
k!

Add.. | Edt.. | Bemove |

Awailable percentage of processor remaining: 100

Description:

Limit notepad processes to 10% CPU and 10ME of
memo

=1
=
Help | oK | Cancel |

1U f1-G. Resources Allocation Policy ﬁ
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¢. GiTUWA AllNotepad i Process Matching Criteria dropdown menu WS MU VY
90 {ULEﬂfJ Percentage of Processor Allocated for This Resource §G{NjU Fl]—S“I"

9. Gﬁt[ﬁ tab Memory HAWITAIUWA Use Maximum Committed Memory‘ for Each Process
ARIUHUR A tick 4

fl. ﬁ'mqmtma 90 @ﬁLUHT.'i Maximum Committed Memory Limit Per Process

G. [uesiD memory'tm:mtgmﬁnnﬁfﬁ Atk gAII:h§hUila Event Log Message f
dropdown list (65U F1-90) 4 656 OK iR EliiMIANSAMIANNE allocation

. Hnmsuifasiresource allocation policyith wtﬁ’ﬂﬁﬁowﬁuﬁﬁfp MaRjun-99 4666 OK
iBgjiAN g A policy §is: |

Add or Edit Resource Allocation x|

General I I'H'Iernnr).rl Advanced I

Specify the process matching criteria and processor allocation
for this resource.

Process matching critera:

Percentage of processor IE'E' 3:

allocated for this resource:

The maximum percentage value is 39.
The minimum percentage value is 0.

Remaining CPL percentage given to default
allocation:

JU -8, MIMARANG process matching criteria ShMAIWIS CPU

<0

S

wd

{uAGsAt WRSM sheduling module DHSEMAZIAMNGGN N AISTINUBISIAUMIAN
gpaINasiS Moy resource moRIANIMIMSY [AGS{HIMSIAUIRAIEMIVRIE MiANURAGS
W8k schedules schedules AgaN:inUisiah 24 1Bl ishinUimUMINNNSURYAN
mmﬁzmmmﬁ:gﬁmimiﬁnnﬁtmmmmh'om'jﬁnf{muwzj@wmmﬁgﬁsﬁmmtijmmﬁw
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mngaigAgwmSAEMMNUIBRIEmY  WAsAMNATpAIMNAIRIn RS MO
smuohgeiiwgodamuquinuimismuuhigs waligtinuinnfig)hnayw policy
Sumuwigiten nnhnmuwmsmwwhmﬁsﬂnﬁnmumamscheduletuyjmnthjUﬁmU
hgsyw isling scheduletﬁuwshtﬁn“lm“l
2911100N:
yamoEimrn gt smSinutansnaituiAaigihisuand [winsisiuAisiaminna
NSEGORIMYS
W One Time: USRAAMIAN one-timeyty 1SN policy YIS (AYMNY 18 MITEIAI
mm%smmtﬁﬁﬁ%mmUﬁu9smmmtmﬂtsmumtﬁs*ﬂmwtu9‘1
& Recurring Event: §Gi recurring meeting Yt 1S10utiooks HAH UtLﬁﬁtS:tEUjschedule
recurring LUﬁ@SLﬁﬁmmj'] fUL‘me' policies IUf{J’gﬁ‘ﬂ
4 Schedule: HJRNUIRZURYIGTRIMMUMIANIY resource IRMAMSIMIRBAMAHG]H
INMUTS 24 1801 |

Add or Edit Resource Allocation x|

General  Memoary |Ad'u'ar1ced I

Specify the committed memony and working set limits for this
MEsoUrce .

W  Us=e maximum committed memory for each process

Mepdmum committed memary limit per process
{in MB): |1I]I

if memary is surpassed:

™ Use maximum working set limit for each process

Maximum worlding set limit per process (in I
ME):

<

)
vgfmiumaysivndh ifuauilasiiaminnywisiwadsitudithmighos Bdjuiliagt
S s?s Limit_Notepad 1yt iRuhSisiungghiw:snulinday
2 ARt Woorl stk B:00 {in BAG §mo i2 ARt Woor

...,
=0
=
-—r
g
paiy
=
n
o3

§ 3
o3

S @
30
-—r
({ex?)
\9

1914 B:00 NG
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9. iU ﬁﬁg?ﬁ Windows System Resource Manager

B, [HHOARD Y2ini Calendar {HIMSEAZIRINNIMI (enabled) (AAIMAD Calendar
{Enablea} iSTRATIY2INITUAT WSRM)

m. isiigafugemnis it guooiloanon{inUa(+) Calendar

G. GIGG Mouse 21 afifiy2iNi Calendar Events st WITAIUWA New One Time Event
¢ gIumuidns gAtuwaffnsgonsuinmakivma n-ous

Even:t Name: NotepadSchedule '

Description: Enable Limit_Notepad

Policy Name: Limit_Notepad

Start date and time: 6/15/2007 6:00AM

End date and time: 6/30/2007 6:00PM
v, (ool ok ilEhfmuAnsasiiamiInndiswadsin: 4

T
Resources | Dependencies |
You can allocate processor and memony resources to each
process matching criteria.
Allocate these resources:
Process Matching Criteria | CPU X | Processors | Ma
AllMaotepad 10 ﬁ
1] | i
sdd. | [ Bt | Remove |
Awvailable percentage of processor remaining: 50
Description:
Limit notepad processes to 10% CPLU and 10MB of ;l
memony
Help | oKk | conce |

U £1-99. ﬁtnmgitm mmmﬁfﬁhfﬁﬁmsmsﬁ (resource allocation policy )
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New Calendar Event X|

Event Name: |Ncrtepad5c:hedule

Description: IEnabIe Limit_Netepad

Event associations
{* Policy name: ILirn'rt_Ncltepad j
= Schedule name; I j

Statdateandtime: | 6152007 | | GODAM =

Enddateandtime: | 6302007 | [600ED =

Help | oK | cancel |

iU N-9V. FﬂiUﬁ i ﬁﬁiﬂﬂﬁiUﬁJLﬁnGS (calendar event)

UUNAHSIRE «MITIAASIARINIANYW (Schedule)>
slanmiumais: ifunAandmuimanamumian Limit_Notepad I1:i8E3jhmoms

gm0k 06:00 AR 06:00 NG §HAIEH 09:00 NGRATEHN 90:00 NG 9
SUNSHSIR

-

110 ﬁS';i ?ﬁ Windows System Resources Manager

1661GGANGN{ARIUES Calendar

GG Mouse 21a1iii 21 Schedule JGiTaUWA New Schedule

giWwun Notepad_Schedule I1SIAR{UHUUINM Schedule Name SHhWwun My

custom notepad schedule i ‘QhLUH‘t'Jt}mm Description

Gig6 Mouse fizkisthamAmsghighusainuianadhdago |

9. 1S1ARFI{UHD Add Schedule Item GITATUA Limit_Notepad 18 g3 a1SIAR{UHUIE v
frgPolicy ITWTRIWA 5:00 AMER 8:00 AM Dt aoiReShumu)ig ' Ak Jouo
OK (Jufl-9m)

. GiG6 Mouse HihisiaamAmsadigdusaipauiannaindapoe Shifgo
funsiansigiigoguiumss o it Tukinginuwn 6:00 PM 8kt 10:00 PM i
tmhmmggshummﬂﬁg y

6. Agimphmuiiuags Ansephioahumn 0-9¢ 1 iwgs ok ignngt
AIRNINUTIN:GA

C} &3

A3 G

R

Accounting

fU'T:ﬂfU'ﬁ]niS Accounting S WSRM §8: LnfmSiLULmﬁJifﬂUmm nnmmtﬁmwm
mnjﬁtmnfﬁmsmmgswﬁmsmqmmgmn@mgiwﬁmsmmmﬁghs HURATUNIU AT
processes 1R UM SRR
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§2in1 Accounting 18 {gim sTsthwaiwivininugmiimaSs s AN W WSRMY
ifgfilnnin Gioo Mouse 21RAfIGIAN: Accounting 1SR navigation pane 1§12 IUTWITAA
Enable 4 SRWANISIAANARIUTATIYURNSFSSW Accounting {HIT SIANS AL W AIID
WSRM server uannmunnnnh?ljm WSRM server sijhig)aint iigncif2jigswis
accounting MIG{AIMS access 0§ AMANSYAEANGUIRAST instance 1WA SAL Server tﬁﬁjgﬁ
nr§ g §U account IBASEA 1 MY UG account 10 WSRM ﬁhﬁmjé’ﬁs*’r’ﬂmmsmmm{]smﬁ
in Uigi0unts WSRM servers i sidumsiSadRidnimuuiwio: gapinumiadath i
58w account 1lFAYwaRGIMMuRn AR A uddimausitaitynihsigsw
URIHA GIGGI0IANS Accounting $S13 navigation pane iU wtﬁﬁﬁfhévAction GIGOIU Set DB
Server 1 MiWARIEaIS: SHilAgiHii Set Accounting Database (JUMA 1-9¢) IRUHAMG
Ann&dald database YwRiPaig)a 4
Gz g2ini Accounting MG[RIMsiSsthhdsigimsigansmsituifithw wskrM 8§k
Grnnstinhginibainimis sever waigae grdmsiafonmifngiyeinnssisiinm
iBAnkmumiuRan SYADITNIMIAN AR SHMUMINNIUATHA

Iy

r'ou can create a reusable schedule to manage different policies and calendar events.

HE
=

Schedule name: ILlnti‘tIed

Description: I

12:00 am

1:00

2:00

3:00

4:00

5:00

600

700 o~

S:00 ou can associate a policy with this schedule item and set
9:00 its start and end times.

10:00 _
11:00 Policy: I Limit_Motepad ;I

12:00 pm Start time: | E.00 am E:

1:00
200 End time: I S:00 AM E:
3:00

T oK | carca |
5:00
G:00
700

jufl-om. MAtSuSHaisARIn

iJ4nes 90 91§ FADS accounting A{HINS update SirntiS uhmsialSIAk consoe 18 WSRM 18Taé i
Accounting UM mmgp@%ﬁmﬁmﬁmiLmﬁiﬁnwﬁnjcﬁfis:'E"ﬁf:nm:qus§§§wtﬁnuj§sméﬁm‘fmm:
unhansmigaisndgSw fﬁmmswﬁyﬁttﬁwﬁimmjh§ﬁf’;’ﬁﬁn;aﬁmsm?@ﬁmwmmhﬁﬁgu
(log) A{AAmmnIBUANNAWAN S iR )G dmsmaqu dngikismuin myrmoAnnAyrSi
USRI ERWENA SR SN fuﬁufuuﬁf}gr Swigghad ilafisughigla M @‘t’ﬁmmsﬁf{nﬁ
e sikis somnpgamsSinGavmnim @tg:mrﬁmﬁaﬁmsmgawtﬁmﬁmﬁﬁq‘,ﬁaﬁ
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aoRifimahthue SRugapimnd HheuBAanatuns e iR T ghioGoi0
5} Save View 181§} Configure Accounting View Filter §GUNMARIUMA £1-99 9

X

ou can create a reusable schedule to manage different policies and calendar events.

§
g

Schedule name: IUrrtitIed

Description: I

12:00 B

5:00 AM - 5:00 AM Policy: Limit_Notepad

7:00
JUR-9G. S{ERIMUMINNAINNIN AN I

Set Accounting Database ﬁ[

Specify the database where accounting data will be logged:

— Accounting database
% |Local WSRM accounting

" Remote W5RM accounting I Browze... |

" 50L accourting I
{e.g. myComputer'agl1)

OK Concel |

JUR-9¢. Set Account Database Dialog Box

mudifuaimeimnonfupmvuseaniaiuamiuinm:
5 Scope Filter:ARNANF2ANAMARNUIRSIS FgSwintuuAshuinm
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i Filter Before grouping:UtR & §1UH 8 ANIR ATUMMAMNAYW AT Acc -ounting tems ¥

v 2 1

106U items SR HINSUMUT{AYY

Gl Group Item:HS‘EmmfﬁﬁjﬁrﬁUm UMY SIUERUTINMW Process Name, Domain, User, Policy

Name, Process Matching Criteria, Program Path, 8% command lined

i
You can configure the filter to apply to the Accounting view.
Scope Filler Start date; 31/2012
Eilter Before Grouping... Off
Group ltems.. None
Eilter After Grouping... Off
Specify Columns... All
Sort [tems... None
Hep | SsueView. | LosdView. | ResetView oK Cancel

1UFI-99. MIANSAMIVINMAR Configure Account View Filter Dialog Box

" Filter After Grouping: MiG{martifgeasis: Amivigyaenniiaia Mo@pimsAnng
igliditems SR :UUitems AR FIDSUNUDAVIU 1T TS{AYIS items (3]
MSAMNATNEIANE u

% Specify Columns: MYWNANSYWESSH IBMS{ul gnnUAtitems 181ak§gSw
accounting $1RI1: IS process name, G$S thread, CPU Time, 84 §§§'wfmt§s
19)a9 GSuISHSEMAYEARANAMAMAMATH M ATGEIm:JIniE ugAn UMY
phisiaamiuinm

3 SortItem: mugimeasgngess: AildiauisSws

BUNAH Sifis «Archiving Accounting Information>

i04A8A 3] accounting BIANMINS IO INUYW thwdinagn Silmudis processor
IBURINSARMIAIN MOUMAIUAT Accountingd 10HAGH #6308Sw Shipimsi§mi

TEMINUIMY HYigMUnuNS ARIMYIS:s
nunsismingias
9. 1UA Windows System Resource Manager
v, iy ﬁjm? Accounting §% t[ﬁ fUTTeU Archive T Delete information
m.  AanAdjopaisiinainn oty §h vniapmudsSwitugantmgan
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G. @i / IO[UHU Archive Data

& gruiglid e Location SR uiAlghiogu§kaiga

9. fieust File Format SBUEAGH Archive ST mimnen

R, JUMA Archive T Delete Accounting Information '@ﬁﬁiﬁ UIFIRGIUMN

F-9609 G160 ok iR MmN gASE Archive 4

Condition

conditions node 1XfUISIAY navigation pane FASIUASANMIESANNAGATI{UTIRN
pinsifm UG ij Ag: mimt'f:m ynsliakim m'rﬂmheuwﬂ
21IN: S

islinm processoruU[UmmSInﬂUm ﬁUtL‘UZUULUtS processor 1912 Sﬁji’ﬂﬁ ggsn
AMYW HAMNGIMUIFIMS WSRM 1B il mig aurm mmummgﬁeuwtsjm
211N: .,
gapinnigiimdosimndmadus: ddsthynohymuminhis:ginsfays
1811000 node AtigAYWIS Microsoft Cluster Service 3j8SHGRINMINISY HAM G SIA UMI
YUWanmIg f{jtﬁﬁ%fﬁ§ n {8 processor IUATHAT RS W{UIRISIINQ cluster node YWIHINSHAT:

Y ItﬂUijUHntgj huEuoATm S UMY Awutaisin it node {pUTYA
online Tgn

o3

Archive or Delete Accounting Information x|

You can specify how to modify accounting information.

Start date: |Ef12a’2[:'l}? "I
End date: |5;12£2[:-|:-? "I

—Computer(s) whose accounting information is to be considered
(+ Specify Computer(s)  [WIN2008
(Comma separated list)
" All Computers
¥ Archive Data
Archive file:
IC:"-.Llsers"-ﬁa:lministlatnr.‘.".n'INZI}DB.DDE" Browse... |
Eile format:
ICl:nmma Delimited Texd j

I~ Delete entries from the database
Help | oK Cancel
1URI-961. Archiving accounting information

Resource Monitor
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Resource Monitor & [ iQSURT AW UiS118 : fien s ATSIS mithy U Perfor mance Monitor

15184 Windows versors ' § iR AsE ning)uifimaryosmuiwY isknni g Ag o1l Resource
Monior node 1819 WSRM navigation pane HAS RItT MSTUMMUUMATUIUNNEH graph interface (fgure 7-18)
MU mﬁﬁjﬁ GIIWINUAMEW IUIWHIRISH Aml My iRumsHinsinagi(pUnsmsd g
Swlywa ﬁmﬁmflmStLﬁme{IﬁijﬁLﬁﬁLﬁhiﬁjmi 00 S 7] IFSTiUnsms sever utUHA Uigun
Shndminnimuig)agimng ada S amuin ;i swamnd nsulgusi verson §S Resource Moniord
uMAHSIins «MiSimes Resource Monitor ifgjmuEhsmis CPU and Memory»

isinh umais: gaitdiiiconfigure Resource Monitor 1R MBS total CPU utilization
ais Memory Usage ULUUS S9
ISMIHSiRs

9. 1A Windows System Resource Manager

84 &
ﬁUﬂS

Y. U0 Resource Monitor

U= I R = N S 7

100

m_

ﬁu_

40|

2‘]_

- /\I . M
9:30:45 AM 9:29.35 AM 9:30:05 AM 9:30:44 AM

1UFI-9G. Resource Monitor

m.  UItUSicounter@R gNWIR UM SUMEMIMWIETHY counter SYWI UNUYAGS
10 XN AN FNBIN AR MU G619

G. ool (+)nnnivatisinign ks é dyaiResource Monitor

g isligaaimuisu) Available Counter GOITAIEN(+)RA118AProcessor 1w
USUBATS)AIE AI1TEI% Processor Time

Q. t[ﬁ fUTTEU Total £ Instance of Selected Object list box, U §1t'JH AGGIU fmﬁ] Add
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1I

r— Awvailable counters —Added counters

Select counters from computer: Counter [ Parent | Inst... | Computer [
I <Local computer = ;I Browse... | Memory
=
DirectoryServices ;I P r
Distributed Transaction Coordinator
Ir—|
DNS
FileReplicaConn
FileReplicaSet
Generic IKE and AuthIP =
-
Instances of selected object:
<All instances >
FileReplicaConn
I ;I Search |

Add == I Remove << |

1Uf1-9 €. Add Counter Dialog Box

. Heoigjalgiug Available Counter HAWGGHT N (+)iRUISITURMemory
UUBAIE AT UAvailable Mbytes TG GIGTANAA

G.  2wmimugc i Memory Counter I{fi a5iTaJ Page/sec USIUEAGHIGTAYR Add

€. [UHU Add counter iuasgn AgihanaiBuiglgojumnn-0€4 gogahok

90. Resource Monitor SHUIMMIMUIoYITS 3 SSWILAHARUINMYWILT: NI
Guh (Jumnm-vo) 4

100

5:39:05 AM 5:39:35 AM 5:40:05 AM 5:39:04 AN

Last - Average ———  Minimum eenend

=

Madmum ———  Duration 1:4
Show | Calor | Scale | Counter | Instan... | Parent | Object | Computer H
[ 1.0 System Managed ... Equal_... — WSRM: Paolicy SAWWINZ008 |
[ — 1.0 Managed CPU % Residual — WSRBM: Process ... “WWIN2008
[ — 1.0 Process Count Residual — WS5RM: Process ... “WWIN2008
[+ 0.1 Page Faults/sec = = Memory SAWWIN2008
v —— 0.00... Awvailable Bytes = = Memorny SWIN2008
v —— 0.00... Commited Bytes = = Memorny SAWINZ2008
[ — N Commit | imit - — Memaone: A

G

. Resource Monitor "m‘r'iﬁ‘ﬂ,ﬂiﬁs data maj'f:fﬁj
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9m-19- MNFNBHERCMIBSIRRRSBHIN

wasatinuis:  ilhaséamwinuywéssanmighwifnguismipaidagst
Sever resources IUATIGRIM WG M ST WSRM HiR mf{fzwétm:ﬁmafgm nismisiRasitiing
MITUES Server IR RiANIMIak AnmutanhBuniuynasiinaistinhimiags Baseline
data set TREU{NU troubleshooting uﬁwmmﬁmgmnm@m gotdugAmsiig Resource
Monitor NGUINMM S §1 Basic performance monitoringg G § SIEUIHAGAMSISTIT Serverd M
nsésnaSumiuinmisamn AtmiTAR MUty SYWIs Performance Monitor 16U
M oif{m AN S1sTil Windows version  §899 Tool 1S :5STAHS IMA 2 HAUY VST aSiSBiihi
mi, UighAmssinsamnaamimuhssigaisimaiamnidumogndamsis Serverd 181
iR G Ethimisimn eAS g R MILINM A UM A (Start> Administrative Tools >
Reliability and Performance Monitor ) HA 81 8N i Resource Overview, IR (UThMILIN NI W
s usinnasistiinimissn § 9is Server tuasHAY huinmisiatnmsianfasimindimes cry,
Memory {18 §1% Disk, AUAYA N Network 11w S HUIS U AT éﬁmﬁsgmmsgiﬁémsmﬁmﬁ
mbissihwyagsimktigilugnpmoimuisuiasfywasiatmumuy 29vian
1B R0A Processes §g:iRUIE2] CPU cycles 1Asignin: yARIooAmhgsisiid cpu i
gashmsidmstmniisprocess iR aiaf it ugam SIU?@ISﬂQﬁFaSK Manager 4

{& Reliability and Performance Monitor [0 x|

@ File ~Action View Favorites Window Help =1
e [mHE(p
@ Reliability and Performance Resource Overview ~ j

&1 [ gy Monitoring Tools

B Performance Moritor CPU 100%  Disk 1KBsec
= reliabiity Monitor

) Data Collector Sets
|] Reparts

Network 10 Mbps 7 Memory 100 Hard...

60 Seconds 0% 4 04 04

‘ CPU W12 [7 100% Maximum Frequency . ‘
‘ Disk 1 0 MB/sec [ 1% Highest Active Time = ‘
‘ Network i 0 Mbps [ 0% Netwark Utilization = ‘
‘ Memory §l 0 Hard Faults/sec J® 53% Used Physical Memory v ‘
Learn More &

+ Resource View Help + Create a Data Collector Set and Diagnosis Report
+» Performance Maonitor Help » Maonitor System Activity with Performance Manitor

+ Data Collection Help + Schedule and Manage Data

1UR-V 9. Resource Overview
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ROMYWh Performance Monitor, Resource Monitor 181582 WSRM HS(M&3jHA UIgH§
Performance Counters8muin s §IRINNIMIIUAT Performance Counters 1913 5518 UH msn‘jﬁn

mym 10ATURIAISIAN Reliability 8% Performance Monitor Counters 13U StLu AITRWARNG
LﬁufmStLﬁiﬁHjUiﬁﬁg‘f Data Collector sets (SHEANISIANGAIRINIG)A)Y Reliabity Si
Performance Monitor {fitsfikigaigliliagaismntaisid F'Qeliability and Performance Monitor
muthssimiauls Sever wagASAMUIMSS! Eror IBSsmsi)hgaituEinsualy
191 Stability index ugamonflighausimoitumogadamsiswag Server WaTHATINY
Y eojuiuGRYA 1GRSTh Server IUmHnmeﬂmQjﬁ o 8l mmsmmﬁjmmﬂm Server
mtsjm

i) Reliability and Performance Monitor =100 x|
@ File —Action View Favorites Window Help | =181 x|
L Gl 7 N

@ Reliability and Performance i
=] . Monitoring Tools Resource Overview =
B8 Performance Manitor CPU 100% 4 Disk 100 KB...
== Reliability Monitor
~ Data Collector Sets
u Reports

-

Metwork 10 Mbps Memory 100 Hard...

60 Seconds 0% 0 0 0

CPU W o [T 100% Maximum Frequency &
Image | PID | Description Threadsl CPU | Average C... |A
WmiPrvSE.exe 2144 WMI Provider Host 9 7 1.20
mme. exe 3676 Microsoft Managemen... 20 2 3.65
service.exe 3992 3 0 0.27
System 4 MNT Kernel & System 116 1] 0.26
C5Fs55.EXE 540 Client Server Runtime ... 11 0 0.26 —
SMss.exe 4016 3 0 0.26
svchost.exe (netsves) 1064 Host Process for Wind... 52 1 0.24
winlogon.exe 1325 1 0 021 1.
systray.exe 4078 1 1] 0.20
WMServer.exe 2232 Windows Media Semvic... 21 0 012 ﬂ
‘ Disk i 0KB/sec B 1% Highest Active Time L

1ue- lEJlU CPU detall view

30

mt'jum Local administrators M Access ig1RidNIMigiminiiRii sisas Fuyuianss
pEamn 19 inis: A puitunspnidssuitunsuigsinsiiin aildiHsmadyy
§siysth administrators access 19151001 Mi§§$t4 Group IS Performance log users AAEAS

33

-

w

user account IR HIGARNBINIIAN logging i performance counter iﬁmmnzﬁ-ﬂﬁ”‘mms
providers  SH{UYUSIMAAMAAMIANGARUFAN: local 88 remotelyd WHRAIUAAYIS
Performance Monitors users MIGUMMSI performance counters MUANN: local Sk remote
Group IS:HS Nt I NS M T iTHATRHS A ARV AR WE STE S{AU{ARTM application
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&9
=)
40
(3
(3
=

developers @Ji?jmsj data | performance U8 server fiG ow admini

strators A1 access 1§jW

GyAtidhimi Reliability and Performance Monitor RUEaN: local ifUserver it maﬁﬁﬁ]ﬁﬁ

=3

-—

G} gﬁmimfgmgiﬁﬁmsmmﬁ resources iSprocessing 8§41 memory Ufgﬁtgjﬁ iRl

SOhW tool IRAUISTINUIBIFIMS dataFiRHAT 'g*‘ﬁﬁmmqﬁsmjﬁ GG ShmigH
MIRR{M §iperformance metrics ATYIWHA server U workstation 1§} HigsWHMAUSW
sivgmnisMItALY data TRFUD SLqu‘éﬁEﬁﬁLﬁﬁHUJUImﬂ Caveat ANUAISITHAMEINS
St performance 1t &inetwork gAARTaWANANSAnioncinhuiguiRupinsuiRamEhw

Ritnimi oy 9 §oisviwadaiihismimusmind utiization 160 network NG sk
iR GARMAANS log IBIERUAAN: local 160 server 1B S ATM

Data Collector Sets

Data collector set ARNMMAYWIR LIS MENOIYUEgSwimiuiatithimiuuas
Server 1Ufﬁgﬁ‘1
29111AN

data collector 1S proce ssor [YNARMNSH processor Bommiid utilization 1UEH
Data collectors Hu[ﬁgi[ﬁSi—ﬂGtﬁ’ﬁUﬁfﬂﬁmmH‘fﬁﬁuUﬁEUjfgmSﬁ’ﬂGLUﬁ data collector set? Data
collector sets mUthiLmﬁljﬁijiiﬁnﬂﬁgf{ﬁHfStmEUiUﬁ'J" data IRUHADIUMIYANARMITUYR
S gﬁmﬁﬁmhmigimmm:‘mnp&gm?}§§uﬁs:mnwgwtlmmmmt}mﬁguﬁng%@ma
MIAMNG schedule JOMTWIEMIUINM Data IS1:MNGERAIMWMIMNMYIL: console UAS
Reliability and Performance Monitor ’IS:mL:GZjEﬂ smmmwwygﬁmmu&gm@gé’wﬁﬁmﬁwmﬁ

210NN HAMGUIRAST data collector set tﬁaje:%mm'sgiﬁss metrics ISUSRSIUR
Ridhimigwassgom cPUSAMIGIM & memory ARGMIEN Terminal qwﬁssmmmnshsﬁ
MINGGSSIFI Session IBUMSHAYMNSUMSUAYMNY USIUEAHARCITMIANNATG Y
data collector set 1S1:RiNIMIAIEN 6:00 P.MARS 6:00 AMFIGHANG trjﬁmﬁt’nssumt imi
SummBinais terminal serverndfgiiinniumstidhimimiing maeninhiRe
megﬁ%ﬁfgémﬁfngﬁﬁwd&ﬁnﬁéms y

Data  collector  set moviRnidimesimpmwywahdinmesigpawiimy
Performance Monitor, template SHAANAIRWZSRNEHINTY MIvIAa Data collector set 1 wi
Performance Monitor ﬁnﬁmﬁgﬁméﬁmﬁ’nm‘%‘gaginm counter objects 1§1M§ Performance
Monitor {UTtI{{M ATMN#IS counter 191:8AUIRA data collector sets4 Windows §§inLaA]
Mo UwrvAdywsssiin mgﬁmGwﬁhaﬁt{fm’némﬁmﬁtﬁagﬁmmﬁﬁsj data collec
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tor sets HARMGUIRASIATAATIE wgshﬁjmmﬁ data collector sets ii LUEﬂ SLﬁﬂUwﬁ UG
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NAP (i SANBasItNUGnUcA policy validation (health check),network restriction,
remediation (getting healthy) Sh ongoing compliance 9 ongoing compliance H‘lS§UJ‘C’ﬂt§I:ﬁU§
islakdusmimnuisin:piamsaemany 9 insmipayidusiuissimnmuimu
Minh NAP WwASSHHINSIFNG quarantine zone SHTSIONATATH hosts isiadfusmimi
AR U IO S [antw 9 |

21NN

iTmuimumIn§unwt Window Firewall {HHmTARTINUY 1SHINUMUIE Network
W Window Firewall 15a{uAgiSmi{uigsgumsmipaifajaemmuiwginsguah
dusmimig asnisighdusmimi iBudgin:msts window Firewall Luﬁgtsw:%mfmﬁ';h
Ga&USMImAShn mﬁm‘fm shwalguntinashiia Window Firewall T remediation server
ifaWindow Firewall 3j1im 4 1s:chummiai s 1lamoUila remediation server IRH]WA host
Ymuhwaiwwins WhAmed) users Mivsygnmhwgshisdiinhwidagisminm:
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(73

[PNWERN users 9 iBhatamsuAsHnins: ipnadminaghihwwpiy Muntwin:
users MGIIMIAREHIMWE SRR

fn

94-19-9- 8556553655565 NAP

A

NAPmLU ﬁammwﬁsmum e hEamsagamie s FiRuthugnphmi

%

if1mes NAP Aniy iuHJILU NAP 13} {5i Upgrade GANGZ:H G Upgrade switches indsmo

‘ILULI]H”LU 802.1 Xauthenticationt NAP 81§ Components qw6§s@

§

IPSec enforcement

802.1X enforcement

VPN enforcement

Dynamic Host Configuration Protocol (DHCP ) enforcement
Network Policy Server (NPS)/ Radius

NAP Agent

System Health Agent (SHA)

NAP administrative server

System Health Validator (SHV)

Health policy

Accounts database

Health Registration Authority (HRA)

Remediation server

uiis:ity GigiBAafgiduganpuyegumsiigimiont Network i3AsywImsgnsg

inR &N $1EH12) NAP Bidimims

IPsec enforcement

IPsec enforcement Bisnimuenwiifnussip x-509 1REjAUERMI access
networkd {AU host fwsiimustpmemnidumsynumnddsusmadidénnésk
Myw host iBuensignustipd

ihwiffd IPsec enforcement hostit s ugMpIm siadigi ajsianus Gip
fiHealth Registration Authority(HRA)9 HRA ®1SESIFHANSHIMIMINMBIUA host
MYWIAMIWUEHLIUA NAPY HRA 1RpignustipaemnigataimmiRuHsma?)
iREhGenAeshiglinigluAty IPsec-enabled host Tyt RUTMUSTRIRUMISH
numng pesifundw cienthSsgaisfmustpaemn GigdgaeaimhSugigimi
immniitﬂuumizshm host MSBUSIUgMNIRUMSIRSAMNG ij network HI{f0W
I server 9 MIVINIAIRAM SIGTHSHNN host s§mifpaASapisiaim UMWY
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mudishimismivinigig)as ss:Am MiGiAN[AJIUAS NAP enforcement TRTARTAMI

Access network

. 802.1x enforcement

- is:Amdsoywitumiumwiaidmmi atauanemimbiiwnsfiuiag
mumondimunsis
i. IEEE 802.11 Gifn: Wireless network access
i. IEEE 802.3 GifN: Ethernet network access
Tsﬂﬁh?ﬁﬁﬂlm Network layer-base enforcementﬁjLEﬂt'j NAP, hosts #{Hi2] Access
Afntsigiiisigimitiunmuity: IP fiter T Virtual LAN (VLAN) MifuiiohSRiv)agiun
UES s MIARNASIMI{AH NS 7y e MM W NPST 802.1X-compliant client HUIFIM$
itﬁuwmﬁiﬁﬁ' Authentication Byt 802.1X-compliant access point, G Ethernet ,Switch
TWireless Access point NPS server M 81633%] Client i{i SOH {Ui 810 Authentication it
fwe usuahfahwaiyth SoH wnsyAnfm R wie imume Networkid A0k
i1 wesiBhwainy, 802.1X Client $§UIMS §iMiAccess IRE]MIMINT Network thgig]
hSiRSANNARRMIUNSTrafic 1HY] Remediation Server tUtwARARSANNAISAI
Access V)5 mhumﬁﬁ%msffgmﬁuwHeanh Policy

. VPN enforcement

VPN enforcement ARBIRAUMINEAUAIMUMIAN NAP 1URIHAIRE]
mienigsurfamiim iR mmiumﬁif}ﬁﬁﬁ@ WHMYIW: VPNT NAP-aware VPN enforce -
ment agent MoEalSaymiwnyaemnS MR TURin Access VPN M{aituiglicd
IMUAT NAPY OYURAA inbound VPN msuifatgshnisonals Host umuie
A SNetwork IUUHAIRUEABSMSIAUARIWEINLY husantnsigahwHSing
i{at ¢ RIS VPN enforcement MNTEAYWISUIGAN|AJIUAT NAP 611509 MI Remote
System AhnsMNBSYFR{URSIAN Network TURHAR AW UGUMS (Hack )9
VPN client mUIgIMS Server NPN URHARKUENANMIMINT Protected Extensible
Authentication Protocol( PEAP )ity MS-CHAPv2Y MIUENAIU Client (AfiARUIMW
Statement of Health IR (Ui MINWETYHNW NPS.VPN Client S8¢§UmimUiwhnsmi
fansigigmimuinumpwsiihiimuigSmumicgemntiod
. Dynamic Host Configuration Protocol (DHCP ) enforcement

LUNStUHnHSuh‘ZJH]S”"Iiﬁjnﬁﬂmmmﬁsh[pﬂs Network TURIHARIG:HAR
TLUmeu' DHCP enforcement IU]UJT]ILULG]N IP address T MIAANG IP Idﬁjﬁnnfﬁ
Network 1S:SMIANNAGSSIRN Client MEgUIFOMWAANFgSwivRHAmSH
server UigiiSsmoghmamigailauauannisgwaemny is:Bsivstiiams
N un%n,;tm:tg R5{M:DHCP enforcement NifiMin e §i IP routing Table f{ENY Network
wagaY Gigilisafaumumimisin:gnitunsEnfffun i Network Uitwifms
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10.

FoU 1P %zshhtﬁajtﬁmmﬁsﬁmé‘h Network thiissid1ig)aiiE]3] Network 182818
uAnN: zjﬁsmipmﬁsﬁ Aphiamiviguuamnauninn ShmiHSig Psec TRUBSIE
YN smigian(Gsoitugangighnework) 1s:MiaRUYWRRGIAMY
UIRIRIg)a Y |
5. Network Policy Server (NPS) / Radius
NPS AMMIF AU Internet Authentication Service (IAS )iRUNIGAYWIU
Microsoft's nﬁm ) Yy LU RADIUS( Remote Authentication Dial-In User Service )it S
uAAN: R BB YWENFIUAT Windows server 20089 1NFIS AWM ST NPS
msuimnihwmsuaan:fvpigpoana Rundimassia NPS server SAiHiMSIA
GUANEN Health Certification 83 connection to 802.1x and VPN device
6. NAP Agent
NAP AgentAf Client gwiysAgiRuNimambuyuiansisystem Health
Agent F1HH U] wtﬁmiurgsﬁém 818:191M§ NAP Enforcement Client
7. System Health Agent (SHA)
1m: Windows Server 2008 8% Windows Vista 119} Build-in system st §
mAMipRhSageme tﬁﬁiﬁsmﬁéhtLﬁLmﬁhﬁﬁmStﬁejtﬁﬂmwﬁfemm Firewall
34 antivirus 1S:AIRAIAINMIBGIUAIMIcrosoft (R mIHATgEETomSiFmAm
aflajagemny gafMGIIME SHA MU System IBUNRUSHUAS RS AjEUL
MY 2NN HAZUALAIUREMFITMI MMy sHA iRgliFmivifia st applica
tion GPAIANESIR S RTNUEIFHY] System IRUARAAISMNY SHA 1S:1SUAAN: (I
Bi NAP agent supptiimifioinmighifaremalimipmpiwnasiddhifmiwn
AANSHSIUEATN(NPS) TBUMGIE I smiGianmSRInmIumakmi Access Gimn:
network 1URIHA |
8. NAP administration Server
NAP administration server AMMi¢ ¢ g HiGIM:MINMWAS§SWHNHATIA System Health
Validator (SHV) IIWAMNGRIA Client 191:1SIAISHAMIRUINGY] server UMIMIMIMSIS:
RINRIG Y] System IFMIMIMIMI Access MSUNN I UWENT NAP adminis -tration Server
System Health Validator (SHV)
SHV AtigAywis Server IRAUIEMIANNGTASMNIUL Client G3N:MI{UY R Data §i Client
191 sHAs iwhifimi¢nAsshigl Client IWHBMA Statement of Health response
(SoHR) 4 18:AM AN UM NISIAR NPS Server g mu] Ut uf MedajiuaT Client IRUMS
ifmesisighserver |
Health Policy
isshimusiunawywituifigiian s nsopannasim:agimmimii i
A1 Access BAMS Network 4 IMUSIUNQIWIS :AIGMIANAJI3] Windows firewall 1GAIUIW
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191:81 Network SSHSAYTRANMYINAGRIMWAIRWY SIS Policy fmtﬁswj""
MIMINSSI System ﬁmSUutijLUinQi&?jﬁﬁ Enforcement Client 4 291N HAHTS
wnsaRMIHm U 802.1X tuﬁj Access [URIHVPN access

C3

QZ?IL
._.u
zC?c

11. Accounts database

al

Database AMATZRAISYWIRMIEMIUYUSAST Account FRHATRUBIS§ruU
gpUiRumSAnNNGY  Gun:GaNShASHIUR Active Directory IRUMSTIngMYSiNIAH
Windows server 2008 |
12. Health Registration Authority (HRA)

aofiue HRA AmgaiRaisioigragmunidqéitnnsaemali ca ]
ggrumsiqustpemnidgiunmaiis dient MSpAmMAMIEARSRIAEMNY Mijh
A8as:AigiithwiBimes Windows server 2008 §41 Web service (I1S )
13. Remediation Server
1SNt client smsigmitingmbim: Health Policy,§ig:hiimiuiniBs?) Access

Client [Iit1SMIHSMADN Remediation Servers ANNANUIASUIUYA FUMENIFIZ) Server

gim: Client amiRudsMSURURMY 4 Remediation Servers A aiaisioig iy quarantine §4

protected zones

Sim:$U1is Server ‘fﬁmmsﬁ‘j“;?j Client Access Wi Data wﬁtﬂtLﬁme{j

NAP Health Policy Server

NAP Administration Server

System Health validators (SHV)

NAP Enforcement Server (NAP ES)

NAP Enforcement Point

Health Requirement Server

YV V. .V VY VY V V

Remediation of Health response
Gims $UISHADIMA ( Client )IRUNG Access 191WA Data
o System Health Agent (SHE)
e NAP Agent
¢ NAP Enforcement Client
o Statement of Health (SoH)
18 Server §4 Client NS §¢1A¢ SHNMEGIYHIREIWA Data 191TMigIvAMS 2
AEIMISMISNAGSUMISETNMIMY ¢
% Communication Flow
o Requirements
o Preparation
o Installing the Network Policy Server

o Configuration the Network Policy and Server
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o Installing and Configuration DHCP

CLIENT SERVER

Figure 8-3. Statement of Health communication path

JUMNG-MuNmSivn amnéIAEShthyw S umumngwigiRig)anmumey
Gankismiwaty health 9

SHA §AU SoH 1135 AinT NAP9 ANE NAP MSUGNSIFIPAINI NAP EC, iU Nap EC
SUUSIF] NAP ES 1U1W NAP ES UE) S1¢1 NAP Admini- strator 107 WUNSIF SHVY UGH U SoHR
nmimsumsynimﬁmﬁmwtaj SHA 160 client mstsjmuq]wmme connection YARA
s viiihiamifigiinduaihwgshy EC 84 ES tamaumaummiuammisdhims
YU SITUgRIISMIFWaU )

)

30

Qe

L

94-10-Mm. FEHSSHIBHESS

<>

< squindiRumnlawAMMIM A NAP 1w DHCP Enforcement

NAP AmimsmigaanmywituagidwstamaamsiSwiids 9 gadhdam
BoAISinsunaginn ' fﬁ“LumSﬁm:ﬁffzwémhﬁQﬁas'm issAmwig e miviia
NAP environment 91SSWAHAMSUIRA configuration settings i) Uit sAnnaisiagim
1S (UNMAMAIN )YwakGiamy NAP enforcement methods 18 uitiismoifidgiuinm NAP
concept 1mwm1ﬁmw@mﬁummtmm% NAP i DHCP enforcement9 i{n:iaUuMERISS
itIamsiut NAP architecture g i DHCP enforcement iR Ej{AU{ANIT network access
NAP-enabled client. ﬁj[}ﬂfj NAP-enable client

tﬂ@hmmﬁﬁ‘zmtﬂﬂfms:tlﬁﬂ[:ﬁufﬁ“liﬁmfmtﬁﬁm (Requirements) 2
[USAGIS system IRUFGORAIRUHARIMIMT2ONINNIS:A

¥ Domain controller

m  Windows Server 2008 server acting as network policy server

m DCHP Server (either on the domain controller or NPS server)

m DNS Server (required for Active Directory anyway )
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AClient ﬁﬂj§i running Windows Vista

Preparation

Siensminsiasissidun aodaitwn Windows Server 2008 (ITGUABAIFEN Server {1

Workstation I8 UA0REIRNIMIE YW Windows Vista &1 th Client 4 1{J{M &7 Domain (it

nun:

TESTLAB.LOCALS Mt S workstation Af¥EIENIMI Windows Vista

ﬁim:ﬁLiﬁvimiLUﬁgts -JBE S (System Setup Requirements) @

> WIN2K8DC

o Windows Server 2008
o Domain Controller, Primary DNS Server
o IP Address: 192.168.100.25

>  WIN2K8BNPS

o  Windows Server 2008
o DHCP Server, Network Policy Server
o IP Address: 192.168.100.26

> VISTAWKS

o Windows Vista Ultimate workstation
o IP Address: DHCP

Humsd9 mitigfi Network policy Server
SEUSATIHAMS Setup Active Directory ShmsRidhimionaiitiwst Server 191:4A101G

Network Policy Server

1.

2
3
4,
5

Log On $§1360 Server iR L‘Uijrﬁﬁﬁ Install NPS

107 Server manager

66 Add Roles 13t Link sEigjif§i Add Roles Wizard

G010 Next §SINUHANUIREGUARFRIH]AY

AafsiB Network Policy 8% Access Services iU WA AR UHOIU Wi iTe
Server Roles ITH{ARIUTIWUUYATE Next |

ARMIUENMIFISH Network Access Service 1STIUIH{ARGE Next

I‘Sﬂﬁﬁmt[ﬁ fIITRS Role Services 1STiGiH{Ad ASAISN Network Policy Server 1S1Al
checkbox USIUBAGGNext |
Confirm ™M1 Install ItﬁUJU?iIUﬁQU Next

GG Close ISHINRUMI Install MSUENY
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Add Roles Wizard X

Select Server Roles

Before You Begin

Select one or more roles to install on this server,

Server Roles Roles: Description:

Network Policy and Access Services Wetwork Policy and Access Services
pravides Network Policy Server (NPS),
Role Services 0 ’ Routing and Remote Access, Health
e . Ach\re Dlrecmry Federation Services Registration Authority (HRA), and
Certification Authority Active Directary Lightweight Directory Services (Instaled) Host Credentiz Authorization Pratocol
Authentication Requirements O Achve Dlrecbnry R\ghts Management Services (HCAP), which help safeguard the
health and security of your network.
Confirmation
Progress
Results

[] Terminal Services
[] uDD1 Services

f’.lUT]S@L‘J Configure the Network Policy Server

m1! Configure Network Policy Server U

a

GRRIETH NPS joniUiwyA SH{aimI Configure
NPS iﬁﬁj Window System Health Validator §A8# Configure Validator tﬁﬁjﬁjﬁm‘lﬁﬁ“’m{pﬂgms
giamng

Add Roles Wizard X

Network Policy and Access Services

Before You Begin Introduction to Network Policy and Access Services

Server Roles Metwork Policy and Access Services allows you to provide local and remote network access and to define and
enfarce policies for network access authentication, autherization, and dient health using Network Palicy Server
Netwark Policy and Access Services (NPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential
Authorization Protocol (HCAP).
Role Services

Certification Autharity Things to Hote

You can deploy NPS s a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
Network Access Protection (NAP) palicy server, After instaling NPS using this wizard, you can configure NPS
Confrmation fram the NPAS home page using the NPS cansole.

NAP helps you ensure that computers connecting to the network are compliant with organization netwaork
and dient health policies, After installing NPS using this wizard, you can configure NAP from the NPAS home
Resuts page using the NPS console,

Authentication Requirements

Progress

Additional Information

Qverview of Network Policy and Access Services
NAP enforcement methods

Network Access Protection (NAP) in NPS
Network Policy Server
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Add Roles Wizard x|

' Select Role Services
Before You Begin Selact the role services to install for Network Policy and Access Services:
Server Roles Role services: Description:
Network Polcy and Access Services y Host Credential Autharization Protoco|
Netv\.urk Polcy Server ) HCAP) allows you to integrate your
0 El Y] Routing and Remote Access Senvices MicrosoftNetwork AccessProtection
o ‘ Remote Access Service (NAP) solution with Cisco Network
Certficaton Autherty Routing #ccess Control, When you deploy
Authentication Requirements Health Registration Authority FNC:SF; "‘it:; :ﬁw;;k:olicv Srfenrerth
_ : . and NAP, NPS can perform the
Confirmation Host Credentl Autharizton Profncdl authorization of Cisco Network Access
Control dlients,
Progress

Results

iR asTRIStart > Administrative Tools  —Network Policy Server 15E]i0A Network Policy
Server management Console

E C | ‘8- Computer Management
g& Server Manager ( 3 E Pu age
- 8] = Data Sources (ODBC)
Command Prompt o — (3 DHCP
@
£ DNs
" administrator
Internet Information Services (II5) 2] EventViewer
.. Manager & . =, Group Policy Management
ocumen
“] Notepad &% Internet Information Services (IIS) Manager
otepa [ —
N Computer &, iSCSI Initiator
@ Internet Explorer 4 Local Security Policy
.

Network [2] Memory Diagnostics Tool

B Network Pol e
= Print Management
@ Reliabiity and Aenfigures and manoges Network Polcy Server sct

250 i
) Windows Update

Control Panel

Ease of Access Center

Administrative

_ ) Routing and Remate Access
;é Security Configuration Wizard Help and Support i Security Configuration Wizard
- Sk, Server Manager
Run... . Services

'] Share and Storage Management

mLEﬁ Network Access Protection node

"n Metwork Policy Server ;IEIEI
Flle Action View Help

L El

@ NP5 (Local) -
_| RADIUS Clients and Servers Network Access Protection

-| Policies

SR 7}t rotection System Health Validators
2 System Health Validators
= Remediation Server Groups System Health Validators allow you to specfy the settings required on MAPcapable dlient computers. To use
5 ﬂcounﬁng . SHVs, corfigure the SHVs and then add one: or more to 2 health policy.

n Configure System Health Validators n Leam more

Remediation Server Groups

Remediation Server Groups allow you to specify the remediation servers that store software updates for NAP
clients.

n Corfigure Remediation Server Groups n Leam more

4 [+
| | |

JUMNG-DI{f AIITAY System Health Validator §6MSUMMARIUMAG-9

o
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inix]

File Acton View Help
® |7z
@ NPS {Local)

o= " System Health Validators allow you to specify the settings required on NAP-capable client computers.
j EA‘DIUS Clients and Servers To use SHVs, corfigure the $HVs and then add one or more to a health policy.
=/ Polidies

£ ™, Network Access Protection

Name | Status |
_ﬂ Remechahan Server Groups = Windows Securty Health Validator Corfigured
‘g Accounting

Status - Configured

Emor Code Configurations:

| | |
3. goithwiiial Mouse 28afiil Window Security Health Validator tmtﬁtLuﬁjtifU

Properties tﬁU 1) 1A AT Properties
i

Settings I

X

To open and configure the system health validator program, click
Corfigure.

Configure_ I

Ermor code resolution

Select how to resolve the following emor codes that may be retumed for this
systemn health validator and its associated system health agent when a
client requests network access.

SHWV unable to contact required services INnncnmpIian{ LI
SHA unable to contact required services INnncnmpIian{ LI
SHA not responding to MAP Client INoncomDIiam ;I
SHW not responding I Moncompliant LI
“Wendor specific emor code received I Moncompliant LI

4. GOI Configure button 15838 Configure button SSHISAUARYMAMIANANRIVAIHAMG
a1giai0n Network Policy Server anigiimiBgjo1UIRUUIRA Button Variable

Windows Security Health Validator 2

| Windows Vista |Windows i |

Use the settings below to define a Windows Security Health Validator policy. Your selections define the requirements for dient computers connecting
to your network.

Leam more...

~Firewall
[V A firewal is enabled for all netwark connections

| rVirus Protection
| [V An antivirus application is on [V Antivirus is up to date
1
i [ Spyware Protection
¥ An antispyware application is on 2 Antispyware is up to date
- Automatic Updating

[V Automatic updating is enabled

~Security Update Protection
I™ Restrict access for dients that do not have al avaliable security updates installed

i IImportant and above ¥

Spedify the minimum number of hours allowed since the dient has chedked for new security updates: b j

By default, dients can receive security updates from Microsoft Update, If additional sources are required for your deployment, select one or
both of the following sources,

7 inclou Server Undate Services ¥ [inclows Undate
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© ©® N o

10.

11.

12.
13.

checkbox U8 Firewall T WUIULAGE OK
NG

18154 Window Vista idaitlim i N SMSEaiSaj{AU checkbox FIRHINAIUAIA

uigu§i Policies node
oo wiiGak Mouse 210afD Health Policies iUt asTas New
[y WSHV Compliant 1S1aAT§RIAIN: Policy (R ASTAIA Client Pass All SHV A8 a]iS]
{Client SHV check ﬁﬂﬂ;ﬁﬁhmﬁttﬁw%ﬁj Window Security Validator £GM SUNMAN
Configure G-& , Ugﬁﬁaﬁqabk |
sonwidlak Mouse 2108510 Health Policies 1U7 R T astsn New

x|

Settings I

403 3

! Configure health policy settings. To enforce the health policy. add it to the
Health Policies condition of one or more network policies.

Policy name:
|WSHWY Compliant

Cliert SHV checks:
IClien‘t passes all SHY checks LI

SHWVs used in this health policy:

Mame |
Windows Security Health Walidator

[ ok | concel | awow |
GUAR WSHV Noncompliant $S11 Policy Namet[ﬁ fUTTRU IR Client Fail One T More WSHV
chec|ktS‘]§ﬁ Client SHV check ﬁﬁnﬁqmgﬁmnhttﬁw A8]180 Window Security Health
Validator {fgwﬁHﬁQU OK '
goinwiiGak Mouse 210AafI0 Network Policies TUTti{f ASTAILIA New
qmgh Full Access ts‘lgﬁ Policy Name Itﬁwt[ﬁﬁﬁ?m DHCP Server @Umshwqum

Network Access Server U@ﬁﬁﬁﬁ“ﬁ Next

x|
I Specify Network Policy Name and Connection Type
]

m— You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
IFuIIAcc:ess

r~ Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific.

' Type of network access server:

 Vendor specific:
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14. 18105H{AY Specify ConditionsG iy Add button
15. islAR MR asiTey Condition NIMNGIEATMBAR Network Access Protection Section i &

{itUHealth Policies iIWGG Add
«

Specify Conditions
"
i‘d Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum

of one condition is required.

elect condition X|

Select a condtion, and then click Add.
Network Access -

¢ |dentity Type
@ The Identity Type condition restricts the policy to only clients that can be identified through the specified mechanism,
such as NAP statement of health (SoH).

L' M5-5Service Class J
- The M5-Service Class condition specifies that the connecting computer must have an |P address lease from a DHCP
“ scope that matches the selected profile name.

Health Policies

BN The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health

h-“ NAP-Capable Computers
@ The NAP- Capable Computers condition specifies that connecting computers either are or are not capable of
participating in NAP. This capability is determined by whether the client computer sends a statement of health to

f" Operating System
| The Dperatmg Sy _.rstem oondmon spemﬁes the operating system, role, and architecture required for client computer

S - -

16. i[ﬁ (UTTeU WSHV Compliant nmnms Health Policies 1t WEo OK ,GG Next IuHJUSIEﬂHZ
19)a
{neatch poncies x|

| Select the health policy that you want to erforce. To create a new health
policy. cliclk Mew.

Health policies:

WWSHW Compliant Mew ...

I{i (USTAJ Granted i Specify Access Permission ITIH{ARIUIWUSITEAGE Next

x
l Specify Access Permission
]

| Configure whether you want to grant network access or deny network access if the connection request matches this

) policy.

% Access granted
Grant access if client connection attempts match the conditions of this policy.

" Access denied
Deny access f client connection attempts match the conditions of this policy.

[~ Access is determined by User Dialin properties (which overide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

17. 181160 Configure Authentication Method 1FUtH{AH, [f#A
A8 Negotiating an Authentication Method HNwSHGS
MSUNMAh Configure 8-14 USIUBAGE Next, GG No

§ﬁj Allow Client IEU:]' connect i W
ASAJ[AU Checkboxes 1RjRIG) AL
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WSHW Compliant Properties =<

Settings I

Corfigure health policy settings. To ernforce the health policy, add it to the
Health Policies condition of one or more network policies.

F'::Il(:).r name:
T D =

Client SHW checks:
IClient passes all SHV checks - I

SHWs used in this health policy:
Mame I
Windows Security Health Walidator

[ ok ]| cCamcet | aeow |
ishinugAnsoyiRgiGanumigwoigeig)aginimipunsaimmiotudsify
Bl

18. GG Next 18110 Configure Constraints ﬁmﬁqa

19. 1S1iBTH{AATUATConfigure Setting 1{F AJITRUNAP Enforcement fi Setting 1ST1iH{ARIRA
NP

9¢-19-é- MsSegie| e Configuring DHCP

e SUIgAIg auiSMI Install §41 Configure DHCP $5%j4 I MUI: Windows Server 2008

v aIanahimuis: slinsigislil NPS Server itTR{RIMIGAIFIMS NAP-enable
1A DHCP Options 1R E]MIMI Clients  §07 Access 1913] Network 1S15% NAP Policies
9.Log on NPS server JURIITRIR NS Account 818 Domain Admin Privileges

VB
. 5630 Add Roles 1fieji# Add Roles Wizard

22T rA 3

i0m Server Manager

G0 Next ySShitlh Begin Page
’I{ﬁ cUTT6U DHCP Server 1S1} Select Server Roles screen Ug]t'JHﬁU‘U Next
60 Next sigfin¢Atansiadmaliimeas bHeP

. {{f a51T8U Network Connection AMyHsE uitiim G DHCP Server IIWHG Next

Enter the Preferred (11U Optionally the alternative ) DNS Server IP address U@ﬁﬁ‘ﬁﬁﬁ Next

Add Roles Wizard |

ES}' Specify IPv4 DNS Server Settings

Before You Begin

When dients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP

Server Roles. addresses of DMS servers and the parent domain name. The settings you provide here wil be applied to dients
— or using IPv4,
Network Connection Bindings Sl it v o G e e sk £ e s e e e e i e T
scopes you create on this DHCP server.
IPv4 DNS Settings
IPv4 WINS Settings Pargnt Domain:
Ipnt(‘edu.kh
DHCP Scopes
DHCPv6 Stateless Mode

Spedfy the IP addresses of the DMS servers that dients will use for name resolution. These DNS servers will be

IPwS DNS Settings used for all scopes you create on this DHCP server.,

DHCP Server Authoriza’ tion
Preferred DNS Server IPv4 Address:

Confirmation
IIQZ. 168.100.2 Validate |
Progress

Results

Alternate DNS Server IPv4 Address:
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g. i[ﬁ fUTTeU WINS Is Not Required This Network US1WEAGE Next

1

EE}' Specify IPv4 WINS Server Settings

Before You Begin ‘When dients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of WINS servers. The settings you provide herewill be applied to dients using IPv4.
Server Roles.
DHCP Server
% WINS is not required for applications on this netwaork
Network Connection Bindings
IPv4 DNS Settings

" WINS is required for applications on this network

IPv4 WINS Settings

DHCP Scopes
DHCPv6 Stateless Mode
1Pv6 DNS Settings

DHCP Server Authorization

r IP Address:

Confirmation

Progress

Results

More about WINS server settings

< Previous | Mext = I Instal | Cancel |

9 0.7} DHCP Scope Screen GG Next USIUBRATE Next gﬁt?jﬁﬂ jti 84 Configure Scopes 1Y
M

99. i{ﬁ fUTTeU No, Do Not Configure This Server fULH]t'J DHCPv6 Stateless Operation Now Ugifj

YAGO Next

Add Roles Wizard |
& Configure DHCPv6 Stateless Mode
b
Before You Begin DHCP Server suppaorts the DHCPv6 protocal for servicing IPvé clients. Using DHCPE, clients can
automatically configure their own IPv6 addresses using stateless mode, or they can acquire IPve
Server Roles addresses in stateful mode from the DHCP server. If routers on your netwark are configured to support
DHCP Server DHCPv, verify that your selection below matches the router configuration.
Network Connection Bindings
TPv4 DNS Settings Select the DHCP6 stateless mode configuration for this server.
TPv4 WINS Settings

™ Enable DHCPv6 stateless mode for this server
IPvé dients wil be automatically configured without using this DHCP server.

% Disable DHCPv6 stateless mode for this server

After installing DHCP Server, you can configure the DHCPvE mode using the DHCP Management console.

Progress

Results

919. 1f0 DHCP Server Authorization Screen t[ﬁ fUTTEU Use Current Credentials USTUBATGE Next

9M. GG Install MW Confirmed IR UM SIFWTURNUMT Install ({3
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ﬁ Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles.
(i) 1informational message below
DHCP Server
Metwork Connection Bindings (i) This server might need to be restarted after the installation completes.
IPv4 DNS Settings ~| DHCP Server
Network Connection Bindings: 192,168, 100.2 (IPv4)
IPv4 DNS Settings
DMS Parent Domain: pntc.edu.kh
DMS Servers: 192.168.100.2
WINS Servers: None
Scopes
me: PNTC
Progress Default Gateway: Mone
Results Subnet Mask: 255.255.255.0
== 1P Address Range: 192.168.100.3 - 192. 168. 100, 100
Subnet Type: wired (lease duration will be & days)
Activate Scope: Yes
DHCPv6 Stateless Mode: Disabled
DHCP Server Authorization: Authorize using credentials assodated with PNTC \administrator
Print, e-mail, or save this information
<previous | wees [ sl | camesl |
k) g & kGl i U
9¢. RUNSUNUAIGHNSENAGSHISMIUIRA DHCP Scope Ytisig)a4 10A DHCP Server MMC

shap-in: Choose Start ( Administrative Tools/ DHCP Server )

9¢. nifiA Server §4 IPv4 1S1AK Content Tree view

KQ pHCP -3l x|
File Action View Help

&= sz ]
Do

= 8 winsrv1.pntc.edu.kh

= @ Pya Eé?rtlp Address End IP Address Description —
Bl (2 Scope [192. 168.100.0] I 192,168, 100.3 192,168,100, 100 Address range for distribution

@ Address Leases
(8l Reservations
[ Scope Options
CB Server Options
@ P

99. Goihwiiial Mouse AT IPv4 Uit 5T New Scope

{ riew Scope Wizard L

Scope Name Lo o
You have to provide an identifying scope name. You also have the option of l

prowviding a description.

| Type a name and description for this scope. This information helps you quickhy identify
how the scope is to be used on your network.

Mame: INAF’ Cliernt Scope

Description: INAF’ Client Scope

<Back |  Mex> | Cancel |
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9l. GG Next iU Welcome Screen

9G. GIFIAN Scope Name Screen U Enter 150 NAP-Client Scope §18 Name $3 Description
fields IUIWGGHIL Next

98 O1UIRYA IP Address 192.168.1.3 WU UISITMSE IP Address 192.168.1.30 USIWEAGE
Next

New Scope Wizard

IP Address Range =
You define the scope address range by identifying a set of consecutive P

addresses.

Enter the range of addresses that the scope distributes.

Start IP address: |15'2.133. 1.3

End IP address: I‘IBZ.‘IBE. 1 .30

A subnet mask defines how many bits of an IP address to use for the networ/subnet
|0 and how many bits to use for the host 1D. You can specify the subnet mask by
length or as an IF address.

Length: 24 =

Subnet mask: |255255255 1]

< Back Mesd = Cancel

V0. GG Next 1S} Lease Duration Screen

9. ¥ DHCP Options Screen i{fiAsiTeuinIaiB st &4 Configure Options 10 AIAMWIILIGE
Next

VY. UQUYAGE Finish

_loix

File Acton View Help
L Al EGllENERENN Is =]
[ pHep

=] B win2008, testab.local

= i [Contents of DHCP Server | stas
=1 (3} Scope [192.168.1.0] NAP Client Scope ({3)5cope [132.168.1.0] NAP Ciient Scope Inactive
Address Pool (CBserver Options
E@ Address Leases
(Bl Reservations
@ Scope Options
CB Server Options
g rvs

©vm. itﬁ'hmi’ﬁvmtﬂ Enable NAP ﬁ:jfﬁg“ﬁ DHCP Server $U1tJ Right-Click IPv4 UgﬁHﬁI[ﬁfUﬁfU
Properties

WG. GG Network Access Protection Tab USIUBAGT Enable (AU Scope $1RH
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2]

| 5= I DMS MNetwork Access Protection IMvanced I

MNetwork Access Protection is working on this server.

You can setup the Network Access Protection settings for the DHCP
server here.

— Metwork Access Protection Settings

Enable on all scopes I Digable on all scopes

— DHCP server behaviour when Network Policy Server{MP5)is unreachable
& Full Access

{~ PRestricted Access

¢~ Drop Client Packet

Ve, GO Yes ISR 1A IR GH Overwrite NAP Settings

wh. 6o ok ikgjuiRa ity uUEAIE AT Properties

v, goswiiGaiMouse 218afiiT Scope IRmsuifaifsuniunid e Properties
VG. GG Network Access Protection Tab Iﬁ&ﬁ Enable Network Access Protection Setting ﬁJ’LH]t'I
Scope IUTW Check %Sﬁﬁﬁ[ﬁ[‘mﬁf Default Network Access Protection Profile GG Ok fULmt'J'ﬁ‘II

Save
211

" General | DMNS MNetwork Access Protection I Advanced I

— Metwork Access Protection

“fou can setup the Metwork Access Protection settings for this scope
here.

— Metwaork Access Protection Settings
{* Enable for this scope

i+ se default Metwork Access Protection profile

 Use custom profile

"F'roﬂle Name

" Disable for this scope

we. 181k Scope issiRmiTamsuiRa gomhwiffaiMouse 21 aiiiScope Options Uit
‘i{ﬁ VY ‘Configure Options

MO. GUI6Y Advance Tab

Mmo. ‘i{ﬁ fUTT8U Default User Class 18“1@;%3 User Class Drop-Down menu
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T |
General Advanced I I
Wendor class: I DHCP Standard Options LI i

User class: Default User Class

Description ;I

Aorailable Options

] 002 Time Cffset UCT offset i
[1 0032 Router Auray of rout
MNA Time Samcoar v of i o
4 | i
— Data erntny

mo. @gosl 003 Router ISIWIMY  Available Option Uit  Enter 0 1P
Address 192.168.1.1 UIUUATTIT Add

2 x|

' General Advanced I

Wendor class: |DHCP Standard Options =]

User class: I Default User Class LI
Available Options | Description :l
[ 002 Time Offset UCT offset i
0032 Router Amay of rout

NNA Tirne Caner Brr=nr ~F dirnoo

4 | »

— Diata entry

I Heszalve |

IP address:

| } } ) Add |

MM. G360 006 DNS Server 1S121RI{MY Available Option U WAWUENA IP Address 192.168.1.2
UIUHAGTHU Add

2y ]

' General Advanced I

Vendor class: |DHCP Standard Options =]

User class: I Default User Class LI
Available Options | Description :l
[ 005 Name Servers Array of nElrr_I
006 DMNS Servers Array of rout

VT | rim Coreare Borrmnr ef RIT T

A | >

— Data entry

Server name:

I Besalwe I

IP address:

|1 . . Add |
Remowve I

Do I
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M. 'uj’ﬁmcjl 015 DNS Domain Name mﬁt[fﬂﬁ Available Option iU WUME TESTLAB.LOCAL 18’1@“&
String Value Field

20|
 General Advanced I
Vendor class: |DHCP Standard Options =
User class: IDefauIt User Class LI
Awailable Options | Description :l
[ 014 Merit Dump File Path name f—
015 DMS Domain Name DMNS Domail
18 Swan [ —— BAddrace F
A | T
— Data entry

String value:
|TESTLAB.LOCAL

Mmee. Q'Gmejl Apply IﬁHjSavengﬁﬁ il SgﬁUﬁlj Default User Class Drop-Down menu

ma. IL‘E fUTTeU Default Network Access Purotection Class fi User Class Drop-down menu

Mme. ‘quﬁ 003 Router iS121}1{MY Available Option Uiwh WUMEUIP Address 192.168.1.1 U§1fj
HAGE Add9 V

maG. ‘ujﬁmaj' 006 DNS Server iS11i{MY Available Option tiwh WUMEUIP Address 192.168.1.2
USIUERGE Add v

me. Qﬁﬂﬁ 015 DNS Domain Name Sih [UUQ;]EU TESTLAB.LOCALA

-l
File Action View Help
I EIEE I
Do
= 8 Win2008. testab.local .
= @ Pvd Option Name Vendor Value Class
B (] Scope [192.168,1.0] NAP Client 5cc éDDS Router Standard 192.168.1.1 MNane
() Address Pocl &DDS DNS Servers Standard 192.168.1.2 None
({9 Address Leases gﬁ’DlS DNS Domain Name Standard TESTLAB.LOCAL None
[Z8] Reservations eﬁ 060 PXEClient Standard PxEClient MNone
CB Server Options
8w
4 | 2l | 2
| \
al 9 a alo al
GO. GOIFU Ok IRYjSave§iHiRUiThm syl

¢9. n{fpnid 1Pv4 Note GoIwIiTal mouse kafil Scope BT MSUIRAUNUYA
(i ST RiACtivate s
Configuring Client
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IS BINRNIC T SYWIR Client MSIR)BIGNUGIHISIAR NAPY NAP Service(pi
MSIARANAZJEINNI(Manually )iSTakWindow Vista g8 H{aim: Configure 184} Run Snajtuiuia
84 Enable NAP Enforcement Clients itu{aigida Security Center 3j810NIMI Manually fijn:
Naits¢ (Disabled) B default 10fUTE Y Window Vista IUAMS Domain Ht
9. Log on to VISTAWKS
19. GO0 StartiS1Ak Start Search field 1YW Enter 160 gpedit.mscUIUBAGTENTER
M. Expand Loc|a| ﬁﬂj‘?i PoIicy/ﬁﬂj‘?i Configuration/Administrative  Templates/Windows
Components/Security Cen:terﬂ u
c. uofiEheaysifyiia Security Center (Domain PCs Only) USIUIE AJ1T6Y Enabledititis Click
0K u
&.UQUBAITA Control Panel
Q. t[ﬁ (UTT8U System and Maintenance / Administrative Tools
n. GORIRNEISI Services
G. GoNRk ﬁjStLﬁ Network Access Protection Agent Ui tii§i Startup Type 1§1th Automaticu it
YA Click 0K u
&. GOV StartiS1i} Start Search field s WAWUEN napclcfg.mscU QUBAGGIU ENTER hERiTHA
NAP Client Configu|ration Console

2= napclcfg - [NAP Client Configuration (Lacal Computer)\Enforcement Clients] -e . =RIE )

File Action View Help

e 7E @
(2 Enforcement Clients -
= Enforcement Clients -
> | UserInterface Settings o s
» 7 Health Registration Settings &, DHCP Quarantine Enforcement Client Disabled View 3
hlPsee Relying Party Disabled 4 Refresh
5 RD Gateway Quarantine Erforcement Client  Disabled =
%, EAP Quarantine Enforcement Client Disabled E Help
DHCP Quarantine Enforcement Client -~
Enable
|G Refresh
D Properties
E Help

%, DHCP Quarantine Enforcement Client

ID: 79617

Name: DHCP Quarantine Enforcement Cliert

Description: Provides DHCP based enforcement for NAP

90.G6160 Enforcement Clients 1547157 Enforcement Clients Window

99. Gohwi{fiak Mouse 21}2a411Fl DHCP Quarantine Enforcement Client it GG Enable 181

il Actions Pane
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2| napclcfg - [NAP Client Configuration (Local Computer)\Enforcement Clients] -e - = | B [t

File Action View Help

=525 HE

| NAP Client Configuration (Local Comp| JRENGIEE IR Actions
= Enforcement C\ien.ts e Enforcement Clients -
+ || UserInterface Settings :
> || Health Registration Settings View 4
ﬁlPsac Relying Party Disabled G Refresh
', RD Gateway Quarantine Enforcement Client Disabled =
%, EAP Quarartine Erforcemes nt Cliert Disabled E Help
DHCP Quarantine Enforcement Client -
Disable
|G Refresh
D Properties
ﬂ Help

%, DHCP Quarantine Enforcement Client

1D, 79617
Name: DHCP Quarantine Enforcemes it Client

Description Provides DHCP based erforcement for NAP

919. §¢ Windows UIUYH Restart the A1j§14

9¢4-1-&- s655es388 NAP Client

Set AR mtu”jﬁmimﬁgjﬁ;mﬁtmﬁﬁ Setting ShHaEUANkIatidnmI9 1§0sm
IS MURUNS FUHAIUSIUEA Rebooting Windows Vista client Anj¢idnuntdidhpims
A% IP Address il DHCP Server ithaaimimunym iGiihms NAP Enable R5gms Windows
Vista Client f0j§1 ©1810A Firewall th Default (AU Network Interface §ikHaT ig:iGidhidn
Security Center f} Control Panel 1Ut3¢ Firewall 1$1168 Network Interface Wit win§ Default
Gateway SHiFIMSMHIwiBhmGUgihAisiah Access Mode IRrUigimsAnNa Y 1Gidihgoh
RRGSMI0 NAP Client Message 181160 Taskbar itk 8 aidignRemediation Message  SHV Afk
%ﬁﬁﬁtﬁafﬁ AN $ISSMG Compliant Syt Sha(gimis Network iUiwialiailnnyli Firewal
Compatib|emqwéh8ecurity Centerd 131tH1i0n Firewall 1§707TM 1912 NAP Client S¥nyuhut
BANNE 1 IP Address MY Access IRUSSARNATM 9

OONIERASH]

9-1f NAP (Network Access Prolicies ) A 2
V-gIunmAny)Y Install NAP?
m-qm}»pmﬁmﬂu Configure NAP Client?
G-1f NAP §% Firewall §ORUIS ?
&-1fi 0S UM Z:tNS NAP?
9-GINgJU

fi-Protected Zone

2-Boundary Zone

A-Quarintine Zone
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SRHERE
Terminal Services

al

utsmsinifsigihsnshwalgisilmEsmadSiunimiiimea  Applications i
sywihwnsyidmagaiwndmunspumuimnSaEtFaighdihna ia: T ven i
Binm:pnwiatmnimes Applicatons fogwtniamAihwAtnssanoignwia
20N HAGRAMNANDIMAIA Applicaton gwyfitiigms:4 Terminal Service(TS) Al
Windows Server 2008 ®SauamnaumitiTianis:d h%msmgmn@wﬁmgﬁmﬁmmﬁ“j
NS Network BUMITAT{AR AT server {URITARY 1119

Windows server 2008 G suigustugan:Ataruiguig)aigl2) terminal Service EUIG 3]
msmsiansaiyiouig)ad

@Sﬁ@fSTerminal Service Gateway mSHS‘gﬂﬁﬁj@ﬁfﬂHLﬁﬁg Internet Ifﬂtﬁt—ﬂsmfﬁfﬂm
2 UMY HTTPS wEsoim i VPN

Terminal Server Remote Programﬁfﬂﬂjgﬂﬂ:ﬁtﬁjﬁjﬁuwtgjﬁfﬁmﬁggﬂﬁﬁj Application
Sywams Run HogwiomlAndunwha-

9&-9- MBS a5 2125585 Terminal Services

Terminal Service il Windows Server 2008 MSiRtuaR i sihwisms Shuadgmn
?S'rﬂﬁ{ff{)m ﬁhmyﬁmm%fu‘iﬁmm Windows server 2008 @ﬁ&iﬁfﬂﬁuw Remote Desktop
Connection 6.1 ﬁim:mmﬁtﬁaﬁqﬁhms 32-bit color §RENS Font (Y
Remote Desktop Connection 6.1

Remote Desktop Connection 81§ Resolution HﬁUimI‘U’Jﬁﬁm 4096x2048 pixels iﬁﬁj
B16lNimMI Remote Desktop connection NI Resolution My a{gimMiTAFUMN
Mstsc.exe /w:1280 /h:1024
wafmoniBnéuimpthwiduon
Mstsc.exe /span

9&-19- Single-sign-ON

ilgAAnnFERTIOUAMYAAD network security SiRFIRUIATSGUERIRAAIA
SHIFWhAmAGIgI Username 84 Passwordd Munygmislinpuiki(uga Logon BAMS Terminal
service DR N NI HANWUMUISHIVS AN AIEH]Logon BAMS Terminal Serverd 13HAGAU
tmzf&mﬁh%mami%aﬁhw%mmimzﬁmﬁmﬁsﬁm u
Terminal Service 181if0 V\;indows server 2008 Eﬁ{ﬁisﬂ Single-sign On 1S SWH amf
IUSEIMAH MG Logon BAMS workstation §41 Terminal Server
iREfIS{m ey Single-sign On M System (AiINMATaZANEGNRIMY
- Client {§i Windows Vista U Windows Server 2008
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User Account mﬁﬁmsﬁg Logon BAMS Workstation (domain logon ) §# Terminal Server

S
Client §%1 Terminal Server [giiathigAYWIS Domain

BUMBHSIE

1-

§iens Server HA(AIHSIARTAMIMY

IR ATRIWA Start->RUN TUIWAS N AJN tsconfig.msc

%! Terminal Services Configuration

=181

File Action View Help

@ = |m Em

: Configuration for terminal server:
Win2008

4 Licensing Diagnosis

You can use Teminal Services Corfiguration to corfigure settings for new connections, modfy the seftings of existing connections,
and delete connections. You can cortfigure settings on a per-connection basis, or for the teminal server as a whole.

Connections

Connection Name | Connection Type [ Transport | Encryption | Comment

&5 RDP-Tep Microsoft RDP 6.1 tep Client Compatible

Edit settings
General

¥~ Delete temporary folders on exit Yes

-] Use temporary folders per session Yes

|¥-| Restrict esch userto a single session Yes

%] User logon mode Allow all connections
Licensing

|| License server discovery mode: Mytomatic

2] Teminal Services licensing mode Per Device

1S:AIN Terminal Services Configuration Screen

Actions

Terminal Services Configur... +

@ Create New Connection
Refresh

S Connect to Terminal Server

View »
H ree
Connection Name: -
H rep

2- 181akiRATS connection GoIENtIT Button Mouse 214 il RDP-Tep U7 Wi AT autus

Properties

3- 181160 General Tab {Fi{MARD Security level MISAIYH Negotiate or SSL(TSL1.0)

RDP-Tcp Properties

=<1
Remote Control | Cliert Settings | MNetwore Adapter | Secunty |
General I Log on Settings 1 Sessions 1 Erwvironmert 1
Type: RDP-Tep
Transport - tep
Commert : I
— Security

Security layer:

< [ Megotiate

The most secure layer that is supported By T
supported. SSL (TLS 1.0) will be used.

i N [Sliemt Compatible
Encrmption lewel:

Metwordc Lewel Authentication

£l data sent between the client and the server is protected by encryption
based on the masdimum key strength supported by the client .

[ Allow connsctions onby from computers running Remots Desktop with

Certificate: Suto generated Select | Diefault |
Leam more about configurir secur s=ttings
[=1:3 1 Cancel | Aol |

Giens client IgN{at Configure {6 NRIMEY

1- (R UTAIUA Start->Search AU Y gpedit.msc
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File Action View Help

=2 BE:zER

| 5] Local Computer Policy | g
4 (M Computer Configuration :
o [ Software Settings Select an item to view its description.  Name

b g mﬂdﬂb: Sfﬁ‘ﬂ_?i N & Computer Configuration
b ministrative femplates i User Configuration

4§} User Configuration
1 [ Software Settings
[ Windows Settings
[ J Administrative Templates

Extended /(Standard/

- - o ;
2- H{RARIWANAJ$I  Configuration->administrative ~ Templates->System->Credentials

v

Delegation
3- GGAIRRI Allow Delegation Default Credentials

a a al a
4- REUITPIWR Enabled INWUSIUBATGIU Show button
12" LocelGroug ol
bie Adon Viw Hep
Lt Il bl
:J Local Compute Py
4 8 Comput Cnfqueion
) St Al S i (ot
o g Gt & o et Ceb i b e Dt o
4 __ hdminetve Templtes * ;[T
1 . ) o Deleting Dt Cedentdls
£ Mlow Delegeting Fesh Creentiz Net configured N

b 1] Nework
Denviremants £ Nllms Melzstine Erech Creclentisle aibh ATIALank Comee - Mok rnmfimniead M

i
Show Contents =

Add servers to the list:

Value

v

5- NWUNMAS terms/win2008
6- GGIR Ok

7- Run UMM gpupdate

AR WiGHA Remote Desktop connection 16U Client ieh i
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Start->All

Server 9

9&-M- Installing Terminal Services

Programs->Accessories->Remote Desktop conection

tﬁﬁj Install Terminal Service HSIAMURINS NRIMY

1- 107 Server Manager
2- GGI Add Role
3- GO Next

4-

Before You Begin

Server Roles

Print Services
Confirmation
Progress

Results

5- GO next

iGun

Tick iL‘f'I Terminal Server Checkbox

Toremove one or more installed roles from this server, dear their check boxes,

Roles:

Active Directory Certificate Services (Not

Active Directory Domain Services

Tnstaled)

Active Directory Federation Services {Not Installed)
Active Directary Lightweight Directory Services
Active Directory Rights Management Services (Not Installed)

Application Server
DHCP Server

DNS Server
Fax Server (Not Installed)
Fll Services
Metwork Policy and Access Services

D Print Services
[ Streaming Media Service

Terminal Services

AW

L)
C:-

=]

3

Description:

Network Policy and Access Services
provides Network Policy Server {NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safequard the
health and security of your network

Install 1365 Domain Controller HASMITMIS] Warning Message Ui
4¥]

N

C:-
a
3
2
-

g

Installing

Terminal Services 1811f0 DC SS{ims auPungwaniansmMidagiiuvamnsh

giRmn

| Add Roles Wizard

Select Role Services
" Before You Begin Select the role services to instal for Termingl Services:
| Server Roles Role services:
Terminal Services

Role Services

Applcation Compatibiity
Authentication Method
Licensing Mode

Jser Groups

ol

6-

Description:

D T3 Licensing

[] 75 Session Broker
D T3 Gateway

[] 75 Vieb Access

Terminal Server enables a serverto
host Windows-based programs orthe
full Windaws desktap. Users can
comnect to a terminal serverto run
programs, savefiles, and use network
resources on that server.

IDRHIM AR Checkbox 1UJ Terminal Service (IS Check

7- GO0 Next IS Uninstall and reinstall Application for compatibility Screen
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Add Roles Wizard x|

Uninstall and Reinstall Applications for Compatibility

Before You Begin Itis recommended that you install Terminal Server before you install any applications that you want to make
Server R avalable to users.
-

v If you install Terminal Server on a computer that already has applications installed, some of the existing
Role Services ~* applications may not work correctly in a multiple user environment, Uninstaling and then reinstalling the
affected applications may resclve these issues.

Some applications require minor setup modifications to run correctly on & terminal server,
Authenticaton Method = : ’ !

Licensing Mode

User Groups
Confirmation
Progress

Results

8- Gim: authentication Method for Terminal Server Screen t[ﬁﬁﬁ?ﬁjwﬁ Do not

Network Level Authentication

Add Roles Wizard x|

Specify Authentication Method for Terminal Server

Before You Begin Metwork Level Authentication is a new authentication method that enhances security by providing user
R authentication earlier in the connection process when a dient connects to a terminal server. With Network

Level Authentication, user authentication occurs before a full Remote Desktop connection to the terminal
Terminal Services server is established.

Spedfy whether Network Level Authentication is required.

" Require Network Level Authentication

Only computers that are running both a version of Windows and a version of the Remote Desktop
Connection client that supports Network Level Authentication can connect to this terminal server, If you
are remotely connected to this server, ensure that your computer supparts Network Level Authentication
to enable reconnection to this server.

Do not require Network Level Authentication

Computers that are running any version of the Remote Desktop Connection dient can connect to this
terminal server,

Progress

Results

'\)j This option is less secure than when Metwork Level Authentication is used because user
"% authentication occurs later in the connection process.

9- ANNA Licensing Mode

Add Roles Wizard x|
Specify Licensing Mode
Before You Begin The Terminal Services licensing mode determines thetype of Terminal Services client access licenses (TS
Server R CALs) thata license server will issueto clients that connect to this terminal server.
Terminal Services Specify the Terminal Services licensing mode that you want this terminal server to use.
Role Services
" Configure [ater
Application C tibil
ompatbiity Remind me to use the Terminal Services Configuration tool ar Group Policy to configure the licensing mode
Authentication Method within the next 120 days.
Licensing Mode & Per Device
Lz ATS Per Device CAL must be available for each device that connects to this terminal server,
Confirmation
 Per User
Progress .
ATS Per User CAL must be available for each user that connects to this terminal server,
Results

@ The licensing mode that you specify must match the TS CALs that are available from your Terminal
Services license server,

10- Add W User U Groups in EUG%EUG]S?SE Access Gif: Terminal server
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2

Select this object type:

IUsa’s or Built4in securty principals Object Types... |

From this location:

|WIN20I]B Locations.. |

Common Queries I

lame: [stats win =] | Colunrrs...
[escrptic: ISlarts -.-.-'rth;l I

I | Disabled accamts Stap
™| Hon expiting password

[Days since |ast logom: I 'I

L

ok | cancel |
Search results:
Mame (RDN In Folder o
L X fdministrator  WIN2008
11- GGIFY Install
1
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
R . /% 1warning, 2 informational messages below
Role Services (i) This server must be restarted after the installation completes.
Application Compatbiiity ) Terminal Services
Authentication Method Terminal Server
. ' i ions,
£ ‘fou may need to reinstall existing applications,
(i) IE Enhanced Security Configuration will be turned off.
User Groups . y . .
Authentication method: Do not require Metwork Level Authentication
Confirmation Licensing mode: Per device
Progress Groups allowed access: Administrators, Administrator (WIN2008 \Administrater)

Results

Print, e-mail, or save this information

<previous | wexes |[ sl | cancel

12- Restart your ﬁmj§i
9&-G- Terminal Services Licensing

Windows Server 2008 JBH$ Service YUiuTith Terminal Service licensing IR UIHIN S1A
B e giAvERITmgGanis Terminal Senvice
wiasismtan
1SR Install Terminal Services 181160 Windows server 2008 h 1B f13jGnmth s
AR UMISIUIAS D
- Perdevice
- Per User
Per Device AM{UIASIS Licensing mode IR U{gimSHP{mauith wihiganlisgs Devices Ry
MSEMUY
Per User AM{UIASIS Licensing mode IR UIATUTIZN CAL(Client Access Licenses) [itSiJ

P) o

(e AIRAI User IR0V login GRURR Network 4
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Installing and Configuring TS Licensing
ifgjegrums TS licensing Bihimi 1a{pimiGHunsA
1- Install the TS Licensing role service
2- Activate the TS Licensing server
3- Install CALs on the TS Licensing server
Installing TS Licensing network ARGAIFIS¥MI Install Terminal Server Role service 181
FUUNEHSIA Installing TS Licensing Role Service
ahuMAIS i S huigy TS Licesing role service Gien: Terminal Server IR U ST
‘ 1- 107 Server Manager
2- n{fiA Manage Role {UTWIE ASITAS WA Terminal Services
3- ’quﬁ Add Role Service link
X

Ll
E(# Select Role Services

Role Services Select the role services to instal for Termingl Services:
T5 Licensing Configuration Role services: Destription:
Canfirmation Terminal Server (Installed) T5Licensing manages the Terminal
o Services client access licenses (T5

Progress — CALs) that are required to connect to
Resdlts [ 75 Session roker a terminal server, You can use TS

[ 75 Gateway Licensingta install,issue, and monitor

[] 5 Web Access the availability of T5 CALs.

4- i[ﬁ FUTTRULIA TS Licensing
5- Next
6- {[RAITASUA This workgroup
X

' i
E(yﬂa Configure Discovery Scope for TS Licensing

Role Services The discovery scope for a Terminal Services license server determines which terminal servers on the network
can automatically discover the license server, If a terminal server cannot discover a license server, dients
might nat be able to connect remately to the terminal server,

TS Licensing Configuration

Confirmation
Select the discovery scope for this license server:
Frap {* This workgroup
Resuits Terminal servers in the same workgroup can discover this license server,
{* Tiis domain
Terminal servers in the same domain can discover this license server, To configure this scope, this
computer must be a member of a domain, and you must be logged on as a domain administrator,
e forest
Terminal servers from multiple domains in the same forest can discover this license server, To configure
this scope, this computer must be a member of a domain, and you must be logged on as an enterprise
adminictratnr
ol
7- GGV Install on the confirm Installation Options

8- Close
UM &EH Si6 Activating TS Licensing Server
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TS Licensing server SSMGRILNIMINS UIRN:1¢ Eq:meﬁﬁ[}jfm S Activate 9 taﬁj Activate
[HIMUMYW Internet 4

1- 1L§ fUSTRI IR Start=>Administrative Tools=> TS Licensing Manager
2- oIl Buton Mouse 21MAfNT Server 18] Activate IR AITRIWA Activate

Server
¥y 15 Licensing Manager
Acten View Heb
= 5 s [ 75 €AL Verson and Type | Ucore Program_| Total TS cAls | Avolable | tszued
: -cj% LS00 Server - Bt TS Per Devic.., Bt Urimted Unimted 0
Fropertes
| Hb
3- Next
a a ) . al .
4- J{REUITPIWAR Automatic Connection(Recommended ) I Connection Method
x
Connection Method =%
Select the most appropriate connection method. -/é

The connection method selected for license server activation will also be used to contact
the Microsoft Clearinghouse when Terminal Services client access licenses (TS CALs) are
installed.

To change the connection method after activation, go to the Connection Method tab of
the license server's Properties dialog box.

Connection method:

Description: This is the recommended method. The license server will
automatically exchange the required information with the
Microsoft Clearinghouse overthe Intemet.

Requirements: The computer must be able to connect to the Intemet by
using a Secure Sockets Layer (SSL) connection.

5- Next iUwHSIAMEMANN SUUAIHPERIVARAUOT

o

imﬁﬁslifgj Installing Client Access Licenses
tﬁgﬁi‘isms Install Client Access license 3] terminal Server Activated license t[ﬁLm fumsia
1me
1- ‘i{ﬁ FUTTRUWA Start=>Adminkstrative Tools=>Terminal Server Licensing
2- GohwidTal Mouse Al Server IRUKAGH Install CALs yhig)aiwil e
W Install license
3- GO Next
4- 181160 License Program t[ﬁ fUTT U WiLicense Pack
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5- Uin¢n License Code
6- GGIFU Finish

9&-&- Terminal Services Gateway

TS gateway HSEN& BRI GHT{ME Terminal servers iRUIAISIER Coporate netowk
IR server MISAIRMNIRUMIMINW Firewall R{AUEATgRARHM Lﬁﬁ{mmﬁmﬁﬁﬁf{ﬁ h
Tijﬁ'mﬁnuj Encapsulate Remote Desktop Protocol (RDP) traffic 160 HTTPs tunnel tS:’?ﬁfﬂﬁﬂﬂ
AR TN MSITA port 3389 &Y RDP connectiond hsuigsugan:Aiaismiima
iwmndimesis VPN ghaiihinn VPN [Binsiimuupvia Access BAMS Terminal
Server GipMm:4 TS gateway MSUMUMYEW NAP iRussmmadiduimidanaismmime
viguig)amhwikigaiiNap Policies REhfymsiansnidmnguiguie)a gama TS
Gateway Server fg:ﬁ Private Network iUfSHAIRMUWIH MS ISA Server

iBEIGIm AT TS Gateway MS{HIENS Services ARI[MY

- Windows server 2008

- Remote Procedure Call (RPC) over HTTP Proxy service
- Web Server (11S7.0)

- Network Policy Server

- SSL certificate

9&-&-9- TS Gateway Architecture

Mo Wwighloss Users 8% Servers IRugapimmBimes §ig: services thids{gimi
181160 server Iagwy 18160 Servers tiffi s
ARUMNDRIMBUINMA client MUMYW Terminal server Y RDP hosts

v

Fim—
g Terminal

M Server

Other RDP
Host

NPS (Network
Policy Server)

]

RDP/SSL Traffic
to Terminal
Servers

Domain
Controller

Terminal Services Gateway remote access
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i Internet Client §hUtETﬁ SSL tunnel BAMS TS Gateway g8ih m%mmsmmfj il
NSNS UAIU2AMAIUL Client YW Connection Authorization Policy (CAPs) iqunfLﬂn?juﬁ
B Client ggmmsmg@uanms Gateway tUggmmeug U§1UUn Cllentifgﬁ']ﬁ@:ﬁj resources
1 8181460 Private Network 4 U1UEH gateway {750 85]3]51 Resources IR UMSIATNS

18184 Resource Authorization Policy (RAP) 1URS Gatway Uyig IU”’]TLﬁﬁmSnﬁGmmSIMﬁﬁw
UIUYA gateway fﬂUHn”ﬁS Resource IR(UG Stﬁjﬁjﬁ hmsurpunn Ujﬁtﬁn Tunnel HNLUiu U S

2

pAmM NG Client 8% Resource IR SIATATY
LM nHSin Installing §% Configuring TS Gateway
TS Gateway HRigAUIRAMIGSY & nh IUMGIS I mﬂtmﬂiﬁsfﬁﬁuwi’ﬁﬁfsmﬂﬁfﬁl‘fm[ﬁ's‘1
{iifn Sﬁﬁs‘ggﬂn% Windows Vista H1G Access YAMS Windows server 2008 Terminal server 13U
BISIAUN < Win2008 MYIW: Terminal Services Gateway B1S1AUN:H WIN2KBTSG ﬁUuUﬂSﬁu
QNIMY

1- Install TS Gateway role §§0 Windows Server 2008 i3 (Ut SIUN: T WIN2K8TSG

-4

2- Configure a certificate for the gateway

3- Define CAPs on the TS Gateway

4- Define RAPs on the TS Gateway

5- Connect to the terminal server IR SN T WIN2KBTS i Windows Vista

ISIAR UM HIS U SHT Service 21R{MB{AINS Configure JHITTW

- An Active Directory domain controller

- Windows Server 2008 18101125 WIN2KSTS AqiEidhims

- Windows Vista/7 S &SR ATUAT Domain

- Terminal Service Gateway server B1S10UN T WIN2K8TSG {5t S Install

Installing the TS Gateway Role

1- 107 Server Manager

2- QU‘E[U Add Roles link iui—.ﬁ INIMI Add Roles Wizard

3- GO Next

4- ‘i{ﬁ FUTTRULUA Terminal service § Server Role=>Next

- qmn’? Next 181360 Introduction to Terminal service Screen

6- RUTRIWA TS Gateway

7- GO Next

8- 1R AUTAILA Certicate for SSL Encryption Later {UItUSIUEAGHIT Next
9- i[j?j (UTTRUUIA Later on the Create Authorization Policies for TS Gateway and then next
10- GGIFUNext

11- i@jh‘;’mﬁ Network Policy Server {§{t StLﬁ fUTTeU=>Next
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—
3

H
N R e R e
3
Ch Ch e
=z Z
o o
< 5

{fU Install

—
U'I-POOI\)
3

—_

- Close
9&-&-- TS Gateway Certificates

TS Gateway ﬁﬁ"ffjﬁtﬁ Transport Layer Security (TLS) 1.0 (SSL 3.0) ﬁijt'J' Encrypt mi
[ESWHASRING Client 84 Gatewayd TLS 1.0 IFRISE SSL-compatible x.500 certificate {fiia
Install 181160 Server

HAMGSGUMS Certificate Muifsny)unmar iigams Certificate 801G MW Root
certification authority (CA) TR SGIUIEAN Microsoft's root Certificate Members Program AW
UINMMURGIMINIU TS Gateway té]:gﬁmﬁt{j’m Wy IGRBTSIUIHANS
Enterprise CA gAH GG aniBE]Rj0RnWw Certificate iR M SEUIEhwsmitw N root
CA 1 i0HAMS certificate IRUMSNUIN:IG HAM SRS uiithiA:

- gﬁi—ﬂﬁ§@gm§ﬁﬁﬁﬁ WHMmun self-signed certificate
mSUq‘ﬂfﬁU”UJ‘ﬁfﬁ‘mH”wmﬁLﬁ self-signed certificate & Client §hLﬂmeﬂ certi -ficate 181 ¢ GIUTS
A

-
=
S
=
P
=
<
w0
-
@

fatinmmuugennaigimis certificate

- NS HERANISHTIN AR TS Gateway Server

- EKU(Extended Key Usaiqe AN Server Authentication (1.3.6.1.5.3.1)

- Dpflavs e AGSUYW Private Key

- gspivnAnng

- iﬁaﬁms Configure TS Gateway "mU”LU NAP ﬁ'cﬁ[fj Encryption 9 OID (Object Identifier )
AN UUIASIS:A 2.5.29.15

r”ﬂiUiﬁ &1 Self-signed Certificate

iBHAMS certificate gamowiRahuyfiiwiynchanangah gamouiiah msy ]
Uiah gAMoHSIaMYRUNSToakiMY:
1- Start =>Administrative Tools=>Terminal Service=>TS Gateway Manager

2- Right-click 16010 1UAT Server U Wi ASiTRILIHA Properties
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File Action View Help
9| 7[m|

% TS Getenay Marager
LT I 12008 Properties X

General S5L Cetiiedte | T5 CAP Store | Server Fam | Auding | S5L Biding |

To help secure network communications between the TS Gateway server and connecting
clients, a Secure Sockets Layer (SSL) cetificate is required.

i Thefallowing cerfficates is installed on WIN2008

ssued to: WMSve-WIN2008
Issued by: WMSvc-WIN2008
Expiration date: 34202

(+ (Create a sefsigned cerficate for S5L encryption

Create Canficate. .

3- ijtff'i SSL Certificate tab ttﬁmt[ﬁﬁﬁ?wﬁ Create a Self-Signed Certificate for SSL
Encryption i1ty §1fjH g 516U Create Certificate button
4 piciak file iR qsuifiah

Certficate name

Create a seffsigned certificate with @ common name (CN) of

Certfiicate location

For clients to connect to this TS Gateway server, you must manually distribute its roct certfficate to clients.
We recommend that you store the root certfficate in the following directory:
C:\Users'\Administrator. WIN2008.000" Documents

File name: C:\Users'\Administrator. WIN2008.000 Documents \WIN2008 cer Browse... |
To store the cedificate in a different location, click Browse and then select an atemate location.

v Store the root certificate

Learn more about certificates for TS Gateway.

0K I Cancel

Installing a Certificate on the TS Gateway Server
HARIRNS Certificate IRUHADNS NNWANYANTIU TS Gateway server 4 ARMUUNHISHARH
BRAnyuN MW Certificate |
1- feghinGmi Certificate IREUNGHISI( 29N ci\users\administrator.  WIN.2008,
000\Documents\WIN2008.cer)
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=i

General | Details | certification Path |

[S<T=1 Certificate Information

This CA Root certificate is mot trusted. To enable trust,
install this certificate in the Trusted Root Certification
Auvthorities store.

Isswed to: WIiN2008.rupp.edu.kh

Issuwed by: WiN2008.rupp.edu.kh

wvalid fronn 5/11/2012 te 1171072012

Install Certficate... I Is=uer Shatement I

Learn more about Serfficates

ok I

2- GO Install certificate
[

3- GOI Next
i

L .
'_0_' he import was successful.
e 8

4- Ok
5- Ok

9&-&-M- Configuring TS Gateway G§€§3€L§ certificate

itfuinie WA Certificate 154} Configure It YW TS Gateway

1- Start=>Administrative Tools=>Terminal Services=>TS Gateway Manager

2- gowif Mouse 21481160 TS Gateway server Ul WIR ASTEILWHA Properities
3- 181560 SSL Certificate tab HAS MG

- Issuedto

- Issued by

- Expiration Date

4- GO Existing Certifcate IRAUHAM S NNWANAYSUA
x|

'General  SSL Certificate | TS CAP Store | Server Famm | Auditing | S5L Bridaing |

To help secure network communications between the TS Gateway server and connecting
clients, a Secure Sockets Layer (SSL) certificate is required.

i The following cerificates is installed on WIN2008

Issued to: Win2008.rupp .edu kh
Issued by: Win2008.rupp .edu kh
Expiration date 11.10:.2012

i~ Create a seff-signed cerificate for S5L encryption

Create Certificate...

= Select an existing certificate for SSL encryption recommended)

To view the server certificates that are available on the TS Gateway server WINZ008,

click Browse Certificates.
Browse Certificates... |

5- G160 Browse Certificate

1
o al 2

6- I{RAITRIWRA Server Certificate IR NS HMWANYSY

3
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=]
The following cerificate is cumently installed:
Q Win2008 rupp .edu kh

To wiew a certificate, select the certificate that you want, and then click View Certificate. To
install a different certificate, click Instsll.

lzsued to | lzsued by | Intended Purpose | Expiration Date :I

AaJWinZCH}B ruppe. . Win2008 rupp ed Server Authentication 11764201
WMSwc-WIN2D08 W rc-WINZ008 Server Authentication 3. 2

&l Win2008testiab... Win2008testlabl... Server Authentication

_aJWinZCH}E.n.lpp.e... Win2008 rupped... Server Authentication 11852012
c I. P " R PR ._,...,_.i :

-

Install | T |

9&-&-¢&- Configuring Connection Authorization Policies

Connection Authorization Policies ARNHBUASIAMMTITHYWHIM: TS Gateway
1- Start=>Administrative Tools=>Terminal services=>TS Gateway server Manager
2- gosbaign + IBEIN{RA Tree node AAM3] TS Gateway server

4 TS Gateway Manager
Fle Acion View Help

bR

_03 TS Gateway Manager

B3 WNa00s (o]
B
" JedinOnder Lited) | UserGra Client Computer Grouy Stafus
View »
Refesh
Hep

3- goiba + Rgjafan 25l Connection Authorization Policies

4- Select 1§ Connection Authorization Policies=>Create New Policy=>Wizard
X

Ci% Create Authorization Policies for TS Gateway

Authorization Policies A TS CAP allows you to spedfy the users who can connect to this TS Gateway server. A TS RAP allows you to
- _— specify the network resources that users can connect to remotely through this TS Gateway server. You can
Connection Authorization Policy use this wizard to create both types of authorization policies.
Requirements

Device Redirection
TS CAP Summary
Confirm Policy Crestion

i Until you create both a TS CAP and a TS RAP, users cannot connect to network resources through this TS
Gateway server,

Spedify the types of autharization policies to create:
€ Create a TS CAP and a TS RAP (recommended)
% Create only a TS CAP

" Create only a TS RAP

5- R UTAIWA Create only a TS CAP IAWUSITEAGHIT Next
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6- NWUENAUININ:FR TS CAP field S Domain User Access I WU QUBATTI
7- (& tick ifJ checkbox i§ Password it Tick 1 smartcard

Authorization Policies X

Ci% Create a TS CAP for TS Gateway

Authorization Policies Enter a

name for the T5 CAP,

Connection Authorization Policy IDoma\n
Requirements

Device Redrection
T5 CAP Summary
Confim Policy Creation

Ussr Access|

Authorization Policies x

Cili Create a TS CAP for TS Gateway

Authorization Policies
Connection Authorization Policy

Device Redirection

Specfy atleast one supported Windows authentication method. If you select both methods, users that use either
method wil be allowed to connect.

¥ Password I Smartcard

TS5 CAP Summary
Confim Policy Creztion

Add the user groups that will be assodated with this TS CAP. Users who are members of these groups can
connect to this TS Gateway server,

User group membership (required):

Add Group... I
Remove:

Optionally, you can add computer groups that will be assodated with this TS CAP. Client computers that are
members of these groups can connect to this TS Gateway server.

Efj' Next

8- G160 Add Group button &1 &5t A Group I8 User £Gth Domain Users
21

10- Next

Select this object type:

IGmups

From this location:

Object Types... |

Ipntc.edu.k.h

Locations... |

Erter the object names to select (examples):

Domain Users

Advanced... |

Check Mames |

Authorization Policies x|

Ci* Create a TS CAP for TS Gateway

Authorization Policies
Connection Authorization Policy

Device Redirection

Specify at least one supported Windows authentication method. If you select both methods, users that use either
method will be allowed to connect.

il Password r Smartcard

TS5 CAP Summary
Confim Policy Creation

Add the user groups that will be assodated with this TS CAP, Users who are members of these groups can
connect to this TS Gateway server.

User group membership (required):

PNTC\Domain Users Add Group... I
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11- Lﬁuﬁ[ﬁ fUTTRU WA Enable Device Redirection for All Client Device
X

ailj Create a TS CAP for TS Gateway

Authorizztion Policies Speify whetherto enable or disable dlient device redirection for computers that connect to TS Gateway.
Connection Authorization Policy
Requirements
TS Gateway device redirection should only be used for trusted dients running a version of Remote Desktop
evice Redrection Connection that supports TS Gateway.
TS CAP Summary
Confirn Policy Creztion (¥ Enable device recirection for al dient devices

(" Disable device redirection for al dient devices except for smart cards

(" Disable device rediection for the folowing dient device types:

12- G100 close IRGjUENAUISHI Policy IRMUIFUMSUIRE

9&-&-M- Configuring Resource Authorization Policies

CAPs MISEIGUHNNANNGTRAY SAUIRARAIINUHSIMAY) Access BAMS TS
Gateway 4 TRY[i{0{M & resources IS1NIMW gateway Resources PRI {AIEIAIS]
gﬁmnﬁmﬁ} RAPs ts‘lghzmmmﬁts:m‘?h% configure GitN: Local resources group
INWENS§1} Terminal server HEUISIghAIANIS Y SIAN: 0 WIN2008 IIWUSIUEA

HSMAZ]RATS Domain Users group MIGMUBAM SH

1- 1 Active Directory Users and Afjéis iNWUIRa ANjSI Group G@sing:dh TS

Servers WU IUHA Add WIN2008 £ HN R AU ASTAEINN:
2- Start=>Administrative Tools=>Terminal Services=>TS Gateway Manager
3- 0{fin Node s&igjin TSG Server

4- m[ﬁﬁ Policy folder It Select 163 Resources Authorization Policies

Fle Adion View Hep

EEE

@T‘S Gateway Manager Resource Authorization Policies

5 s o)
3 ] Poldes
| Comnection Authorizatin Poices
B Resource Authoizaton Bolcs

A Terminal Services resource authorization policy (T5 RAP) llows youto specfy the netviork resources (computers) that users can comnectto remately through
this TS Gateway senver,

| Monitorig Uetele iy ' Alowed Resaurces |PohcyLoahon |Port |Shtus |

Manage Local Computer Groups

Vew }

Reffesh

Hep

5- {{REUTAJUSA Create new Policy=>Wizard
6- I{RAINASUA Create Only a TS RAP HAWUYSIYAGTI Next
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Authorization Policies x|

wi)p Create Authorization Policies for TS Gateway

Authorization Policies A TS CAP allows you to specify the users who can connect to this TS Gateway server. A T5 RAP allows you to
- specify the network resources that users can connect to remotely through this TS Gateway server. Youcan
Resource Authorization Policy usethis wizard to create bothtypes of autharization policies.
User Groups
Computer Group
Allowed Ports

TS RAP Summary

Confirm Policy Creation
= i Until you create both a TS CAP and a TS RAP, users cannot connect to network resources through this TS

Gateway server,

Spedfy the types of authorization policies to create:
" Create a TS CAP and a TS RAP {recommended)
" Create only a TS CAP
& Create only a TS RAP

7- MW ASAINIUAT Policy Name & WIN2KBTS Access HAWUSITEAGHIC Next

8- GO Add Group TRgjiagkiA Domain Users HWUIUEAGHIN Ok
B thorzmion oies 5,
(

‘#i% Create a TS RAP for TS Gateway

Add the user groups that will be assodated with this TS RAP. Users who are members of these groups can

Authorization Policies
connect to network resources remotely through TS Gateway.

Resource Authorization Policy

User Groups

Computer Group

Allowed Ports If you have just configured a TS CAP by using this wizard, the same user group that you associated with the TS

TS RAP Summary CAP will be spedified, To spedfy another group, dick the group that you want to remove, dick Remove, and then
dick Add Group.

Corfirm Policy Crestion

User group membership:

9- it ”rmJGUi Group Screen {&ylin Group M1SIRIN: TN TS Servers
X
¢

*L¥ Create a TS RAP for TS Gateway

Authrization Policies Select an option to specify the network resources (computers) that users can connect to through TS Gateway.

Resource Authorization Policy
User Groups

Computer Group * an existing Active Directory security group
Allowed Ports IPNTC\TS Servers Browse I

TS5 RAP Summary
Confimn Policy Creation " An existing TS Gateway-managed computer group, or create a new one

If users will connect to members of a terminal server farm, you must select this option.

" Allow users to connect to any network resource (computer)

10- GGIEU Next 160 Allowed Port Screen
A

Cilj Create a TS RAP for TS Gateway

Autharization Policies By ctljeff‘i;u\;, Tergigalii;vi;es :I;enltsmt:g;}nectto:ﬁetworls( rest;:rc:s ;mogz:ly Hﬂ_rr(::upgh T(Egapggrt 3389,‘:& por:
used for Remate De ratocol connections, Spedfy whether to use r or another port,
Resource Authorization Policy g = po pa

User Groups:
Computer Group
Alowed Port
¥ Allow connections anly through TCP port 3389

TS RAP Summary
Corfim Policy Creation

" Allow connections thraugh these ports: |

To specify more than ane port, type the number of each port separated by a semi-colon, For
example: 3389;3390

" Allgw connections through any port
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11- GGIEY Finish
9&-&-&- FIFNBBH Terminal Server 652856555 Client S2585€55: TS Gateway

1- Logon YAMS server

2- usiamutunsidupiminhadhidugaid self-signed certificate 4

3- Copy root certificate tsﬁﬂa} Server t‘ﬂfﬂﬁ:ﬁﬁ Workstation 4 UWNTHA Copy ﬁ"mﬁ@h
C:\MyCertificates ' l

4- Start=>Type MMC

- 1@' fUTTRUWA File=>Add/Remove Shap-in
I';ﬂu:id or Remove Snap-ins @‘

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible smap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

Snap-n vendor B ~| Console Root Edit Extensions. ..

- ActiveX Control Microsoft Cor... PR
[Fd authorization Manager Microsoft Cor... —
5= Certificates | Microsoft Cor...
. Component Services  Microsoft Cor...
& computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor...
= Disk Management Microsoft and...
[ Event viewer Microsoft Cor...

| Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
B, 1P Security Monitor Microsoft Cor...
-3, 1P Security Policy M...  Microsoft Cor...

[=| Link to Web Address  Microsoft Cor... Advanced...

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

m

6- GOI Add

7- Select it0 ANj§1 Account fUTtS Next
’ Certificates snap-in @1

This snap-in will always manage certificates for:
() My user account
() Service account

(@) Computer account

< Back [ Mext = ] [ Cancel

8- Select Local ﬁnj§i and then Next
Y Select Computer =]

Select the computer you want this snap-in to manage
This snap-n will always manage:
@) Local computer: fthe computer this console is running on)
() Ancther computer: Browse...

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.

[ <Back |[ Fmsh | [ Caneal |
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9- Finish
10- n{fin Certificates Node
11- Goihwiilah Mouse @AMl Trutsted root certification Authorizaties =>All

Task=>Import

 Consalel - [Console Roof\Certificates (Local Computer)\Trusted Root Certification Autherities] & alite i -

E File Action View Faverites Window Help

ke A

_| Console Root Object Type

4 @ Certificates (Local Computer) || — Certificates
> [ Personal B

4 ||| Trusted Root Certificati

Find Certificates...
| Certificates

> [ Enterprise Trust All Tasks » Find Certificates...
» || Intermediate Certificati
» [ Trusted Publishers View 4 Import...
» || Untrusted Certificates New Window from Here
» || Third-Party Root Certif|
» [ Trusted People Mew Taskpad View...
b _ Smart Card Trusted Ro Refresh
» || Trusted Devices
Export List...
Help

12- GO Next
13- Browse i File i UM S Copy i Server

= N e = i ——
) Certificate Import WLzard ﬂ

File to Import
Specify the file you want to import.

File name:

C:\MyCertificates\WIN2008. cer

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

< Back ][ Mext = ] [ Cancel

14- GGIFUNext

Certificate I rt Wizard
ertificate Impo Lzar ﬂ

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ][ Mext = ][ Cancel
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g !
Certificate Import Wizard ﬂ

| The import was successful.

17- Close MMC
18- Start=>All Programs=>Accessories => Remote Desktop Connection
19- G0 Options

~
% Remote Desktop Connection ="

| Remote Desktop
»¢) Connection

| General | Display | Local Resources | Programs | Experience | Advanced |

Server authentication
Server authentication verfies that you are connecting to the f
intended remote computer. The strength of the verification
f required to connect is determined by your system sscurity
policy.

K server authentication fails:

What are my server authentication options?

Connect from armywhere

I m Configure settings to connect through Remote Desktop
Gateway when | am working remotely.

~) Options [ Comnect | [ Help |

—

20- NWULN IS TS Gateway Server U IP address
o) R‘[;Gatewag‘,r Server Setﬁn_g_ ﬁ1

| Remote Desktop
»¢ Connection

Connection settings
(7)) Automatically detect RD Gateway server settings
(@) Use these RD Gateway server settings:
Server name: 152.168.100.10

Logon method: Allow me to select later hd

f Bypass RD Gateway server for local addresses

I (7) Do not use an RD Gateway server

Logon settings
User name: Mone specified

“ou will be asked for credentials when you connect to this RD
Gateway server.

Use my RD Gateway credentials for the remote computer

What is an RD Gateway server and how do | know i | need one?

[ ok ][ cancel

21- GOIUOK
22- GO0 Connect
23- NWULN Y Password
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Enter your credentials
These credentials will be used to connect to 192.168.10010.

| Administrator
||l acer
| T |
|
E} Use another account

Remember my credentials

24- GUIFIOK
9&-9- Terminal Services Remote Programs

SaNoaIS ARUMSMUBAMYW Terminal Services AN SHSINAITM &I Desktop i
(MEAMAYWIN Local Desktop IUYWIG)AA Remote Desktop IRUMSHAR Termin-al Server
Terminal Service Remote Programs L@fmSILﬁLm f{jﬁjLH]ﬁHS@ﬁﬁjfiﬁtLﬁLm UG
Access applications ﬁﬁigﬂ WMHIW: Terminal Service §G Local Applications iR14
HAMG Access Applications ma?ﬁmwﬁpmhma%
- muBiW: Remote Desktop Protocol (.RDP) file Y
- muiw:isMiuigy Applications SRS Start Menu 1URS Users sRwifd MSI
Windows Installer) file
File MSI 11S¢ 917 ¢ SHENYW Remote Program 201NIAN 105AGHS] Users 1{J{M & Microsoft
Office MYIW: Terminal Services S# Remote Program fjrﬁt[fi Word(.doc) file fYW Remote
Program  ISTIOUHAGORIRRESMIT Word file h8RBIANIMI Terminal service session
AW UIRY Remote I;rogram RT{MWHANGT Setup Terminal Services Web Access
WG Access EMYILS: Web site 4
Remote Program ARSI UHASIMAIAGHIW Y Roaming local Users 9 iHABSGRY
Application GRIANIMIIG workstations §{0S HAMSIAUIRA Host YwEURIhIM
Application §60hiUTtw2jUsers Bifthimi applications 1GMANMSAUFATgHFIRHATNS
AEIMICING
131 f{m & TS Remote Program @'§ Client §gwI{pidingnagimi
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Microsoft Windows Server 2003 with Service Pack 1 or later
- Microsoft Windows XP with Service Pack 2
Installing Applications
Windows Server 2008 J8t18 Applications (R UHIS{ANUYWESSHGE Paint S8 Notepad
tisunuinuiEsoh Setup Nith Remote Program 1812199 HAWTN UEN{HIMI Applications fia
[mAREGH

- Microsoft Office
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iR ugiRsgiRi Terminal Server IWTWHS (N 2] Users MGHT M &M St Remote 9

ﬁOMc\)

A Install application 160 Terminal Server NARGIMI Install D160 Workstations 1912 1514
Terminal service N8 ¢ 1A G SUMYU User Registry Key 841 file IR fU{#{ load fik User Profile 4

1SN TR (U ARIMI Install Applications 160 Terminal Server ENEURHATHIYT Server Mode

il Execute Mode A Install mode §S1INQY logon BAMS Terminal server HAMNGRIANIMINAR
Mode i mode Hhfii1 yASH{pIRidhiMIMAY Execute Mode iShinmuHARIMIGILNT

Applications Terminal service monitor §hgi Mode £l HKEY_CURRENT _USER registry 8
Capture iU Applications Installer )

miul Server Mode il Execute mode ©7 Install mode

Chaunge user /install

ﬁ‘litﬁﬁﬁ Install mode BRI Execute mode ?@

Chaunge user /execute

gon
migill Install mode SW{ASJUBATY Execute mode IMESHIMISIigARAITNIRM

[a]
v

Installer &% MSI package
RUUNGH S;f i Configuring a Remote Program
isiadumais: ithdhuila Windows Calculator i1 Remote Program 4 itfi{aiutia
ROP file 84 MSI file iR GIoA W 3j Users i U8#Access remote program
Logon BAMS server IR IANMBIANIAMT Terminal services
Start=>Run {UIWH WU (N remoteprograms.msc U OK

al al ad ao al
PO . . o8O .
3- GGIU Add RemoteApps 1 Action list 1n8]iillNIMI RemoteApp Wizard
Par B ard <
4- GUIU next
) al - al
oS- iU lifuWn Calculator LW next
sl
Fle Acion View Hep
ealnlil x
Choose programs to add to the RemoteApp Prograns list ‘Actions
TS RemoteApp Manager Selectthe programs that you want to add fothe RemoleApp Frograms . You
( RemoteApp prog prog can also configure individusl RemoteApp propeties, such as the icon to diplay. <an make 2 Remot: ™ (Local)
i available to users, you must add it \pp Progr: 4 Comectt Computer
! Nare [ = Prog
LIy Active Directory Lightweight Directory Serviees Setup Wizard £ TerminalServerSetings
Overview (0113 Bick 182 e :
il Colclator £ 75 Gateway Settings
Terminal Server Settings Change 02 Data Doseniu e ' L progems maybe unavatie o B Digitl Signature Settings
(B) Clients will connec to: Win2008,pntc.edu kh 15 Des Saurces 0DBC) ! P
L D15 Disk Defragerter £ ExportRemoteApp Settings
Y (U;:(r::::‘::;yeégmhsted Remotepp programs on iniial COmMEC |0 e i lisgeet for UNX 2 npotRenoteg Sttngs
) (CIN) Intemet rfomation Services {1S) Manager le in TS Web Access, Change " N
TS Gateway Settings Change 0€. 15251 rester e
(i) Clients will use TS Gateway settings defined by their domain's G |78 Memory Diagnostcs Tool H ke
Digital Signature Settings Change 12 ot fcess 2010
A\ No il e oo, (Using » il cert L1181 Microsoft Clip Orgarizer
A S:U”\‘g\t; certifcate is confiqured. (Using a digital cettficate may (T3 e ce e oy
. (I Microsoft InfoPath Designer 2010 M|
RDP Settings Change
() Clients will not use any custom RDP seting SekctAl Seedloe | Popetis.. | |
<Back Cancel
RemoteApp Programs
Name Path [ 15 web acce.. [ arguments |
Ostar| | 3 B [ 75 RemoteApp Mana... = serier Manager Fifo Wy wisam
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9-

10-

11-

GG Finish

Select §§U Calculator fi RemoteApps

il Remote Calculators Action Pane Select iU Create .RDP file
GGIF0 Next

RicINEaiaiS ROP file AWGTHU Next

LI
Fle Acon Vew beb
EE
TE Damnbafinn Manzrn- o
S — e — wrloa)  «
Specify Package Setfings % comect o Conputer
- and corfigus Remotefon [ —
R ]| @ Temina Server Settings
B Tscateway Setings

[e:Progam s Packaged Fogams Distrbution with TS Web Access

users. Refresh | Lesm more

Saver W2 gc ek
feqiesveradharicain: Ve

oo |
Por T T (@) & remote deskiop connection for ths sewer s not visible n TS Web Access. Change
_tme- |

/Al RemateApp programs ae isitlein TS Web Access.

b The TS Web Access Computers group s empty. RemoteApp programs may be unavailebe to

8 Digial Sgnare Setings

2 ExutRenoteion Setings
B tmportRemotedon Setings

@ Shonin TS Web Acess

& tiden TS vish Accass

8 Create Windows Installer Padage

View
8 More about using TS Web Aceess H e
TS Gatewway server sefings wil be automaticaly detected Other Distribution Options. i
Select 2 RemateApp program and choose an aption below. -
Create xdp Fie
I Create Windows Instaler Package
Mo s il b sgred by a ceticae. 8 More zbout diswibution cpsicns
2 o=
o |
77| X Resoe
ek e I B

Do |2 m S TS hemtorep o s e
Finish

C:\Program Files\Packaged Programs

I
Gl @ wism

% ‘ | Computer » Local Disk (C:) » Program Fles  Packaged Programs

Fle Edt Ven Took Hep

Ogize v = Views ¥

Eanrelils !\iame i |v| Date modiied |.| Type |'| Sz |.| Tags |'
b 5[11{2012405PM  Remote Desktop.., 248

[ dcamers o wmians OB 0%. eyt 26

E Fictures

R Music

I} Recenty Chenged
E Seaiches
|\ Puble

12- Close Windows

13- Select Calcualor fl remote Program List

14- A Remote Calculator Action Menu Select Create Windows Installer
15- GGIFUNext
16- GOIFUNext
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e B T P B B 1 B
RemoteApp Wizard X|

Configure Distribution Package
ou can specify how the program package is viewed and installed on client
computers.

Select where the shortcut icons will appear on client computers.

T Desktop
[+ Start menu folder: IRemote Programs

Example: Remaote Cffice

— Take over client extensions

Taking ower client extensions allows clients to easily open local files with programs that are
installed on the terminal server.

Only use this option when clients do not have locally installed versions of the programs
installed on their computers.

I Associate client extensions for this program with the RemoteApp program

< Back Nest > Cancel |

17- Finish

Iﬁﬁj Access remote program HAH1G Copy calc.rdp U Run calc.rap.msi file i6U Client 9 tf'iﬁﬁlnstall
Calculator Link 1htiss{ .rap.msi file 1§12 Icon {5it SUIRA1SIIT Desktop §4 Start Menu iRy §H
B utidhiming
18 Ahiy)uiihimi Calculator sttwi(d .rdp file:
1- Copy file calc.rpd IAMAIG Desktop i8S Windows Vista
2- GONIRRGSAI calc.rdp file
3- hwum e aI ARG} Logon AMS Terminal Server
4- i[ﬁ ﬁﬁ?ﬁitﬁﬁ Device 181160 client iR maﬁﬁﬁﬁm‘fnm: Remote Program Sesion and Next
5- Windows calculator Application SRUMMIFT ’Fjﬂﬁi client

-
\J Calculator |

View Edit Help

|-§-Degrees ) Radians -:-GradsH M || MR || M5 H M=+ H M- |
L || | [ =]l ]| e | = ]|
| it [[sinn || sin || 2 [0 || 7 || 8|9 «[ =

a4 |5 ] 6 ) wenas]

|dms”costhos H i

| m |[gann | tan || 2* | @xf| 1 ]| 2 |[3 ]| - ]| _|]

| 7e || ow |[Moa|[ s |[20¢]] 0 | . || +]

9&-¢3- Terminal Server Web Access

File .rdp §3.rap.msi (it SIS AESTGUINM Icon 165 Desktop 14T Client 15t} access
remote program aﬁﬁi-ﬂﬁ Access NMYIW: Web site 1t tiﬁ[fj' TS Web Access
TS Web Access At Service YWIRUNT Install 181160 Windows Server 2008
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UM ﬁHSlfﬁgj Installing and Configuring TS Web Access
1- Logon HAMS Server
2- 1A Server Manager
3- 1L§ (UTT IR Terminal Services
4- GOIU Add Role Services

5- Select TS Web Access

£
E(.E Select Role Services

Role Services Select the role services to install for Terminal Services:
Confirmation Role services: Description:
T5 Web Access provides access to

Progress
terminal servers through a Web
Results browser.
Par B ard <l
6- GUIU Next
a
7- GGV Next
Par B ard <
8- GG Install
Par B ard <
9- GG Close
ﬁ/é;g Installation Results
Role Services
The following roles, role services, or features were installed successfuly:
Confirmation
Frzg=s ~) Terminal Services @ Installation succeeded
The following role services were installed:

TS Web Access

Print, e-mail, or save the installation report

<orevous | wee> |[ dase | ol

10- Logon HYAMS Server
11- 107 Server Manager

12- n[ﬁﬁ Configuration=>Local Users and Groups=>Group
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JIE]

Fle Action View Help
LG IEE 5
) Roles
Features Hame LS
Disgrostis :@Adm\nishamrs Administrators have complete and ...
] ﬁ Configuration L@Backup Cperators Backup Operators can override secu...
Task Scheduler I Certficate Service DCOM Access Members of this group are allowed t..,
9 Vindows Firewall with Aduz | & Cryptographic Operators Members are authorized to perform ..,
C% Services :@Disﬁihut&d COM Users Members are allowed to launch, acti...
ﬁf‘ﬁ WMI Control :@Event Log Readers Members of this group can read eve...
£l & Local Users and Groups B Guests Guests have the same access as me...,
) Users :@HS_IUSRS Built4n group used by Internet Infor ...
i | Groups @Netwurk Configuration Operators Members in this group can have som...
B Storage %JPErformance Log Users Members of this group may schedule...
:@Perfnrmance Monitor Users Members of this group can access p...
Brower Users Power Users are induded for backw...
L@Prwnt Operators Members can administer domain prin. .,
:@Remut& Desktop Users Members in this group are granted t...
:@Repl\cator Supports file replication in a domain
:@Users Users are prevented from making ac...
:@DHCP Administrators Members who have administrative a...
BIoHCP Users Members who have view-only acces, .,
iccess Administrators Members of this group can modify th...

Actions

Groups a
Mare Actions 3

TS Web Access Administrators -
More Actions 4

13- GOATRNAISIU TS Web Access Administrator 111t Add WIN2KSTSG & et

14- GO0k

15- 181160 WIN2KBTSG Share folder i augAiduiamsuifia file 1SIAIN: calc.rap.msi
TWHIANNEG ] Domain Users 83 WIN2K8 TSG 1183 §{fitia Read-Only ipm:

6 0M Windows Server 2008 ?jsms Install File Server i Default 112184

16- Logon HAMS Domain controller
17- 13# Active Directory Users and ﬁmj§is

JRI=IEY
File Action View Help |
L A EINETE - ISR ST =R |
L | Name |Tvpe | Description 1
saved Queries | 5aved Queries Folder to store your favor...
£ prte.edu.kh Hdpntcedukh  Domain
[ — ol
5 - °‘ & o
18- UIR& Ou IUTWIN AT T Remote Users
e

File Acton View Help

ez rElfoXE o= HE[2 2 7%

] Active Directory Users and Comput | Name: [ Tvee [ Description |
| saved Queries
= 3 pnte.edu.kh There are no items to show in this view.

5| Domain Controllers

| ForeignSecurityPrincipals

| Users
FRRFemote Users:
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19- UIR# User igmMisink Remote Users OU §UTWNAINLN D testuser

B Active Directory Users and Computers - 1ol x|

File Acton View Help

es [ 2E {0 XDd=BF(BaETa%s
: Active Directory Users and Comput D

"~ Saved Queries
B g ptc.edukh

s BT

L

BHE

)

Domain Controllers
ForeignSecurityPrincipals
1 Users

2| Remote Users

® #

20- Add testuser EYRATUL Remote Desktop User local group 191160 WIN2K8STG (HA
AHIG Add testuser SR AIUAT Global Group ttﬁwU@ﬁHﬁ Add Global Group 1S1:
PN AIUES Remote Desktop Users local group 11160 WIN2K8STG)

File Action View Help

B EREE EEE EEE SRR

] Active Directory Users and Comput | Name [ Twne I Nesrrintinn 1

1 saved Queries B Account Operators Bl kemote Desktop users Properties_______ 2|

R Dzﬁé:ﬁnur;kh ;:::E:g;z:ws : General  Members |Membe(Of| Managed By | UNIX Attributes |

=] E;E::‘“;’;m”m ;Cerhﬁcat& Sherwce DCOM Access S Members
| ForeignsecurityPrincinals Si‘g:;ag;pé;ﬁﬁ::m i Name__ Actve Dreclry Doman Servs Folder
Users 3 L pricedu fch/Remate: sers
= 2 Event Log Readers 5
7 Remote Users S

2, Guests 5
82,115 _1uses 5
2, Incoming Forest Trust Buiders 5
52, Network Configuration Operatars 5
SﬂPerformance Log Users s
SﬂPerformance Monitor Users E
52, Pre-Windows 2000 Compatible Access 5
52, Print Operators 5
82, Remote Desktop Users 5
2, Replicator 5
82, server Operators 5
82, Terminal Server License Servers 5

21- Goiwiiiak Mouse 211 a1163 Remote Users Ou TUTI{E (UiTAItIA Properties

22- G510 Group Policy tab

23- 560 New 18jutla GPO FiUitunAIA:th Remote Programs 61613111
GPO

24- Select Remote Programs GPO $UWGGHU Edit

25- mLEﬁ User Configuration =>Software Settings

26- oI WiHTak Mouse 21011l Software Installation iUt select New=>Package
27- Select \\WIN2008\PackagedPrograms$\calc.rap.msi

o
- 3 @

Cakulator

[ (e Vst

S Network eamon

28- Select Published as the Deployment method UGG OK
29- Close Group Policy Editor Windows
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30- Utﬁfﬁ ou ﬁm SN Terminal Servers WA WIN2K8TS ﬁmj§f tAak ou ﬁiS:

31- gosthwitiGak Mouse 214411kl Terminal Server OU 1t Select Proper:ties

32- 18151 Terminal servers Properties dialog box G‘Gtﬂej' Group Policy tab ] ngﬁﬁHﬁG‘G
i65 Add

33- GGIU All tab UIUBAGGHET Remote Programs sUitwgoied Ok

34-1WMS Select 160 Remote Programs GPO G360 Properties button itIWUIUEATT
] Security tab

35-181Ak Permission area RRIAIER] WIN2KSTS 1S Read iUty Apply Group Policy
perr‘nissions 3J Remote Programs GPO i WUgﬁHﬁQUIEﬁ Ok

36- QUT[f'i Ok 1§ Terminal Servers Properties dialog box tﬁ&ﬁ Save

37- G1M 3 WIN2KSTS 10 Internet Explorer S h http://WIN2K8TS/ts

38- 18110 TS Web Access Web page qem‘? Configuration button

39- Tsﬂgﬁ Editor Zone select Populate the Web Part from Active Directory Domain Services
iUl ﬁqun"f Apply

40- Logon YW Windows Vista YW testuser

41- 137 Internet Explorer U W http:/win2K8tsg GIUEn trusted sites

42- http://WIN2KTSG/ts I

43-G0M Calculator icon Q‘h RemoteApp Program tﬁaﬁﬁsmsnﬁm Calculator Icon
ngmtmmmaﬁ@ﬁaﬁ‘mé TS Web Access NHIGURMIIEAR Group Policy SIS
update 4 ANUAHIN wnj’mqn gpupdate it UjUg]ﬁHﬁLﬁGJﬁHﬁ TS Web Access ?@

44- GGIFU Calculator Icon

45- §ﬁ§ﬁ9 §UG1S Trust warning gt

46- MWV ATINI2 ATMAIRE] Logon BAMS Server ( WIN2KSTSG)

47- qum‘}uves

g@

9%-G- ERCHRNEHES SR BHMARSILS

isinhuih st OanygalhmsiamsTerminal Server i8] Host applicationsd HA{AT
mmeﬁgﬁ%iﬁ Server YSAMSH{AT Host applications ithwiikigriduneaniSgwiii

- 5SS Users I8UANY Access applications &AM UA NAFRENY Resources U Server
- hessamNIuAT Applications $EUS{RI’Y Applications 17§11 919) &
20NN Application HISMNM{ATWAIFISH Version IRUMSAMNAETH Database
client §4 runtime engine §G Java runtime 1U#J Sun HARIAI Install applications 18110
Terminal Server EnGiiEntwig]nfl Applications IRjhiRumSMamESwmEomiE g ahi
¢1astuRifniging

HARRAIGARNSIERMN Tools IRULIS AR Windows server 2008 iNtUUIRA
baseline fU{HU terminal server iiﬁwﬁﬂﬂﬁgfﬁjﬁﬁm‘ﬂ% Applications IREUMS Install &4
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mSHP{MAaT CPU §41 Memory utilization i Applications M5 twifl Application §has18
Al (e

onIERASH

9-1fi Terminal Service (RN SIARPUUIGT 2

w-giuinmivgnitupin sifanuiBa Remote Desktop RIS § G890 WEEH
Aneiagfhco

M-3& Single sign-on ﬁﬁ]f?j ?

G-1BUNN gpupdate i TNUIEH ?

te -iﬁi}tﬂ‘m Terminal Service Gateway ?
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Windows DNS, BitLocker Driver Encryption, and ltanium Support

Windows Server 2008 G1SUM mgimgm:thﬁs:Udj Windows Domain Name System( DNS)
Active Directory&fiise DNS 1 f st RIGTIBUMIRAUYIURS Active Directory itTaGARNA
IR AN :(ASIE) M EIUAS Windows DNS DNS 8J{i0 Windows Server 2008 HIGAI]§ Background
Zoon Loading, IPv6, GlobalName Zones, Read Only DNS Sy mgnn:mtmij DNS Clients $uUTIth
Link-Local multicast name resolution (LLMNR) mmi’gaﬁmmuﬁ Windows Server 2008 Ami
UENRUSH BitLooker Driver Encryption f{UUISY I Security 3j Hardware §4 Software 4 NG R
U;nuw T MIMIGRMI Access 161 Server INWASMIHSENE 191:8 Physical Access 1{fuiEpmuw
#1479 g UM SActual drive it 9

AgmamingagAnsipimsiAsisii gig:hagimicimtst 64-bit 9 Windows Server
2008 RI{HU Itanium-base System B Version 2 (UUHRIUAS Windows Sever 2008 (R UAIMS
UIRAIETMIFITh platiorm f5{EUapplication (B U{HIMIAIING Local resource IRUHSTENUIZIY

( processing power, memory 4fU) e Swhnsg load-balancing giﬁfﬂﬁ multiple server 4

99-9- Domain Name System

E

° [

DNs Ahigajubinp:memihtis TePaPY  hiiupeywigaiaasahmndime)

RN UNTUANWIAMY Internet 84 ‘ISﬂnh Active Directory 4 hAthas1 3Ryl ShnmiiaaRmiv
g
i

D3
o3

H

f{utin: Host T Domain 2{Fityuw 1P Address Shwtﬁﬁnfmﬂ Active Directory i{{J DNS 1
WA Record Type $UTIh SRV Record it Lﬁtﬁjhi i Key Active Directory Infrastructures
Domain controller
islandgadc ibhmsanapoiiwsiyuhsiAis DNS §% Active Directory URAN:
FAEIURT DNS i NI SHSIEIT Windows Server 2008 S#{aiaAnisiakSigAis:iiums
HuUnUEoORIMY : |
« Active Directory Domain Services Support Windows DNS Ath DNS Server {AY1UNS Microsoft
ISP UMUSnA§sIgiSh Active Directory Domain Services (AD DS)
i91:G0u1gATe R 1S FMIVAS DNS Solution IBUAI{S{IAGES SRV record AT Active
Directory Attwhisiia8smoggrmsgiinuiunasingamiupusingon§om ug
ﬁmm‘,ﬁ”ﬂi DNS data tﬂnﬁ AD Domain T application partition 9 Windows DNS tu”ﬂfﬂU
gswngshmgﬁmsmmnhm{pmjnsf Secure Dynamic update {U&S DNS record ity
Clients GjBgh Domain Sin:pupan:is:hugnugngiminagisi DNs iduesisiph

Hosthname

zor‘*

B"(B

G
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o Stub zones ARFAIA Partial copy UM Zone IRMUEASI Resource IRQURIMIMW
Authoritative DNS Server RTNU Zone 9 MITASIETH DNS resolution A MIANGA
Records U authoritative DNS server fULEﬂt'J child zones

¢ Integration with other MS networking service Windows DNS supports integration with
service G Windows Internet Name Service (WINS) §% Dynamic Host Configuration
Protocol (DHCP) 9

« Better administration tool Windows Server 2008 MSEAMYWSIMIUS] Interface tﬁﬁjfﬂi
[PURRMSMNINWuSh M suigugi Wizard U{UGWAEUR Administration 4

« Dynamic update support Windows DNS A1{§ dynamic update IR (UARNGIN W RCF 2136
1 18:thugnn:Raen§ii sl DHep phuTusis:Saa(yImIGA DNS Records TR
msﬁﬂtﬁnw@smmgnﬁaéﬁgﬁmﬁmﬁtﬁt{ﬁ |

« Incremental zone transfers ARMIGERNRIALIHIAIE Windows DNS MSIEMIUIRS Sim
Oiyh Zone 191th DNS Server Joisitiwidumsia Record IRU{RIMSIATUANMISG U
WhASIMIGERIF Server |

« Conditional forwarder $tTlGifiMi Forward §infU Address AMIRUSSMSIFWRUIFIMS
DNS Server Conditional Forwarder HS g% 3] Name Resolution G Q) ffmj[}ﬂt'f Domain
Ri6UaUig) DNS ServerGnes N &S 4
2NNIANHANGUIAA ST Conditional Forwarder s3{n G Forward i81mifistiiiayitin Hosts

2 Microsoft.com Domain 1§ DNS Server Gﬂf{iﬂﬂf{iﬁgmﬁj Normal forwarder Server iU

ol
HA
99-9-9- Background Zone Loading

Windows Server 2008 DNS UMUSiGssisminBinywigsu@hmsumusi
Background zone loading (UG AN Eﬁhiszﬁs‘fiﬂﬁij DNS server ﬁi[@ﬁﬁﬁﬁﬁtiiﬁﬁﬁtgﬁtﬁ Cvlients
W UUUANUREEImMIaNThS 9 MUlYs Server [HIMCHTMINNWA DNS data i AD
DSY §RfalamIGWwaTARMIEIARANS Host iRnuntdiGsnismstwanf AD DS isligjtuAnis]
fﬁmsmnﬁwﬁughmw'tﬁﬁmmﬁmﬁﬁﬁw'ﬁsjﬁémsa’m{ﬁsmﬁj Host 1817k File
2IaN: mﬁfﬁéufétﬁ?s Internet |

100038 07 Windows Server 2008 DNS QYUiRuEihimiigih Sidhimuuaih §hmse{pigo
MSUMMANIMY :

1. AaNAIN: REium s Zone FiianAT 4

2. UMNFU Root hints 4 u

3. ngmsuf file-backed zone(NUAALSIUAS zone SS{HIMSHEARN AD DS)
4.mﬁi"'§gt§ummﬁn WU clients requests o

5. {§MIn{fAst Threads UGN zone SFIRARK AD DS
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RUns§c(MuEWwause Clients) 1UAT Windows Sever DNS Systems iR (U sigmifiima
nﬁﬁms%(miggmnmmémsmf{f zone fi AD Ds) igjtingmmuniy iagmhifnigaielid
Ggsis Record 1UAT DNS hosts iduhmsBighimitinkith iiwnsmitmasiglicd DNS server

athnsmngrissSwe  mujubiaiaphiminsamithiansanmiuauiiius
gARUUINE Sthywihanuajnyd 4

99-9-19- IPv6 Support

i91:0th 1Pve msmunmSwsioaosunmuugyshmty Gigwasibduassioyng
P 1Pve WIMUHIARISISE MUPma 1P Addresses SURiHAIY IPv6 B18128bits &tans
D IPva misia sebits Gigm:d ilgjegumsauuiuns SAmmBimas Pve stlicimoins
QUAIRNAITINTY IPv6-capable Networking IRURINIMIMUEASTAUAMINSYTEH Windows
Sever 2008 on sever side, Windows Vista

Microsoft MSAU N 1Pv6 15138 Windows Server 2008 DNS WURIRAMIUIUNUSIHAY
o wgsin mmsémtﬁéshmqu'CPﬂP HA9Wind ows Sever 2008 DNS HSEM# 3] DNS
entries URNAR 1Pv4 T IPv6 address*] tﬁmﬁts:tﬂﬂ}jﬁﬁms Command-line tools fTHUAUAR
DNSIS1:A DNSCMD .EXE IRUHGIHTMSMYW IPvekiki 4 DNS 1S ip6.arpa domain
namespace NLH]fJLTﬁEUﬁ name resolution 1U&J IPv6 addresses
AONRRMIY

HATAT Upgrade DNS clients TUATHA HE]ANNT IPV6 1§12 name resolution N1} SeveriUAT
Windows server 20083jUiN N SIGAHSTUAT IPv4(A)TIPv6 (AAAA)Y {56381 DNS client 1UATHA
G GUMSIFWAUIUL IPV6 address il DNS Server 11N SHHIGUMM U 3NISUIMYWESS

99-9-M- GlobalNames Zone

e sifyaidsiufudmi WINs A am s M UHIyANIGuanN: M aiuss Global -
Names Zone 9 DNS GFUSI name resolution S8 WINS HU§i name ywif3jpimiyw P
address WINS A {g5twich NetBIOS 181560 TCP/IPY Windows Server 2008 HS (M 2jHAUIR
Zone 'QUNLUM UWSIAUN D Golbal-Names Zone Scope 1USU Zone 1AM forest level iR mn‘j
[MARD names IRUFRME forest FUYUANSIAYW

ha

ﬁ)

99-9-M-9- Read-Only DNS Zone

autnafeyamsmsingan:Atuadiuas Active Directory Al Windows Server 2008
iRV Role G’I : (BISIAIUTITY Read-Only Domain Controller (RODC)“J Windows Sever 2008
DNS #18 Zone ﬁ&;wmsm@:fn Primary Read-Only Zone Zone 18:@fUSE read-only copy 18

51 S1UAT DNS Zone Iﬁﬁjm WA RODCsY RODCs GY# DNS application partition SHIANGAAN

288



o A

read-only zonel Administrators PﬂutHEULnI'J AYISHN read-only copy ﬁﬁDNS server ﬁi{fﬂﬁfﬁs
1B SMIgATYIAY read-only mode 1913 NERUINMAGN SIS sever fm 9

99-19- Windows Link-Local Multicast Name Resolution

Microsoft Windows link-local multicast name resolution (LLMNR)%fﬂ?ﬁmeﬁ;mfﬁm
Windows Server 2008 HIGIN [N host local 1§ network segment i WE SN G DNS M
fys uann:fiass: [HInSHWAEUE WINS T NetBIOS Afiig WINSS# NetBIoS sifmsia
YW 1Pv4 GIgMm:9 UGUJS Windows Sever 2008 HMGIHJ{M MG 1Pve hiiGytuikikig)a
tﬁujtt’nzftmwmm:tt’mﬁ%srﬁmé DNS9 {N/HMSMHEA{HIMI LLMNR 2

wesiiynnsuas Network §ogwAniSiinimMIth Workgroup 9 DNS server address
IS Client {URSHAUGMAN DNS server iSIQWIAIRIUDISAIU Internets 1BHARTRIATINNLTS
Host fi} network IUATHAUNREGIYT ? GISWi:A LLMNR

" 2@0iAN AOHHAGH ping 191 host YR UE SIAN:0Y WINKETEST YA Server 1URS
HA Server IURIHANYN queries IF1M$ configure DNS server 1654 (B3 SIT DNS server {51
msiAdm hnpuny querytﬁﬁj MU hostname 18174 Server 9 [UaISIT server BT
Si hostname M 81§ 1812 DNS server IURHA{MUD Hosttsmmm%smsgnﬁ Internet 14 UIU
gAN 1§ multicast query §§ UDPRSTNDG hostname host §5ti 91sTitinetwork i UAT(§ LLMNRER
[AaNSHIMBU hostname IR VRIS hostname gsiuah 9 wasiGhEsmoimndmisian: hih
1:UR packet Iy 4 Gigihimidm host Wi :hSRIRUDP packet {AITIFIY] IP
address fUSSHIN

LLMNR HITIFWavigiSamMIQyfIiua) hostname TagWas 4 (U
( Fully qualified domain hame ) LLMRN§h§St"m°Lﬁﬂw hostname ¢ LLMNRAS
IBRJTNAT hostname UaNANSIAYWANISIN segment 1N MinGivuss:
resolution RAIUGRULATSHISAIYASY Lumsm LLMNR-enabled host $¢
FITNU name resolution ttﬁwﬁﬁsméumﬁﬁ%ﬁ%mt’mﬁ name Awnsiaywie hEEminams
migwavpuseaiifEiaiin hostaddress AN 4 host RMSUNMaTgiagwaGnSSw
hhegausi hostname 1UsiN 4

LLMNR A®1SHTY enabled S{MWH installed Windows Server 2008 4 A6 g2security
policies URUHAMGHNSHIY disabled LLMNR HIGHIS#ATY disabled 160 network interface@ A §
network interface HA{MARAMYLY

1347 disabled LLMNR 13 network interface 14116y, stiR{aiutiattitwAnnaaly registry
iglos:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DnsCache\

Parameters\EnableMulticast

iﬁﬁj disabled LLMNR 163 specific network interface gt itf{givifaiituAnnaaiy registry 1910

USHAGU
G U RIRIEITNG
Aifi] H]2J name
UNSMIAY NI
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HKEY_ LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters\<adapterGUID>\
EnableMulticast

SaMisi{AU network adapter ARAIZJGUIDGSNIRYWARY HAGIMG{HIYNIAGUIDIRNY
1718 ¥network adapter 16 ATHAIUTWE SANIN <adapterGUIDs> thyts{iaiy

3
Q

99-M- Windows Bitlocker Drive Encryption

islanmnima server nandudhguue: sumgRathimsipamiumiaadmme
Suiquﬁfﬂﬂf‘s Physical Security 9 m:qmgﬁﬁmﬁ'ﬁ Remote Datacenter |tmLU Physical 88T
DIRMONSThUcImsisd 181ing: Server GiNGHHAMASIAIgRIRUTSyianABIW
tm't’nﬁ%‘s Physical Compromise A9 210N HYMIGWIR UNSRWIANUEG O MORIMIEA
§sSwiuwigAAIY Local Server tuejmemmnhﬁttLUmeﬂ it MUHisiIs: ﬁmtjﬁmeﬁ
i¢ iRruiAtAServer 1STANYWYRIMYE 1005g Server mﬁﬁnmsﬂm&gwsﬁ Servers IRFUBAN
HAMITRA ISl Datacenter tagwd gig: hEswsmomwiyuatmiptpkdhdas sinm
i nﬁ?s‘t’ﬁsmqg}ﬁﬁﬁgmiaﬁmﬁqmmmé SunBimes Server aﬁ‘gﬁn’m 816
191:0th Systems Administrator [aUjU3 a2 whamidigiihwmsaidmnhud Gig
mimB g ARAnsAna uqitgalsmigAmA sererslinigaiBsuuuuis:Aug
iudsmsmmsmansguishiiimauhwinigi Server MoSRNNUNENMWATSSWAYY
151560 Disk Wi boot CDs §# USB Drives YAUANISI:MNGSUWA Hard Disk 1§1E0A1S1AN;$1
1359 MIgIghH{m e System WA smms,gnﬁﬁmiqjm?ﬁmsmimtm1§f§§§wt§ajtﬁjm
hi1 system HSEMAZIAG TN 1 TMIADSGUIFRU[AER System HioU
BitLocker {HiMNSIANSIiSIAN Windows Vista Enterprise §4 Ulimate Edition AthAyid
Niaeuin mmemm@géwﬁ Phyéical Access MS9 DMIENI Operating System Files 8§31 Volume
1R 918)8 IRUEARANAY] BitLocker MItNTT EICNIMITUAN Trusted Platiorm Model (TPM)
chip ?sLﬁﬁgiﬁaijﬁﬁt’ntLaﬂhﬁfnﬂﬁsﬁhsmuﬁﬁmmfmsﬁmfﬁmmhﬁmhmmfﬁm Operating
Sys-tem boot SSMISMITIMUYHAIS mimimns:tmfﬁmsg}ﬁ?gﬁ‘wmm:fifn Operating
System FeBianimiYg TPMs t8 registers VL Smil]:fﬂ Platform Configuration (PCRs) iR
BRI Hash Value IUATIA]RUIANA Startup{AUUIAS HGEN BIOS, Master Boot Record (MBR),
b‘oot sector &% boot manager code
AEIMIcING
nLUiﬁiUwUSSiummmGUSimEUHnI alal ?ﬁBitLocker Drive Encryption ﬁﬁf—ﬂﬁﬁiﬁﬁ
agtifiais:puinuintisiSunchifimadimspiyenimuainginis: System IGAIHA
mf pouiFhagimioakimy:
- System Uuwtu FUBNS chip version 1.2 TPM
- Trusted Compution Group (TCG) ifi mi-ﬂﬁt[fj'Lm f{ifnﬁutﬁ BIOS 1S
- B1sUntAGGSS Partition AiiSIAR System IUATHAYWA System Partition NLmﬁt§H§h
Hutijigi]ﬁm[,mmjﬁﬁmjﬁmf Ope‘ration System (Boot Partition )
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- BIOS IRAUAI§ USB mass Storage Device U{H1U3] boot i USB flash drive
99-M-9- BitLicker Architecture

BitLocker {URURAS full-volume encryption 1% Ui 3jvolume S st tiduitimisiak System
ANARASRING startupd RiMeiSTing startup hmamﬁjtu"mwﬁuﬁﬁmsufggg':tgjﬁtﬁaj
ggmt‘ﬂsmgﬁs‘gnmﬁm&gtmsmmfﬁmnﬁhmﬁ Unloked Volume* Volumes {fitSmimi
IRW 256-bit full-volume encryption key Key 1S:{FISMIMIENY 256-bit volume master key
IUIW volume master key MIOMIMIN SINWHIHNNWYWESSIRUM{aTwiglfH authenication
method IR FUHATMSAANAY authenication method I1:NSHGARIMYS

- TPM only

- TPM plus PIN (4-20 digits)
- TPM pluse startup key

- Clear key

- Startup key or recovery key
- Recovery password

» TPM Only Authenication

Bo1g1 SN IBATN TPM only authenication M1SSWH volume {HiMSITANNIA TPM
IwiSimaT 2048-bit keyq hensinwiggild GisArusinBamtimnauits fignaisiiny
iR si1agIslidn System N boot System Ty WANITHTPM M unlock drive aJ
widislinuig ey startup files Ss{imsRaURaNYY hmimnigSwinmuishd volume istinmia
volume [N SHSH system IRUGUM{EI ]9 1STin Uik U yI§Aigh %) Hard Drives 21F1A
AkANI$1 Y motherboard 1]jk TPM Shinndmmngmum Uit Server Sadsfisdhimi VRN
i‘[ﬁ"ﬁ Iéecovery ﬁ?@“l ?ﬁﬁﬂ]fg TPM only authenication AHIGAMIENT System INW@MTH Startup
files Ss{pimsiaur igmashinaiduhpinsyr hmnouamudunswahmipafsaas TPMY
ﬁtu’?ms:ﬁméim": Serversmfﬁamsimmfﬁum"mﬁmsmﬁ§ﬁf§m’ﬁm‘ﬁqfﬁmmqwtﬁéjmﬁtﬁa
Bhimaviw il servers Mupan:siinwin:adsinnsinadshd system g
mi startupi ¢« ‘

> TPM Plus PIN

1SHINEUIREU TPM only authentication MS§§UMMIgTARYFINSIATIUA Hwidad
91§ authentication 1&ji1g]at:4 hisliamsmadzmuRndiigm: TPM gasiniidgSwitn
[RIMIWAYAHSENHA ] Unlock Volumes™ ?ﬁéyhmmﬁugmgwnm:gnﬁts:%mm‘t’g\mf authen
tication jMSIFSUNNY ARAINIS: 1&&@1‘1’%@1’2}&8 PIN gWintumuuiguisiah
Benimifgai Say TPM ?ﬁﬁhlﬁg TPM plus PIN JHU] U gSWMyW key TPM 2048-bit RS
fi 4-20 digit pin 191 SHA256 1515} Unlock volume® MIAEIZUMAS PIN nifiginBalsaidmn
W Key YWikISIghoinmy Key silnin mmimmmﬁt{mmmwﬁ Volume master key
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§sisiah system 1§)a169 hEngisinhgipuivssaimuh(uijuthindsunuPIN 19
Sk I gwaEh oI AISIRE Server)
‘ » TPM Plus Startup Key

ffianjay authentication yuwis:Apuid)amiASaiian(a TPM plus PIN grufpntaayil
MW PIN 1§1th Startup Key GAR USB flash drive iRUATHIZJIDBRMAUNUY TPM key 2048-
bit 1SSHIS hash values 181a% PCR 101t generates NN intermediate key Huu"ﬁ’ﬁ U8 $U 256-bit
4 Intermediate key ts:ms'@t}r’nﬁuw% 256-bit startup key IENWHFUMIANTE XOR (Exclusive
OR) 11Ut 256-bit intermediate key Uutiﬁé']ﬁfﬁ mﬁijt'jtﬁﬁUﬁtﬁn:ﬁS: volume master key

; Clear Key

ffianjagis:Bsiesmifian|fy authentication 19 U3 g ¢ (pHIS: volume master key (M
iﬁ‘ﬁg‘ﬁisﬂgﬁ symmetric format §Uis boot volume tﬁﬁjtﬁqjﬁmsmsmﬁﬁmﬁﬂ ?ﬁﬁﬂLﬁgtS:’gﬂS
aitamots siwhdidhmssiinuiundihumt BiLocker yhtnsmsiiginhg shmoSig
TLﬁ?ﬁﬁﬂL@ Clear Key iRi9 29100inn 10HARH Restart server ‘t’ﬁmﬁqmﬁ?ﬁmw TPM plus
startup key IUTW{UIAG Server IURTHATMUAAN: Remote IRUUAM N HASSHCINAUAIAN
BENOT USB key 15E]3] Server HSINH %] boot M8

u » Startup key or Recovery key

Startup key U Recovery key AmiiBaiagwaniuaisil system iwagrdsns TPM 1
TPM mode TUtsgASsEiinmi (hpimse 18s8idhmi )9 HAMG configure server TUATHA
i LIJ'QW@LUﬁﬁSjJS Master key T Recovery key i Wwin RIfl USB Flash Drive My Recovery Key
HOHIMIGING{BAISIT Original authentication method §SHGEINMINS ARAICNETEN TPM
gstidhimipiosiagidaik griiimauSsokol PIN Code T USB key iR mg'ﬁ Startup key 88
BsehimiY Recovery key HSENA] Key Snimsusiatniing)s St saigmnd

» Recovery Password

Method fiaTRecovery password AR GMIFISH Method 1UAT Recovery key i2f gm{akia
Recovery password G{gi2jHANWUMST Password T&@UIM:4 Recovery Password [{imih
oInG§hnuamia mtu‘?mijmﬁfﬁﬁBituLocker 18110 System MY Recovery Password {HiTS
inbigiakimuGANk ) Data iU aislicd Drive S G{Ria N MwALATNIsinuamiRumS
Authentic‘ation Methods nmqwﬁm‘?wmm

Die

Hands on Exercise: Preparing for installing BitLocker

58oiRUOIMGORAISIAN BitLocker Drive Encryption AR{EI3JHAMNS Partition Drive tni
imoamasinslicd system IUf‘fJaﬁﬂ Partition Drive §g# active partition 51ANA Partition Drive
Big16)alnimSIAIUTIt System Partition Partition Drive §tu{in s §U1 1.568 Shif{uAg NTFS
1 Windows Server 2008 {fitS1AR1§]1iS1ic0 Partition Drive §{i1 Partition Drive §fisnoAnna
MSEUSNM W IRA[YIMIUAT Windows Server 2008 15 ATHAY ISR UM ARIMYISithk
Shifmuusmitigli BitLocker INWUIRAST Partition Drive fiigh Lﬁtiﬁ Command diskpart.exe
q
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Gans iumais: S1ngunni§ g SWIVE Hard Drive 181160 System sstinuitugadidhimigoai
imyY gagiundthmsdsSwain SisliHard Drive 1g]wysn i
1. HAAI Booting System 1URIHAIMN WIS Windows Server 2008 DVD
2. yRastmanifelifmitigii, ime and current format, §% keyboard T input method U0
A AsiTEY Button Next 9
3. 18110015 Install Now screen USWUBAIRATAS Button Repair Your A0j§14
4. w&Isi¥ Partiion Drive IURTHAMUMSEIE]R Operating System iS:EUHﬁitﬁ wh S ki e
ity tijﬁm[ﬁ fJ default ISﬂ@ﬁLUHfJ System Recovery Option
5. {5 euiTey Command Prompt Link 1815081 Command Prompt Sgtutioju10-1 4
6. I[ﬁ (Uit e command Prompt iUt Wmj diskpart U@ﬁﬁﬁ Enter 9

x|

Select an operating system to repair and click Next. Note: This feature
cannot repair operating systems earlier than Windows Vista.

Operating System I Partition Size ] Location I
Microsoft Windows Server 2008 3737 MB (D:) Seng

If you do not see your operating system listed, dlick Load Drivers to load

drivers for your hard disks.
Load Drivers I | Next = I
Figure 10-1.
x|

Choose a recovery tool
Operating system: Microsoft Windows Server 2008 on (D:) Seng

t Windows Complete PC Restore
ﬂv\ Restore your entire server or personal computer from a backup image

ﬁ Windows Memory Diagnostic Tool
: Check your computer for memory hardware errors

o Command Prompt
Open a command prompt window

Shut Down Restart

Figure 10-2.
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7. D list disk UQUBATGT enterd UQUUANSHUMMMNG Detected Disk 181160 System iU
RIHARGIU 90-MY HATRIAARIMATINS disk iS disk IR ugAcAGIUAY 1S1AY System 18:
UM disk IAYWA (Disk 0) §EARIY 10-3 |

8. NWH] select disk 0 UIUYRA enter Disk IUHATUIN U Disk 0 §oAiti Jigiuaisid
8siioyr 0 hywiue disk IugAmsBmiakily gashnsidmaniugnith disk
RS e

9. NW clean UIUYAGGE enterd NWRNIGMIYUIIUSIMNG Partition 518IIGI1RUY

10. hWMAj Create Partition Primary Size=1500 S% Enter ili?ﬁ§ﬁUI§ﬁu”]S Primary partition
9¢U1 1500MB4

11. DUWENAJ Assign Letter=Z 81 Enter IRE{IATANIUAT Partition gAth Z

=3

[e] G:\Windows \system32\diskpart.exe ] =oix|

- Online an ohject that is currently marked as offline.

- 0ffline an ohject that is currently marked as online.

- Refreshes the state of all disks in the selected pack.
Attempts recovery on disks in the invalid pack, and
resynchronizes mirrored volumes and RAIDS volumes
that have stale plex or parity data.

- Does nothing. This is used to comment scripts.

- Remove a drive letter or mount point assignment.

- Repair a RAID-5 volume with a failed member.

- Rescan the computer looking for disks and volumes.

- Place a retained partition under a simple volume.

- Display or set the SAN policy for the currently hooted 0S.

- Shift the focus to an ohject.

- Change the partition type.

- Reduce the size of the selected volume.

- Displays or sets the GUID partition tahle (GPT) identifier or
master hoot record (MBR) signature of a disk.

DISKPART> list disk
Disk ###f Status

Figure 10-3.

12. hwmaj Active §h Enter ‘IﬁUj@J Partition drive TUﬁJ’Hﬁ“ﬁﬁﬁtﬂjﬁmi

13. hwmnj Create partition primary SH Enterd GRS HOISUI ﬁ & Primary Drive GA5EUNS
$Ulseg 8RR TSI AN Drive TUATHAY

14, hwmaj Assign Letter=C 84 Enter tt’jiﬁjfnﬁtm_{].t Partition TUSIHAM C

15. Dt List Volume 8§81 Enter h8RUNEM list volume Partition Drive Iﬁﬁj{mﬁﬁfmiﬁm sutfa
partition drive MSEUIETUIST ( JU 104 )9

16. Aty Exit §4 Enter iRE]O1AIGMA Diskpart

17. AU format C: /q fs:NTFS 841 Enterq hEMIGMIATY Format Drive CIURIHATFIE NTFS
Format
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UNIQUEID — Displays or sets the GUID partition tahle (GPT) identifier

DISKPART> list disk

DISKPART> list volumn

Microsoft DiskPart version 6.

DISKPART> list volume

'\Windows\syste\diskpart.exe

master hoot record (MBR) signature of a disk.

Disk ##if Status i g Gpt

- Display a list of disks.
— Display a list of partitions on the selected disk.
— Display a list of volumes.

Uolume ##i#f Lty Label i Status

Uolume @ D Metfone 3G CDFS CD-ROM Healthy
Uolume 1 G NTFS Partition Healthy

Wi sxpart>

Figure 10-4.

18.

19.
20.

21.
22.
23.

AW format Z: /q s:NTFS 8% Enter NEMIGMIAIY Format Drive Z 1URIHAIFIEN NTFS
Format®

¢ Command Prompt“

¢ System Recovery System Option Window tﬁtﬁjiﬁﬁﬁt@ﬁﬁﬁiﬁﬁ window server 2008

G0 Shut down U Restart

Do

=3

HASH{FGJUYAR Install window screen GGG Install now

10 mts:aﬁmﬁugmiﬁwjﬁ Window server 2008 mamﬂugam?@mm

Window Server 2008 QSJHUINRY BitLocker Drive Encryption fugan:fiess Uighds
BigThmy Default 189 eI SITHAGRRIGTAEARITA Server Manager

@ £7 Install Windows ;’l

Where do you want to install Windows?

| Name | TotalSize|  Free Space| Type J
~— Disk 0 Partition 1 15GB 1.4 GB Primary
=— Disk 0 Partition 2 Seng 8.5GB 625.0 MB Primary
+4 Refresh Drive options (advanced)
' Load Driver

I The selected partition requires at least 5448 MB free space.

Next

Figure 10-5

24.

G0 Feature Link

25. iLﬁ (UTTeU BitLocker Drive Encryption HOARIU 10-5 i Wwast Next
26. GG Install tt’jEﬁUg“l
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27. Restart A0 $1 IUAIHAY
Sms gAMoRIg]k Feature 1S:MSMBIW: Command BENRI{MY:

ServerManagerCmd.exe -install BitLocker —restart

Add Features Wizard ] x|
jﬁ}' Select Features
Features Select one or more features to install on this server.
Confirmation Features: Description:
Progress 1 ; BitLocker Drive Encryption helps to
. * D HET Fame ork Sa o = protect data onlost, stolen, or
Results IZ BitLocker Drive Enyphon inappropriately decommissioned
[] BITS Server Extensions computers by encrypting the entire
[T] Connection Manager Administration Kit volume and checking the integrity of
[] Desktop Experience early boot components. Datais only
3 R decrypted if those components are
[7] Failover Clustering
successfully verified and the
E Group Policy Management encrypted driveis located inthe
[] Internet Printing Client original computer. Integrity checking
[7] Internet Storage Name Server requires a compatible trusted platform
["] PR Port Monitor module.
& [[] Message Queving
[[] Multipath /0
[ Network Load Balancing o
[7] Peer Name Resolution Protocol
[[] Quality Windows Audio Video Experience
[] Remote Assistance
["] Remote Differential Compression
@ [[] Remote Server Administration Tools
["] Removable Storage Manager
|: RPC over HTTP Proxy
[*] simple TCP/IP Services
o E
More about features
Preyious I Next > I Install Cancel
Figure 10-6.

Initializing BitLocker

Hands-On Exercise: Enabling BitLocker Drive Encryption
isinlbunaywis: HA8MG:Simnda Bitlocker Drive Encryption and encrypt the
Windows in'stalling volume 9
1. 10 Control Panel
2. GGRAIRNAISIA BitLocker Drive Encryption
3. ﬁfffsgﬁivm%smé initialized TPM 1UgigAiSligiwie HASHITMInitalize TPM Security
Hardware Wizard 1Mt wizard gm iU restart faj§uuaigng iGHAdsn1sms TPM
module IS1ANJSHURIHATS ﬁﬁ§h[ﬁfmﬁ'§mﬁﬁmSuﬁuﬁmhthHtﬁﬁjﬁs‘@ﬁﬁljaﬁmﬁ
37 BitLocker 1 WHS TPM 9

a.
b.

{{fAUiTEY Start | Run

hwmj gpedit.msc iU Wwas Enter

mLEﬁ ﬁnﬁj Configuration | Administrative Temples | Windows Components |
BitLocker uDrive Encryption

Double-click Control Panel Setup: Enable Advanced Startup Options IRumsy i}ﬂ )|
181 Figure 10-7
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B Local Group Policy Editor S =101x{

File Acton View Help

e 7mE=HE

- Windows Components S} @ sitiocker Drive Encryption
_| Active Directory Federation Ser'

al AchieXiigier S Control Panel Setup: Enable _Setting | state
Application Qompah ity advanced startup options i=| Turn on BitLocker backup to Active Directory Domain Services  Not configured
AutoPlay Policies Control Panel Setup: Configure recovery folder Not configured

Sackx 2 = Display Properties Control Panel Setup: Configure recovery options Not configured

= ?iﬂmﬁlm" Redemets ntrol Panel Setup: Enable advanced startup options Not configured

; Desktop Window Manager At least Windows Vista ‘onfigure encryption method Not configured
| Digital Locker Description: Prevent memory overwrite on restart Not configured
Event Forwarding This policy setting allows you to 2] Configure TPM platform validation profile Not configured

U]

Event Log Service configure whether the BitLocker Drive

1 Event Viewer Encryption setup wizard will ask the

~ user to set up an additional

| Game Explorer authentication that is requested each
Import Video time the computer starts.

| Internet Explorer 5 vt bl
= n a computer with a compatible
| Inbernet}lnﬁormauon Services Trusted Platform Module (TPM), two
| NetMeeting types of startup authentications can
| Network Access Protection work to provide added protection for
| Network Projector encrypted data. When the computer
Online Assistance starts, it can require users to insert a

USB flash drive containing a startup
Parental Controls key. It can also require users to enter
Password Synchronization 3 4 to 20 digit startup PIN.

7] S 7]

~| Presentation Settings

| RSS Feeds A UsB flash drive containing a startup
T Semch key is needed on computers without a
~ compatible Trusted Platform Module
| Security Center (TPM). Without a TPM, BitLocker-
| Server for NIS encrypted data is protected solely by
“| Shutdown Options the key material on this USB flash
] Smart Card dve:;

| Sound Recorder If you enable this policy setting, the ~ —J
| Tablet PC wizard will show the page to allow the
Task Scheduler user to configure advanced startup
2 Terminal Services options for BitLocker. You can further
- configure setting options for

Windows Calendar computers with and without a TPM.
Windows Color System = . ~|4| | _,J

L« i : ¥ ';Extenr;ed. ;( Standar. d / -
\

Figure 10-7.

e. 180 Properties page I[ﬁ FUTTRU LA Enabled 101 wa MIL‘[?LUHGIU £ Allow BitLocker
without a Compatibel TPM 4 181 drop-down lists 21Ri{MY ﬁﬁmﬁi[ﬁ FUTTEU startup
key and pin options of your choice BS{NURAN$HUAHANMYWSEYR TPM 4 IIWGEG
Ok 4 u

Setting | Explain |

2ix]

E} Control Panel Setup: Enable advanced startup options

¢ Not Configured
¢+ Enabled
" Disabled
¥ Allow BitLocker without a compatible TPM ﬂ
{requires a startup key on a USB flash drive)
Settings for computers with a TPM:
Configure TPM startup key option:
IAllow user to create or skip 3
Configure TPM startup PIN option:

IAHow user to create or skip S l

Allow user to create or skip
Require startup with TPM
Disallow startup PIN with TPM

Previous Setting I Next Setting ]

Figure 10-8.

f. 0% local group policy editor 1WA Command Prompt ]G run ttﬁlﬁﬁwmﬁj
gpupdate
g- [# nIUT$1 BitLocker Drive Encryption Control Panel applet
4. §G Tum On BitLocker §GIRAUMSUMMIS] Figure 10-9
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G0 Continue with BitLocker Drive Encryption msug:n mtsﬁ Figure 10-10

=10l x|

~ & [searn

File Edit vView Tools Help

BitLocker Drive yption ypts and your data.

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the volume shown below. You
are able to use the computer normally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption before I turn it on?

volumes

%}2 Seng (C:\) S&. off

Turn On BitLocker

See also

Disk Management

Turn on BitLocker.

BitLocker Drive Encryption Platform Check s

Are you sure you want to use BitLocker Drive
Encryption?

BitLocker Drive Encryption reduces disk throughput. It should
be used on high performance servers only if the computer is
not in a physically secure location.

-~» Cancel BitLocker Drive Encryption

<» Continue with BitLocker Drive Encryption

Confirm that you want to encrypt the volume.

GU BitLocker startup preference ﬁﬁmﬁt[ﬁ ﬁﬁ?ﬁﬁ{ﬁ BitLocker HNWHS Additional Keys
in Elﬁ[fjlfﬁ TPM only authentication® HAH) Ut{fi' BT RIUIA Require PIN at Every Startup or
Require a Startup USB Key at Every Startup Ri{SaiGRimwa 5 SHAMS compatible
TPM sSHGUASHA 9 NN SUMMISiiuMN90-994

. gnShpiRadudainildiinnen recovery password1 MM ST MISTUMN90-91
[MARSHAMSHAUIU{UHU Run BitLocker System Check SWGT continue 4 AMSUMM
ISifumMN90-m9

G0 Restart Now tﬁ&ﬁmfjtﬁﬁ encryption process
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= coiocker orve enovetion ERT=TEY

! ( ) Lo® BitLocker Drive Encryption

Set BitLocker startup preferences

This computer does not appear to have = TPM. To use Bitlocker Drive Encryption, =
startup key on a2 USB memory device will be required every time you start the
computer.

Use BitlLoc without additional keys
Require PIN at every startup II

-» Require Startup USB key at every startup

':o,' Some settings are managed by your system administrator.

Cancel I

Figure 10-11.

99-¢- BitLocker Recovery

inuamyASunwi encryption ik {pHaIBUMUSIMIAMANTIRIGRNG recovery data
munyluam iGemSoillsp i sanimim Ssthcthims ARAILNIS SHAUTURIMI TPM
plus PIN authentication 4 G258 STHANT{MAIAT PIN code g PcM SsmoifpAuimijiviat
ms sk Bitlocker isliaumsmugadaifivivags in:Ihdywpimsiannuny
OSEmAIW  BitLocker 1STiaANGsSwivandl Encrypt i wagdmaginu Sidhimismi
Recover volume B ifait smimid g SwigimimB{mar Recovery key U password 1B 53 NISHGA
IMWY W3] Administrator GUAR System TNUIR: FNWUEME TR
AL SR maﬁ'é’ﬁmﬁﬁuu WWIRHE recovers
o« uridine PIN SagnmsigSwigiig)a
o HM{JHNGS0 YMA USB flash drive IRFURFAIST key
« ®ISMA error 181K TPM YATPM S0@ |
. TPM 3¢ gROMATONY
o File boot g:{iMSIANY IRUMINGIG Y] signature BS{aiSiFiRuIAngAISial TPM
T sugmuEpNIATISINSIMIRMI recovery 1§ 1S1IN Windows Server 2008 Ioad HA
drives SSsmomsmsie n:mingna ih:ad:Immhwigd recovery key Yi password
SamzighinuiR U WU recovery password HATRNANWUN UMY function key [UTEIiEhY
IUSHYMY 1U89-& ﬁmunhﬁg F1-F9 GiSAR F10 %ﬁnmﬁzjtmuz 09
Hand-On Exercise: Recover Access to BitLocker Encrypted Volumes
isiahunais: gandadadidhimighig)ass BitLocker encrypted volumes 4 BIENM
% mLﬁgmt’j‘ﬁﬁsjﬁiﬂfﬂimmISﬂqﬁ system 1URUHAR 100U TPM enabled (51T TPM st restart

Lﬁﬁﬁtt’ﬂﬁ USB flash driver it} (U §I recovery key gﬁﬁ WU N recovery password 4 encrypted
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ol

nj¢1 4 tamaminigmwiishinuid ugsmotidhimithywvolumems SN MAUY authen -
ticu;aiton requirements
iﬁﬁmjé’ﬁﬁﬁiﬁﬁﬁg ﬁgHiﬁﬁﬁﬂj&?I itﬁtﬁgﬁ%ﬂﬁ@ BitLocker Drive Encryption Recovery
Conscgle i
2. 10f0SHAMS USB flash drive 818 §i recovery password 1ihi flash 16181/ 0] §181GG ESC
1 D&MV recovery password JHATNWEIWIUTY 84 restart Angérd uiidyndsms
UsSB flashudrive 18§ recovery password 19 t"ﬁ§f:ﬂ S password availauble P BTt Enter
whwy EQEU recovery password 11 tiﬁ[ﬁ function keys 1t G0 Enter Iﬁa’j restart

99-¢-9- ms%agages BitLocker Drive Encryption

islinug:gauinutoads Bitlocker tB:INNUEYANBTIT BitLocker iAYHYA decrypt

(AU drive ShnsTIm 9 inaRugwinuidhianiagud idh SesitLocker 10053 Afig] update
operating system gﬁtﬁmim N’gi TPM 4 INUJ disable U enable BitLocker ﬁmHm@j i RNWUM
recovery key 4 ) ’
Hands-On Exercise: Disable BitLocker Driver Encryption
20NN HAWS BitLocker JHIUTW 11U encrypted driver H1S UNRIUNTAM AIYW:

1. 1UA BitLocker Driver Encryption il Control Panel

2. 181 BitLocker Page ‘I[ﬁ (UTTEY volume 18 mgﬁoﬁﬁg BitLocker

3. 181 prompted for the level of decryption t[ﬁ fUSTEJUIA Disable BitLocker Drive Encryption

(1504 disable hywits:ing ) YAWA Decrypt Volume (1354 disable hit)a )

99-&- WINDOWS SERVER 2008 ITANIUM SUPPORT

al
~

Windows Server 2008 f§{H1 Itanium processor {HiMSUIlatytu§iyeinicyhywa
Application U database server in mmsn[}ansi local processing power §ﬁ1 RAM¢ m§§ﬁmﬁm:
mtmmthGSnUsngmqwsﬁ Itanium-based system tS‘lmﬂjumﬂIFﬂi@ﬁ Windows Server
20084 tﬁﬁﬁﬁthﬁt[ﬁwmdows Server 2008 Itanium-based system mﬁt[ﬁé application fUﬁlJ'ﬁﬁ
aftaifind Windows Server 2008 &1NU Itanium-based system

Windows Server 2008 BS#I[¢ Terminal Services 181al application modelfifuisifh
Itanium-based system 14 UIWNSSAG system MiFsin mufﬁmﬁnw distributed systems B4
i1 10uAfnRND ftanium-based system N1SFNF:TsAFNYWEN Itanium-based system*
211NN SharePoint %erﬁ{ﬁa’nqw Windows Server 2008 1£J Itanium-based system 1§ iﬁ%ﬁ
iBugimimgShmnhdsal{g Akuhishil Itanium-based system &BGAIFHANGAHUAT
Microsoft's Windows Server Web Sitel Windows Server 2008 1§1ifU Itanium-based system ﬁ@
QIFIUANNSTIN 2N application server 4 figm:miviiahigiamsunan:fivathifsdsa
18

e

()
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ATRUT A

isiahigAtS M SRUSIMIMAYIUAT DNS Shiimansfimingd BitLocker Drive Encryptoin
tﬁ'ejm;wmi‘m: system 9 Windows Serveur 2008 mﬁfﬁ{ﬁ IPV6 4 tMIA &AM AT Microsoft tﬂSUiﬁS
§2ini%] DNS 1S1AR Window Server 2008 1REINGRISIATSNGA IPve MUAIRA WINS §&
NetBIOS mﬁﬁfjm'sfnqw IPv6 ©f Local-Link multicast name‘resolution(LLMNR) mSUiﬁﬁ
address 3] host {8 IP address 181160 local segment st SGMGHT WINS or NetBIOSIg] @16
i[fifdﬁtS:tﬁi?jﬁ MIANSIIUE read-only domain controllers role il Windows Sever 2008 0§
Ul mm‘? read only DNS zones il Windows DNS server system |

BitLocker MSHUSE Layer UlgHRUMIMINIRMN Serverd NN SUIgEMIAMMUST
i anuilBAnhIaHSIEM! update 3] system fﬁmmﬁﬁ:mmﬁmf‘gﬁtﬁﬁﬁf )
qiaghmywmi boot Alighmomimimiguisifimamhihwnsmisgmad ifgans
Sever YWHSUAN:TH remote IRUHATSMGMUMIMInIiMn Ismiguidimaoshumnd
BitLocker MSHMSIHIAM:pnwywituifiunendamsy vigufis:ielig)a napunasis
mudmeasifian(y authentication JEISHo TPM plus PINT ishinauiinsii§minngs
MwiRaigaR ot TPM [IMSIATIURYSGUIMMIZTAA PIN code MSUISHISIMIMIMIYW{y
mUigjﬁiﬂﬁj System Windows Server 2008 tSﬁﬁUgfﬁLQ Itanium-based systems 4 fiWaNTH
Ahe{uhisas IURS Windows Server 20089 D USimimgidunsAnNaGIm:yainiSsnAed
NG SHBRMNIUAT server 1§13] host application HABHKAIANMIG{MES Windows Server
2008 IS Itanium-based systems 1§1%] application AMIRNYRNI performence §ﬁ’rﬂifﬁ[‘9
RS ¢NHIRUNMSEUY)

oANIARNSH]

9-18 Bitlocker Driver Encryption i{Jeu{p1Us§i 2

-1 DNS {gimsiandain Ui 2

M- LLMNR [imsiandapuia 2

c-gruinenfAng]ude LLMNR Gien: Network Interface MM ?
d-groinnfAng]ude LLMNR Gien: Network cards §14HAT 2
»-giuinmAny)uida Bitocker Driver ?

r-1 Bitlocker Driver Encryption H1SAN Windows AMZ: ?
G—QiUgﬂmﬁﬁtﬂUﬁg Bitlocker Driver I‘Encryption ?
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SRHBICY

YV

Routing &2 Remote Access

i dunwiimiamiuigims  Systems IR Local Network it 1UiRY
Ty w R AANTS Routing and Remote Access Services (RRAS)“ Routingf(iSAlS RRAS iifU
%0U25ST LAN-to-LAN LAN-to-WAN virtual private networks(VPNs)iUitw§h Network Address
Translation (NAT) services GIANARN Remote Access RAUSIMIRMUATHIWA LAN i@sigims
dial-up U VPNs access4  MicNWmWisSiuAmammes VPN AdnainmnSwy ﬁmﬁgmgitmﬂs
1)) s8h msgmnphmiamUfonwanstnin iiwSinsalgiathiia dial-up iBualgt
M1 Hardware fﬂﬁtﬁj;ﬁjﬁuﬁm Modem 9 RRAS H1SGYURINA Window NT 4.0 fiighmsiasigl
RRASYR ¢[MEIBAYWISWindows Server 2008 RNISANIAINSINUMALS RRAS JHHIS
Windows Server 2008 3 NS UERMNARMIMAUM U MYWER Network Access Protection
(NAP)H0U?] administrator mLmﬁL@ﬁﬁé‘ﬁJmnﬁ Systems IRUHSEMAMUIFIMS network
gwaig:Ithwmsmivhioaismind{mal Hardware routers tﬁﬁjﬁﬂj%ﬁﬁm routing AEhtsA
RRAS SRR SIRIBauisMiB{ma) Windows server §WHG router 11

9¢3-9- Routing Services

Windows Server 2008 RRAS {2 S multiprotocol routing services IINUMIAMU LAN-
LAN, LAN-WAN, VPN §8 NATY i@ gjiif{mainua an:iiesssis routing IS RRAS HATRIWNIAJGNE
fifl Network Protocols® iMUsARNGA Hosts 181160 Network Segment HWéIAGSHMYW
341 Hosts 181160 Network Segment gtsiijiig)aiviwis:Ath ¢ nAGSis Internetwork 19125 th
Windows Server 2008 S0 §i routing service Gim: RRASY 1jig RRAS Ssifimui]uig]udion:
uTm router IR SANNAGAINNG T HABDWANN:ATeuais:AiataISIAk Operating System
ishnuifmauidimar routers fuchaymifawa routerdd mmsﬁm%qam multihomed
Windows Serverd QU316 &:% UMM &) Windows Server 2008 1§ MRRAS RS ey
066 9 uQUiiS N SaluTisiAA Network Interface  1iwhmEB R U S sITaAcAMU
imtunnfwiwinnvgsidmsmitnwivagahywitaiynu stiwgaifisatddhmi
A Server §oigIRhUgRISANG routing TR19 routing MSITIMVATHGISUTAN:Aiuey
Gy IR RRAS HIGRIZ]

9¢3-19- Routing Basics

ysShnunsRassansatingwissudhataghwiitilnimiua)  Routing 112G

RRAS @RS multiprotocol routing 4 §1%i8:tGSGIRURRNIFIT TCPIP MR finuismi
if{Mes Protocol 18110 Window network YWIMMIGYMIUIW packets IRiJisinhTCP/IP
1fighiFI8H source 8lidestination address Subnet mask YUWiWauigi§H address §Uuwi]iﬁﬁj
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AQNAIP address M network address IRAUM{ETWIFISH host BRIRIY 1STINAIR packet Y
MSUMSIMUIFMS host Y4 MBYRAANNGEST destination address 181165 Subnet 54
LUffISiuf'jﬁiSﬁEf'I Subnet BOM 191: Packet IRUAINSHMNAMSUMSMYIZ] Network fids
AITENU destination host TEMIRAIWA 4 {[UASIT packet ﬁmﬁtmﬁﬁt’dm%gﬁ%s Network 88U
& 191:hUMS Packet 18:161MS router WM SAMNTUNAT LU Wrouting table 1UEIH 4§ S U
2 AU router AanSagislid packet iRIMSU Snetworkg IAMIEHAANARTSRTU N SUS
Router MIGENFUSE interface TURTRIRWUNS packet IR A I gmw router H1G
configure YW SH links 1F1MSIA mtﬁﬂﬁuﬁfg:l"l 20NN router MGAUIFIMS network Bigmy
T1 line §1918 1SP sUiw T-1 8adingm st 1sP savamiies]a 4 Hiswasiusmmunmyt
undwis: router 1A Access MSEIBNISHIT network

U2 NNINNISIARIUMN99-9 RV networks 2 [AIMSIFMAURITATINW routers 2 IRUMS
tﬁmi@ﬁt"mw‘@ﬂ}“l|

ol
g 192.168.10.10724

Clieat A

192.168.15.1724 192.168.100.124

s S s
LAY NSV =
LT W ==
Router A Router B Server A

192.168.10.124 192.168.15.524 192.168.100,1024

192.168.10.15/24

Clieat B

Fiqure 11-1. Two networks separated by two routers that are directly connected

W Client A [{IMIVENS packet GWIFIMS Server A IRUHNS IP address 192.168.100.10/24.9
ARMIVEMIVRAS CIientsutﬁﬁijS packet 1§1MS Server N{AIMIUMSIFIMS Router A MuIW:
interface 192.168.10.1/24 ttﬁwvﬁqusugtMﬁwé Router B MBI interface 192,168, 15.19 A0
IS1. Router B GQI1S$$fU data fﬂH;UJ: interface 192.168.15.5 §ﬁt§1:tcﬂfﬂ$ Server IRUYS
interface  192.168. 100.14 1811 Router $GAULWA packet IRUMSANNTGATNG 192,
168.100 .10/24 1 Router A NHARANAIMUIRII{NY interface (192.168.10.1 U 192.168. 15.1)
g8ius network 164 ANMI configure Router A IEH:]'U@S packet 1§1M$ Router B itTlus
yignmwia ' u

o Default Route ﬁﬁt’gﬁtﬁ%default gateway i34 DHG configure 1§1MS interface

192.168.15.5 iU Router B
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e Static Route Ath Router A NGNS Entry YWHGANNE packet $A AN 192.168.100.0
VW network UENSIMIFIMS Router B.
e Dynamic Rouz‘esvm{fj' dynamic routing protocol Iﬁ%ﬁ{:ﬁﬁﬁ ANUIg1165192.168.100.0
YW network MG access GifN: Router B M8
9¢3-n- Dynamic Routing

Dl

Dynamic routing I§MIFIMuMIUTIUAT Router Discovery iRumsiAndmihafwivia st

=4 fn v
b

routers RIGIR UM S configure fd[j:ﬂt'i Dynamic routing 4 )1 H1G1GA0) WARNSIFMS network Bi9
{80y access MUIW: interface SUMHTMAAFNSARININWUIRA dynamic routing table
Dynamic routing MBI fNWUEMIRAIN SIS network BGEhMIR&YT protocols Windows
Server 2008 HSMIA|$1§18H Routing Information Protocol (RIP) ver;ion 2 687 dynamic
routing protocol ﬁi]j;ﬂﬁ IPv44

9¢3-tn-9- Routing Information Protocol

RIP A0 dynamic routing protocol 38 pUin WK AUARMI configure 4 RIP U]SIL:G'FﬂI configure
TEU} broadcast SIMNMIRUDMSANMAN Network US4 Router MSFGUWA messages SH
UlgY route YWIF3) Networks 18144 Routing table fIUTUAINY RIP {URURATRN mode YWk
$1AMY modes NiAM1 Update maguéhmi Update SaJUW{UTE4 Update megu'm ixnb update
U SIUY UM SIAIS SUEWANNRUNNGNEINW  administratord  18:EhMIAANGT  default
m{&nfj RIP {U&ISIT route SSihimitsiimi update SRENSUGNBGEH route SUUIGMA

routing table

Installing Routing SH Remote Access

ySRUHAMNG configure RRAS HA{AT install RRAS MYS IS Y (yuifmutimsgoaiimys

1. 107 Server Manager

2. G060 Add Roles link 1&]E16N1MI Add Roles Wizard.

3. GO Next

4 ﬁﬁ FUTTRULUA Network Policy and Access Services 181160 Select Roles screen iUl ngﬁijUﬁQU
iU Next.

Q‘Gmaj' Next 1811£0 Introduction to Network Policy and Access Services screen.

o

6. ﬁﬁ FUTTRULUA Routing and Remote Access Services on the Select Role Services screen (jumn
99-19)iIWUNUEATTHU Next.

7. Confirm the installation options and click Install.
o160 Close iShinumIBigiRMSUMUY
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Add Roles Wizard X

EE}‘ Select Role Services

Before You Begin Select the role services to install for Metwork Policy and Access Services:

Server Roles Role services: Deseription:

e B T Bl
Role Services E]F}Rouing and Remote Access Service: resaurces onyour private network

o — v Remote Access Service over virtual private network (VPN)or

on [V] routing dial-up connections. Servers
Progress [ Health Registration Authority configured vith the Routing E"dd
Results [7] Host Credential Autharization Protocol SECIR S U O

LAN and WAN routing services used to
connect network segments within 3
small office ar to connecttwo private
netwarks over the internet,

Configuring and Enabling RRAS
jfhNG configure RRAS THIU LAN routing 83 RRAS services i WHSIRR G 1RI[MY
1. QUTEﬁ Routing and Remote Access £l Administrative Tools Start menu item tﬁ&ﬁﬁ?ﬁ
Routing and Remote Access management console.
2. goihwiiiiniMouse RaNIUINNIUN server Itﬁwt[ﬁﬁﬁ?ﬁjwﬁ Configure and
Enable Routing and Remote Access 4 tS:U@@ﬁfﬂﬁﬁﬁ Routing and Remote Access
Server Setup Wizard.

Routing and Remote Access Server Setup Wizard
Configuration
You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or WP M)

Allow remote clients to connect to this server through either a dialup connection or a
secure vitual private networs (WVPM) Intemet connection.

= Metwork address translation (WAT)
Allow imtermal clients to connect to the Intemet using one public |IP address.
 Wirtual private network (WPN) access and MAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

¢~ Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

+ Custom corfiguration
Select any combination of the features available in Routing and Remote Access.

For more information

< Back Meodt > Cancel

al

goiil Next Sim:is{ARidumsuipmimianays
4. {[RstTEItsA Custom Configuration 1815 Configuration screen BGMSUIMMARIUMN9 9-

v
a

m tqumm Next.
5. R eUTAIWA LAN Routing fi Custom Configuration screen(Jumn9 9-c i WUIUEAGE
160 Next.
6. Qﬁm"j Finish
7. iLu FUTTRULIA Start Service 18TIRRUTR UMM 2J start RRAS service.
Configuring Network Interface for Routing
ilinnidn Routing and Remote Access management console A Expand U ﬁmj i name 9
ik Sﬁﬂ.ﬁm nodes 4 IS1nh navigation tree {5 u

e Network Interface
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¢ Remote Access Logging & Policies
o IPV4
o IPV6

0ot KU SUMM Figure 11-5

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes. you can corfigure the selected services in the Routing
and Remote Access consale.

Select the services that you want te enable on this server.
I WPMN access

I Dialup access
I™ Demand-dial connections { used for branch office routing ¥
I mMAT

M LAMN routing

For more information

= Back et = Cancel |

JUMN99-¢ UiNmAMIEATAWA LAN Routing

IWTTI Network Interface stTamGimimt miths 10ayTeis] interface gwdgs 4 iwwms
network protocol Ai1SIGSSARKUAIEER Windows Server 2008 & 1Pv4 §4 IPv6Y iSlingy
iRuganiinielid protocol grdknd item GSSAIA General §4 Static Routesd 11t General
option MSUMN Interface §Hutijt]§ht§“‘]ﬁ°1 INWATEMMSHNIUN interface [UIRG P
addresses G§S bytes IRUANNG G bytes IRUANRUMSITM MIH: UAANISMIAURRER
nuaanisdinhimi (Jumn99-9)4 ﬁﬁmﬁf@hiﬁtﬁﬁjt;fgﬁﬁﬁmStﬁﬂwﬁ‘ﬁtfﬁﬁﬁh Mouse 213
@ﬁtﬁ interface §% i[ﬁ FUTTRU IR item IR fUtuBIE]T Item jix U SUMMIBMISTCP /IP information,
address translation, IP addresses, IP routing tables, TCP connection, and UDP listener ports Tﬁi:ﬁ
additional properties 1§13] interface network Yusitii{zi double click 1110 interfaced 1Pv4
propertiesM SUNM S across tabs 6%85: General ,Multicast Boundaries ,§Multicast Heartbeat
HoiRumsUNmEl (Jumn99-1)

g Routing and Remote Access - |I:I| X|

File Action View Help

==X E | HE

E_ Routing and Remote Access WINZ200S (local)
% Server Status —
= NI flocal) -
NEt‘DrIntE P Routing and Remote Access Is
S Remote Access Logging & F Configured on This Server
E._ IPv4 This server has already been configured using the Routing and
= B IPvs Remote Access Server Setup Wizard. To make changes to the

current configuration, select an item in the console tree, and then

- ctotic Route on the Action menu, click Properties.

= c Routes
For more information about setting up a Routing and Remote

Access, deployment scenarios, and troubleshooting, see Routing

and Remote Access Help.

4| ioml =1
[ |

JUMN99-&-Routing and Remote Access Interface
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TTL) SumiAnnaismitaidm 9 General Tab misMUthywis sUIAAMS msSw
Sh

iU g EIST(TTL 5
tatyghmiafnwghmipopRAndugn miranagis:ms pnsusiphmni (Jumn
99-9)9

9¢3-&- Routing Protocols

Window Server 2008 MRS protocol YG§SIRUAIg1F18MNE G

-Dynamic Host Configuration Protocol( DHCP ) Relay Agent

-MAMIU SUSIUADHCPYE
-LﬁHgﬁLﬁ%LﬁhInternet (IGMP)Router §31 Proxy
-NAT

-RIPv2ﬁJ’[§:ﬂii Protocol Internet

5 Routing and Remote Access oy ] 34
File Action View Help
== |2mEe = |H
Server Status -
= WINZ008 (local) Interface - Type IP Address Incoming byt
E Netwark Interfaces pntc Dedicated Mot available 1,267
23] Remote Access Logging & F 2 Loopback Loopback 51 0
E IPva IE&Inbﬁarnal Internal Mot available
= B Pve
B General
) Static Routes
| | W=l i |

IUMN99-9-Ipv4 General network interface information

MAMINSIATAMARIT DHCP SWREURUMI@:igIMS Router DHCP 1S §ikAsH
i 1Pv4 84 1Pv6 16015 4 IGMP Agiassasfimaimaiglich Routers SH{AT{ANIFIT Multicast
Groupd NAT thagmgimsifimansiing iRugaohamiianadssiueis interal host
network 131 918)& 9 210110N U SITEAGAAMU Interet 161 Anj§1 1WATHAREIRANNG IP
Address YWinIAMIRUHAMGCIHTIMA NAT UAIY Internal IPAddress Shywig)amuiy:
external IP Address RIPv2 ﬁ[}ﬁjm SILtQJ'Lmﬁ'jﬁJLH]t'j dynamic route JATAISIGIS: Routers G015
Router 1§jR1¢19

Hands-on Exercise :Installing and Configure RIPv2 for IP
isigh n?mﬁts:gﬁtu?hﬁmjh RIPV2 S{INT TP RIUSAMSIRIM Im 4 itk configure RIP 1514

1

QZ?D.

mita AYWAR
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21
General I Multicast Boundaries I Multicast Heartbeat I
IP Interface
I+ Enable IP router manager
I Enable router discovery advertisements
Advertizement lifetime [minutes]: I?: _I;
Level of preference: I: _,;
Send out adwvertizement within this intersal:
Firirmm e (minutes]: IT _,?
Fl it tmme [minutes]: II 0 _,3
Inbound Filtters... Outbound Fitters...
™ Enable fragmentation checking
For more information
oK | Cancel | Apply |

jumn 11-7 IPv4 network interface properties

1. 13\Routing §1MI{ATARRemote Access console

2. n{fnidingns: Server IUATHA

3. n{fin 1Pv4

4. goitnwindian Mouse 1 afiiwwAGeneral SUTLWIE AStA New Routing Protocol
2. t{ﬁ FUTTRSWRA RIP Version 2 ﬁJLEﬂfJInternet Protocol (fﬁsuﬁj 11-8) iUl wgst OK
6. GO wITTa4 Mouse 214 a1 RIP icon iR uiduliutlad 1s1fnme 1Pv4 Uit Select New

Interface

7.Select Local Area Connection 1

al

GOOK(ASEU11-9)

s
8. Select Periodic Update Mode ﬁuﬁ?ﬁ Operation Mode
9. Select 1fU RIP version 2 Multicast {10 a §1U Protocol

Setting
Enable IP Router

EnableRouter Discovery

Advertisements

Advertisement Lifetime
(Minutes)

Level of Preference

Description

MIaMUIREUMsIel  Inteface  1S:gaUUAUAMIAN 1P
address 9 NN Administrator 2 mmsmafgmmgﬁhfumii%hﬁmﬁt
mihdshinniny  amiauriiRumsausisMuifsms
MueAsh§h modpEaTuwaY

mifanafigiums Router WAIW{HIAGWA) Router 1A 1
Router MILL:ANT ishnfdphos wwamnildiijoinpwsis
IR SIS HOption 9
vienafiveismignRpWRvRiImMuAMmIumM§aAanad
FSNSNINUANMIGGUWARMUIL: Client

ﬁmﬁﬁgmﬁ Router §i Level iSMiGdaHITY 1S Client 138
RS wuiithyw Router 1829
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o A

SendOut Advertisements  Aan#tnuiisici: Hyjuinasiuinishinumsiinsms

Within This Interval RS calgiiugm  Router  ARnNgWIuIGHSEEN
Router SIMHETRUAANSANINUEGAMINS
Inbound Filters miAANAAER S AMYWIR B ARuRGIM:Interface 1829

2NUNINNEAMNGTGNR traffic RHAIRUBAD Network §hAANG
1w Protocol HGH

Outbound Filters MINT Inbound Filters T0ATURH HSIRIGH{A packet MY Interface
1829

Enable Fragmentation muiw: Router RUMSEe Packet §qwﬂ%ﬁmmswtunﬁ§ U

Checking ANt Denial-to-service  GrUigliRnaisai§ ammiivuis:pl wwa
iimemingiand Fragmented Packet SWHGHENTA SUANA

Application BU{NUG 1A SHA

i
Click the routing pratocol that you want to add, then click QK.

Routing protocols:

%~ DHCP Relay Agent

% IGMP Router and Prosy
S=NAT

-9 RIP Version 2 for Intemet Protocol

ok | cancel |

iumn 11-8 Installing RIPv2 for IP

10. Select 10 RIP Version 2 {IWAANAU N fUPacket Protocol 1 General Tab §hUMiGASaE
11-10

11. GO0 Security tab TUIWUIRAMIUMSARHAIRU{NESGAI incoming route §4 routes §i

HIUGIN S{UA fU U U0Utgoing routes( Aga§11-11)
yyw RIP Router
SinhAga1L-124

125610 Neighbors tab* $81§18:HAMORHAS Wi Router ShSHSIA
Rig
W HAMGGUIE IP

Sjn 9 tLuﬁjﬁﬁanUtLU Broadcast 1 Multicast HLUUIELm ﬁGmSU )
LUmStUijnGﬁﬁmSufmmifnnmmUﬁj Router i—ﬂUQSﬁnQSﬁmUuw RIP AWMy
Address IUf{JNeighborS 9
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13. GGIU advanced tabs Ui Periodic Announcement Interval ItW:0 U 601 FUNUBATHIU OK
1AW Save (ASHU 11-13)
x

This routing protocol runs on the interface that you select below.

Interfaces:

g pritc

ok | Cancel |

iumn 11-9 Creating a new RIPV2 interface

tytii 851800 RIPV2 Properties
mumaiysmsfeqnmidigiuiamims RIPv2 G 1P 191160 Server 2008 hnSG§S
unhistiam:iRumsiemifanauit RIPv29 [HIUAISUMNT RN IDISMINIHAMG
Annaiiwugsuhnsisiilugan:is RIP (AS11-10)9
HANGUIMIAANGEUSUQUIR U SIS General tab {5
+Operation Mode H1GE Periodic Update (Default N0 LAN TURIANJST) Auto-Static
Update (Default ﬁiLH‘lﬁ demand-dial interfaces ) E’ﬂﬁgmaﬁﬁﬁ Auto-Static ﬁnt}nmmmﬁeﬁﬁ

Ssmsamu (igunshdjRouter iuasgARLAISIGI:ISMI update sSTinmuFmamuIa iy
21

General ISecuntyl Neighbors | Advanced |

o3

Routing Information Protocol (RIF) Interface

Added cost for routes: 1 _I;
Tag for announced routes: o _I;‘

I Activate authertication

oK | Canesl | sp |

Jumn 11-10 RIP Properties General Tab

-Outgoing Packet Protocol:LﬁﬁLﬁh ) S RIP UMSIGMYA Router 1 RIPv2 Multicast mﬁt[fj's
NS uEaM NG A Multicast 15 Sh#t broadcast IR UUN 81§ Updates 2] router RIPV1, RIPv2
broadcast MR GYM MNUATS broadcasting RIP 4 gAATAIR (TAIWARIP Version 1 Broadcast
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J

Ingwip o siyaEimmng:Mmywsl RIPVL routerd Silent RIP MGHR Tsmsanini
[WeasiiynEsoRy) router 1S:UMAIE RIP advertise-ment AMYWT FISNNSUINGS
wasitgmimuminnsiiv router Wiwegudbnsin router ihig)atishdsmstisa
amnichywlhywinhig)a
| -Incoming Packet Protocol: [MU2jthAMNASIA{RT PIPV1, RIPV2 memtmu”usﬁn’nﬁ
Anfiiuiagis RIPY  gamoBsimiitim: sl ﬁmmsumSUmHnLumsmLumwwmms
update BAR router mnﬁutﬁtﬁjhtgjﬁﬂ

-Added Cost for router:Uig iy F i Flitbinterface 18: 9 (HiwAdagAMMAISTINQUIT M
ifmeans:wasiimmhwaigis HiunURUAEag moutenuin s pinsIfimu ks
54

il
y

I?.

istiscgrmoiimimt dsmimt iayAdetigaomywis Hardware uaifingéi oy
Mg AmITARIUA Mouse 2 afiFil Interface WiwimulufaumsFomi madus
yARURNIIGhn AR FsAl routing iiwhidhimithmwin ik didhimismiaam
Shimuminny fiGanciduai$A 1Pva 81 1P IRUEIMSIRATaI Protocol Fikfiis:Ah
fﬂLG YW Window server 2008

ishinugan{in Protocol SidfAnS:HASKITMINAMIANAIGANG General 84 Static
Routes 4 General Ui Interface ghig)atiginuituhuinmis:Adim:fdnsiiunsug
AN:RI2ISER Protocol 181160 Interface Network 13 qmﬂ@:‘]ﬁﬁﬁﬁmﬁﬁtM° Interface {[UIn¢ IP
Address §§S Bytes iRufAinkggrums Gg8 Bytes IRpuAnkUmsIGmIAuganismipUah
NwikvsuAvdmign (AW 11-6)9 m%mmﬁmwnﬂxﬁ? interface Network iREjifm
ighindan suiguihwim Siafmindiak Mouse b afiiwidafanGosoiney Gsoin:
msu@mﬁmimﬁugmﬁéms TCP/IP,Address translation,IP Address ,IP routing table ,TCP

Connections, SMUDP Listener ports

MIUIgY Properties fifl Interface network HIGSGUMSINWIMSIRGOAMhysmIFhl
Interface aRUTHAN 1Pv4 MISUMMAMIGHME TabsTA: General Multicase, Bounderies &4
Multicast Heart beat Iumsuinmisiah(Agil-7)9 uUyANSTabs AERUMSAMNMNAY
MIVEDS Multicasting {SIPv4 ST s'tLt?Lmﬁ'Jsufétﬁnﬁmam SIUaN |

Tag for Announced Routes: MIVMSIEVWIFMIUINMUApastidhimig  wpan:is:A
gsmoifmsisiah Window Server 2008 gigmoifmuitighig)ams

+ Activate Ahthentication/Password:'Emmmtﬁﬁpassword Wit UmInmumI
Update fmiAnigihisiadinmdidhimings(miniatha Password NSRRI Sknasis:§i
msmsammtmﬁs’m@ﬁmimisjmﬁﬁmsjm’nuﬁ’aﬁsﬁmx Update 1S151§1:1005R 560
mituidagsas Saq GpiimigaumaitunsuinmAinsAani Secuity anfimi
UM Password tgﬁﬂmﬁi[ﬁtmgh Clear Text
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pntc Properties

 General Securty I Meighbors I Advanced I

= Accept all routes
" Accept all routes in the ranges listed
" lgnore all routes in the ranges listed

From: Tao:

For more information

From | To | Edit |

2=l

oK | Cancel |

Apply |

Jumn 11-11 RIP properties Security tab

+ uigmimis:SRwminiF IS s UIE ] RRAS ¢gUWAMSY [UaTSIT Network 1UAT

Ridhiminmit s Mg swiwiiminiopainn aislil Networks 18 UHA

msfufing issmogwmimntiwidmiusiadh Eror iRansiGmigiddnsdsms

(vl «

pntc Properties

" General I Security Meighbors Iﬁdvanced I
Specify how this router interacts with listed neighboring RIP routers.
% Use broadcast or multicast onlhy
{~ Use neighbors in addition to broadcast or multicast
{7 Use neighbors instead of broadeast or mutticast
IF address:
Add

Edlit I
Hemowve I

For more information

21x|

jumn 11-12 RIP properties Neighbors

tab

o

mifinaniiGuinmf Properties $gtw 1116l Security Tab IRIBIMMIVSE (11_11) -

312

Action : hAIUM TS MIKSTAGUAR Setting TMuitigIg)a

Accept/Announce all Routes: 1915161 sHiunasIakiuAshinhimignaInn s s
Mig AN TFmimumuiiighig)as '
Accept / Annouce All Route in the Ranges listed : tﬁmﬁﬁ"ﬁ Fields 1 maﬁmmﬁgesj IP
Ranges R UEARRHHGMIULS T1§MI Update muTiiggiig)ad



_ Ignore/Do not Announce All Routes In the Ranges Listed Ej 1’ ismi Accept/Announce

PUBIENIMIAMH AR IAISIAR Ranges Listed

x|
' General I Security I MNeighbors Advanced I
Periodic announcement interval {seconds): Iﬂ
Time befors routes expire (seconds): 180 _:l
Time before route is removed (seconds) 120 _:l

I+ Enable split-horzon processing

¥ Enable poison+everse processing
¥ Enable triggered updates
¥ Send clean-up updates when stopping

I Process host routes in received announcements
™ Include host routes in sent announcements

™ Process default routes in received announcements
I Include default routes in sent announcements

|~ Disable subnet summarization

For more information

oK | Cancel | spply |

im0 11-13 RIP properties Advanced tab

al

RIPv2 HGIJTMSINWAS Broadcast U Multicast mmtmgssmmnmsnwms
%m‘ﬁwmmtﬁsfﬁmmsmmngwmﬁs RIP, HARMGUIRAMIupdate Uigud JiRumsusamn
msimichuuinmigaidisiiays ARMITINMISHAMOUMNAUNRGNATIFIMS router AM

ACRIBINA SIRUNATUSHMiUpdateis:mimavg wuTnanismsonoiiums
ihw RIP swlaguHAntEmipafSguinhopmaiRuhyngmisnng s
R

d

3
=2

outers

- Use Broadcast or Multicast Only ARANG RIP i§Mi{J{M &I Broadcast 81 Multicast i
YWAR MM AMUUASAANSY 1S:AMMIAMNAD default
- Use Neighbors in Addition to Broadcast or Multicast §U2jHARANGTST Neighbors 1§1M S
router yWAMIRUSH{UMaUSE route iwihuy Gighisliaugiimiumeu Neighbors
BgfUd] Broadcast U Multicast i§miAnnaididhimiagwilbudgtidhimidansis)
S IP AddressGEU AN &
Advanced Tab #AiUgiSProperties Atasauiiiers) aruaIRIPIE o o1 Sifmnd

MuIRUAR

- Periodic Announcement Interval (Seconds): iein ﬂJiS’1{31§“|:§2fS Announcements

- Time Before Route Expire (Seconds): fi ”‘lmﬁUmﬂJtmﬂUSImﬂJLUﬁSﬁI[ﬁN”ﬁﬁElljﬁifiﬁfs
’Wi“"““ﬂ,ﬂn“l 15858 Router 99[ULUnSf"IIUpdate fU’LH]U Route ﬁSﬁIu”ﬁinﬂﬂniGjﬁ

im f STSRouteruGIS USGIS ﬁJLU‘lUmRouteinHwﬁﬁtﬁmHnUS%mtﬁn”ﬁ Update

o

o]
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Time Before Route IS Removed (Seconds): YSINURAARANAGSSINUBANIUAIIUAS
Bidhimigin sy 1w s gumSIAL Wi Routing Table

Enable split-horizon processing:GGida §ig At siuasddigmimi misiudssinhi
mi loop ﬁth: spit-horizon processing MM broad -casting ﬁﬁﬁm‘jﬁmifﬂﬁﬂﬂﬁtsﬂ
ildsegmentfinigituhmUMSIimMighmAtiw

Enable Poison-Reverse Processing: STk Ui Ganoiuagh yuw spit-horizon (
fusligims dependency)mimILUﬁgﬁmjﬁmiloopsifﬂLUCHS broadcasting gGHﬁﬁ
Network Yt NERHU unreachable( matric 16)

Enable Triggered Updates:ififiRouter 1Uﬁ3§ﬁt§mi updatei’mﬂﬁﬂ Eﬁf@@tjmsmﬁﬂﬁfv’fﬂﬁ
IRUHANGIT NS WIRWIEMIUN M@ Y INUIN TR U a0 Yirouteryh J

Send Clean-Update When Stopping: i§1inuiia RRAS IEH}U@u@ﬁLUﬁ stinhiminmyty
Process Host Routes in Received Announcement : i1§1§1 RRASH El'iSufU fWN host-specific
islahiuisftmsituhsgumsamigioanwisnswdsiBynoia] RRAS AN
Unaﬁw host G ATAN AT AHAH) atanin Wi T aISt option

Include Host Routes In Sent Announcements:

Include Default Routes In Sent Announcements: t[ﬁﬁjtﬁﬁ LUﬁ?SIﬁfiﬁGﬁtﬁmqua]SG[‘Hﬁ
gm%ﬁmmsﬁhﬁLUﬁgﬁm‘?nmimmﬁijwﬁgﬁmﬁimﬁﬁmmgpmr’mw@mgsx{m}ﬁ
ey ”

Disable Subnet Summarization:5§SiSINMIAN Route BWFIMISIRIGA thysishinuga
AANAY (U $1T Routers §UWASIMI Update 5518 U{NU Route g4 MFMIANNGHIS]
winsiGssis Router §o1S:G801S: A tia Route InywywaAiR uEASS s gIwASE
Mi Updated ISHOUUMS Checked {MUIFIMS RRAS UTWIRSINAS Route Information
FU{U Routers tS‘];n;h Subnet 16 mﬁm:mgummqﬁ ${EHN Class-based Network 1D

314



2

General I

=) -
.

[ynamic Host Configuration Protocal {DHCP) Global

The DHCP relay agent sends messages to the server addresses listed
below.

Server address:

||._. Mdl
| awe |

Remowve

For more information

ok | cancel | ey |

Jjumn 11-14 DHCP Relay Agent Properties Windows

DHCP Relay Agent:

DHCP Relay Agent {fitS Install §GIR0UHA Install RIP §21 10T IRIALAIR UDHCP Relay
Agent ﬁsuﬁjﬁj RIP tS”]mEUt[ﬁfUUJﬁSvi Routing Protocol imUtiShis DHCP Relay Agent A
HSEMARANSHRUEIMS Configure 11:NSMIT{MAS IP Address DHCP §1#i91:il DHCP
servers tsﬂgESubnet pmitupitinmy ifdiiuhion2msius:t 1§ DHCP gwamit
Replay agent nivmsigims gamSiagomhwiiiai Mouse 21hafiglicl DHCP replay Agent
151160 1Pv4 i8S Serv:ars RRAS configuration GGWA™ Properties §thJEU IP Address ﬁjLEﬂﬁDHCP
server (JOUMNMANIY 99.9¢ ) UULAEASINTUIRAINterface NULH‘lt'iDCHP replay agent &6
ifReplay ﬁi[}—ﬂﬁ‘Network Interface AMNAYLW

JUMN 99.9¢ UMM Properties AT DHCP Replay Agent Interface JiRitifiathyt
Area Location Network Interface AlWindow 1S:iGi3nyTeReplay IS DHCP packet ARG
Configure hop-count 8§31 boot hold DEZHP Replay Agent ﬁ[}ﬁﬁﬁjh@mﬁfﬁfﬂjhfﬁ forwards request
191 IPv6 Addressi§ M
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DHCP Relay Properties - pntc Properties i |

General I

E._% Cymamic Host Configuration Protocol (DHCP) Inteface

¥ Relay DHCP packets
Hop-count threshold:

Boot threshold (seconds):

For more information

ok | cancel | Apply |

iumn 11-15 DHCP Relay Local Area Connection Properties Windows
9¢3-&- Internet Group Management Protocol

Internet Group Management Protocol (IGMP) iS16# routing service Iﬁjﬁtgjﬁgﬁmﬁ
install 163 RRASY H7 Install {IWHASRIGMY Routing Protocol i ig)aaielilunays
IR UITHDS Install RIP UIUH Install JGHANGMUNIFISH Various Network interface 1UWHA
moilnyls 1GMP 18110 interface TRV SFIZ) configure §IGRIUAN ( router U proxy) W
iimiIAanaATAN{ERIvash 1 181NN configure AR IGMP router mode option TRjk JE1S1STAN
QﬁIGMP Properties Router tab (tt’?mgm@.@*a )9 | |

9¢3-9- Network Address Translation

NAT MISUiguAAN:Niasaisl RRAS AWindow Server{AU§nigh i AiaiiCable/DS
IR ARHAITMIMYW router Al NAT mode: external interface [BiMS configure MyWw IP
Address fﬁmmﬁt[ﬁmangfmiﬁuitﬁﬁj[)mﬁlntemet W EYM{HIMSconfigured MY UWPrivate
Address UIUBAAINS NATED 161/ external address
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IGMP Properties - pnitc Properbies ﬂﬂ

"General Router I

Robustness varable:

o

Query interval (seconds): 2

=
=]

CQluerny response interval (seconds):

|+

|

Last member guery interval milliseconds): 1000

— Calculated defaults

[
-

Startup query interval (seconds):

|+

Startup querny court :
Last member queny count:

[T Automatically recalculate defaults

Group membership interval (seconds):

T

Other querier present interval:

For more information

itmn 11-16 IGMP Properties Router tab

hasnaiinsihifsmolonnwsi resource SMUIFIMS internet IaYWY MYW  Window
Server 2008 H%mﬁiﬁ”‘lmmmmwtm&iﬁtUnﬁ"‘lﬁLULG‘IN RRAS IRt NAT it RRAS #1567
G IP address 1§1M$ interface AMYWIR UHALM SUIRANIEINET private interface HOISHA
momms Shmoifidnsniin]sEhinwiagnd Mi configure DHCP MgARANAGaRTHM
MSH NAT Properties window 2)8i[MuiS Address Assignment tab §GIRAUTISUMMER JUMA
99-91¢ |
Hands-on Exercise: Installing and configuring NAT

isiadumais: itiREig] NAT routing protocold it e siFikiconfigure 11 &5Network
Interface H“‘LU
9. (i install NAT routing protocol IENUHSIRIFIME N AIRE] Install RIPv2 1Gaiukia Select
160 NAT instead of RIPv2 for IP 4
. 18171 Routing and Remote Access management console A mLEﬁmej'server IUﬁﬁ'aﬁttﬁmeﬁﬁ
0¥ 1Pva uAGoIWITTaAMouse 1M afIT NAT UTwIH uiTastun New Interface
MARUTWA Network Interface TURIHAYWY 1SIANAITNISH{RATAUWA Local Area
Connection(GJU 99.9G ) JGGG 0K '
G. tL‘Eﬁﬁ?ﬁjwﬁPrivate Interface @ﬁﬁﬁfﬂé Private Network JGGGOK(HG{U 99. 9€ )9
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MNAT Properties

 General | Translation Address Assignment I Mame Resclution |
The network access translator can automatically assign |IF addresses to
computers on the private networc by using Chvmamic Host Corfiguration
Protocal {OHCP).

I Automatically assign IP addresses by using the DHCP allocator

IF address: | 192 1682 . O . D
A asle: | 255 255 ZRE .
E=clude. .. I

For more information

el 4|

oK | Cancel | pr—

1umn 11-17 NAT Properties Address Assignment tab

MNew Interface for IPNAT =

This routing protocol runs on the imteface that you select below.

Interfaces:

== prtc

CW

UMN99-96 ﬁ"liﬁiﬁ 51 IPNAT interface

Network Address Translation Properties - pntc s | x|

NAT |

Imteface Type:
i+ Private interface connected to private netwark
= Public inteface connected to the Intemet

I Efable HAT on this interfface

MNAT enables clients on this network to send data to and receive
data from the Intemet using this interface.

For more information

jUﬁmGJG)-G)S Configuring private network interface
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New Interface for IPNAT |

This routing protocol runs on the intedface that you select below.
Interfaces:

22 prtc

IUMN99-Y0 Creating another new IPNAT interface

&0 widTa}k Mouse 21RAAIT NAT JGI{R AT At ANew Interface ]

9. 10 EUTS:TLE FUTTRULUA Network Interface IUf{jgﬁﬁEQIﬁ‘jﬁWjﬁ n&kidig Local Area Connection
2 (§5jU 99.90)]5GG OKH

. (i USRS A Public Interface IR UUMUBAMS Internet jG5 601§ Enable NAT 181160 Interface
IS:HOUMMARU 99.999

G.Q'Gm“JActivé Pool Tab USIUGTA JG Enter ig1iBUANIS IP address ISISP 1UHA(JGIEM
QRIUMN99.W1)9 NAT H{JA(ENT RRAS ﬁ[;t;quaﬁ@ﬁj external IP 4 UANIS IP address 1UAY

L
o3

86610 Service S portsTab {[UAISITHAGRYISevice Network TURSHAMGHINNIMI
I UInternet Users ST Tab 182 156]UIRA NAT port 4

ETre— ey
i
i MAT | Address Pocl | Services an d Ports |
Interface Type:
f Private interfface connected to private network
= Public imterface connected to the Intemst
I Enable MAT on this imterface
MNAT enables clients on this network to send data to and receive
data from the Imtemet using this interface.
For more infomation
oK 1 Cancel | Aol |

gumm%-lﬁ@ Configuring external network interface for NAT

9¢3-¢3- Static Routes

Static Route AMIS Codes HUMAISIIG Network U Host §81:164 HAMGAME Static
Routes MSF14IPv4 SHIPV6 protocol Static Routes ¥1§ Option BJARMIARNE Routes WSS
GIMGYISAI Resort U dynamic Protocol aﬁmm{ﬁ matric §H“tﬁﬂﬂjﬁ'j routes iR FUHAT SUiﬁﬁ

319



AN relative cost U4 Routes HGHIN SUIEﬁHﬁﬁ RRAS management console interface

]
ﬁnujiLU command line Adding, Viewing, Sﬁmodn‘ylng ISroutlng table 1A & ficommand prompt

Ut
Uutijn route add command9 2HNIAN m:mga route 1§1M$ Network HUBNS 172.16.0.0 B8
Subnet mask 255.255.0.0 §i Lﬁghfﬂfﬁ gateway ¥ S IP Address 192.168.10.254 SHHS matric 9

HANGID command §oimy
Route add 176.16.0.0 255.255.0.0 192.168.10.254 1 16

MNSAGRIMWIS  command  18:(99)anligliliueinudamiisiniiNetwork
Interface RUHAGHZ] Route 1S:SY 1810 Server MRYRMIMY Local Area Net;/vork 1S
Interface $US9DIATSIAIT IAHAMNGEND Interface Number 1§1§aIMBURITWHYUAM 257
mofamsihwifcommand §oimy

Route print

e
T AT Address Pocol | Services an d FPorts |

Your Intemet service prowider (ISP} assigns this address pool.

Add 1 Edit | Remowve |

— Reserve public addn

Reserre public addresses from the abowe list for use by specific
private network computers

Reservations. |

For more irformaticon

oK | Cancel | Aophs |

JUMN99--Mi Configure address pool IRUANAILW ISP

I3

Command 1S:UMAALSIS bit §6I interface 1S1T server 1URTHA  HIRIRUMS
route g:MSAMNGUUNT 1Pv4 § 1Pv6Y JuMN 99-W6 UINMIAMIUEEUISCommand route
print* IR AR RIS UIGRIIU AT Command AN interface list Interface Number AM@NMIENHSIE
MY MAC address ttﬁtﬁUg]iiInterface Description ;—gﬁiLU Interface Number RUTSHARN

command 182 $STNUHAFIVENARD Interface 11U Command route add*

i Tmmid command prompt WIUMIVISY route MOHIS{UILNESANDISURAN:
Wiy uthiaamnd RRAS [AU[AR interface Iﬁﬁjﬁﬂﬂfﬁ Static route Iﬁﬁjﬁtﬁﬁ static route ﬁ
yuwithwifd interface AMN{RA protocol( IPv4 U IPv6 ) 11K RRAS management interface Select
1§11l static route ﬁéwuﬁmucpmﬁﬁms‘fﬁmmﬁngﬁ 'ﬁvﬁgu 99 wauminyuismiting
(s static route JYRUUISERANS route TRUITRMSUIgEIMWIT command prompt

320



pntc Properties el |
"MAT | Address Pool Services an d Ports |

Select the services on your private network to which you want to redirect
the Inmtemet users. This will create NAT port redirection rules.

Services:

[ intemet Mail Access Protocol Wersion 3 (IMAP3)
[ intemet Mail Access Protocol Wersion 4 {IMAP4)
1 intemet Mail Server (SPMTP)

1 P Security (IKE}

[ IF Security {(IKE MAT Traversal)

1 Post-Office Protocol Wersion 2 (POP32)

1 Remote Desktop

[ Secure Web Server (HTTFPS)

1 Teinet Server -
- ] »

Add... | Edit... | Delet= |

For more information

oK 1 Cancel | ZEpl |

jUfﬂnG)‘D—lfJ M-Configuring NAT port redirection rules

Fgure 11-24. Cufputol he rouce print commeand

T
Interfacs : [ortc e |
Destination: EEESEEEE
Prefic length - |24—

Giatewwan - |1 g9zZ162.1.1
Metric: 256 |

I | Use this route o initiate demand-dial connections

For more infomaticon

[T [ Cancel |

UMN99-BE ﬁﬁUiS\U static route Ytwith tiﬁ[flj RRAS management console
9¢3-G- Remote Access

Window Server 2008 §U3jifian|ayfinni masinumi access oyt dialup 81 VPN
Dialup ENATAIRATEIAJNS modem U modem bank YR giMUAGHwWM ST POTS (plain
old telephone system) U ISDNY GiSAVPNs (pimsiougiuilgimaugumi  Samuwiuivas
remote access IRNWRGNNITS internet AITNTUIRARRINGWIR UM SAIRMNLTNUMIENAGSH
AN SR uIsimwsy corporation private network VPN nsssumiiisigihiadisminu
o 10w W{FU access 191M$ Internet [AUFAISH Y IGARNORATUAT VPN technology AR{H]
MIARHATUAHAIMIBARUAURMI network TRUMSENAGSUIAMIMY internet 1A)SHNG
guiwhigimsmimuid uusiaiginmw graiimafognw
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Dial-Up Networking

Dial-up networking( DUN )ﬁfﬂ?ﬁﬁﬂmjﬁﬁﬂUL‘mﬂﬁf’qﬁﬁuwﬁijﬁﬁm%access AoyiwH hid
modem MUIMWHAIFMS corporate private network IURIHATITUAMMSIAINY DUN RUAAN
YRR siimnRvpivtmmUdauRinnUmsSRUAIANGGUME  host  TRMUIS]
PWYWK private network URIHAY NG access musu"nﬁmwmmﬁﬁhﬁaﬁmsgmﬁ%fgﬁ
‘t’ﬁmaﬁ'ﬁ&@ﬁmméun‘mmg:ﬁgﬂumﬁhmﬁsﬁtmﬂsu‘}ﬁ%smi@ﬁmﬁﬁmodem IBumons:
16115161560 process WIS muttilinking ThmigRIRMINSMIGMUFRMA multiple phone U ISDN
lines MG Virtual group mSQﬁﬁHf{IQ’H

DUN  Adamwalgifidiipviphainfgnnsinshdnmwagivammitumsieggs
fif sigumomiviRamsy ganfidugnmnsishid lines MSEAR{AYTI SRV

]

i

ﬂ:ﬂa

9¢3-3-9- Point-to-Point Protocol

Point-to-Point Protocol (PPP) AfgiqSiJau{int DUN hHSEMAZ] hosts 8§ AGsam
1wl TCP/IPHU serial Link §G DUN U serial cable connection PPP 1{{3® protocol 1{j}19
M9 isstmnhmu Ut Uihwismindh

- Link Control Protocol (LCP): LCP Batsiaimisgugafgiaamiciousim: mimuiuh
HAmaintain link SIS 10U | |

- Challenge Handshake Authentication Protocol ( CHAP) CHAP Oais
fi}1 Charge of authenticating 18 fuclient i{fj login credential tUi{EGt HANTISMI access
g' HAY

- Callback Control Protocol (CBCP) Protocol i1S:{AU{ARIFIIMI iU g{iimin o)
HA Configure Server 1RHIMGHIWIRMATS Client iM{pgImiddiuiRamié nAési
Mo atamomsshin wasilyndufamanfnighitn cient msmiigimsd
muitunsien Mol Samimoigihimieims cient wmARHMIMNUIS:ES
mouiRnigiasfineiginsie

- Compression Control Protocol (CCP) BGIRHAMSARGA Protocol 1S:AUAISIARANRMI
¢ 30U Ui parameter compress iiiserver 8iclient. o

- IP Control Protocol (IPCP) Protocol iS:UaisialmiggrugaigiGim:micion 1P §oi
maximum transmission unit (MTU )4 '

- Internet Protocol (IP) ﬁs‘GISZPPPIEIT@ﬁ"GE’ﬂ TCP/ IP connection i1
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9¢J-8- Virtual Private Network

VPN R UMM : AN Wwni S HN Wi U IUMI Remote Access IFImMEa[gIMI9 ad
NSHYINANRMIHIIGSUMIPUER I NHACIMG{HIMU Network Bandwidth TURIHATE
Internett MuAsigfathamininiiumogndansiiumiénnéshitunsingsingsmy
WA MUIRURPWIF Fnwmsuniy midimeas Wireless Internet Access 18 VPN
MEUIRAM SIBSA Accessible Dial-up 191:Tthtiniam uigniguiSMIOUIRYUNS Packet
MY Internet ANT:AINSA Security Risk thatghiiudsmoiSundmithwian tﬂﬁg:}ﬁﬁtﬁﬁtsjh
MiINSFAUHATI N GHINSMAUSWIwWMIUIRARINTUMS Data IRUmSaiRmaiUiw
[N Encryptd Client iGaIHAM OGNS Internetufzi%tﬁn w%ﬁ‘hjmﬁ@t}mfémﬁéshqmﬁm
Internettﬁﬁjggmmssvi VPN Serverd OATASHUIRAMI Access JUMFINHEIM Private Network
BolBuMSUINMARIUE 99-U9Y Client FRHIARIMI Internet IRGIMUMIENAGSRIVAIYA
tmm:t’nmm’nﬁ‘frﬁhQﬁtﬁmﬁ@{fmiémﬁéshﬁmﬁ%i@ﬁms Internet Service FRUZMUSA
Gsumsthigh WwasiBhBsHinsTeWHARN Internet Service Internet Service FIRH
IuupURhmEg: vamar Shisimupnswgitnsiwis:Ihpisiuamammeainmn
ﬁtﬁﬁjfﬂﬁuiw: Wireless Hotspot g%fﬂtﬁitﬁ: Wireless Broadband Cards AtEhtis4

Encapsulation and Tunneling (MG gy SAFIUMS)

VPNs ﬁmhimﬁﬁnwmﬁmgiidhmﬁ%m;sj Data IR UHAMGSHORUMSMBIL: Remote
Host 1914 Protocol 1Rj41§)a ﬁvmg:ﬁmﬁmsmmaﬁqs%ﬁqiﬁmm@ﬁmmcﬁmmrﬁ Internet
‘i’gﬁfﬁmnﬁﬁﬁ;ﬁﬁ Application mf{jaﬁé'h@jsmimscmm:?jmsmi‘@ﬁgiﬁﬁﬁﬁﬁgﬁmitﬁ“q;
Bihime §ARHATE URIMIAVPN Client iUTwSY Server RIS Encrypt §ﬁtmgﬁi Packet
muopuRsiviwupieaminns:pin sifanngihimisignywigihig)agin: Application 10
ﬁmfmmiésﬁumgmtm wESGIMNG Encrypt Datafi¥t Window Server 2008 $18Ei6lNimi 3 (A ¢
IR St Protocol %smmcgsﬁtrfmm:sﬁh 3 LUtﬁétm:ms

-Point-To-Point Tunneling Protocol Protocol Umsﬁégﬁqwmés‘aqwmjmjﬁ
-Protocol USRIy NUF2 I8 0SI model 181165 Internet (L2TP)
-mIvSIR UM S M NiSSocket (SSTP)

VPN server

=

P i S
— TN SN
j_ /‘/ 3 » E;{‘r&ti\\é:-‘ !
{’_";_:7 < Internet - \7}\%% % 7
N SRN7

Client Firewall

Corporate Private
Network

Figure 11-26. Typical VPN

323



Tunneling SUNRIFIGMIVIRGE ARG ShEnATaTlhh Network 1181560 Networkiijiig
ARSTS Network mmmmsmumgsswmumavmsﬁmmh Network fnigjai§unudu
MIANFIUSIRUSSHNOUA W N SINWHARAMUAMYEWIGIWY §6M  Internet iy
PPTP u‘?ﬁﬁﬂ”&irmnéﬁmwwumtﬂuémjm migammuéna¢siapinsijubisiutivuniea
Server [AINSMBFWAHUAIST YW Client 4

g)ay
Uaua
(2]

(V')

ARINUIR S User (HIQSWAHNY Tunnel A{piM SUIRaIUIW SessionA{pimsiogumy
1tW: Generic Routing Encapsulation (GRE ) Protocol IF1MU[UIA¢ Packet 88w IR UaNBMANGEA
Data IRrUMSHGgUY  FSSWANIS:MUIAS Encrypt IRUBIMAT Microsoft Point-To-Point
Encryption( MPPE ) GiRI9 USIWWHA Data A[RIMSUMS@MUIW: Tunnel IWAMSIANGHINS
Biclnimisel Private Network T2 (uiu(at ilbainshia PPTP Layer IRfUTAUIARIGIANST Encryption
SH Encapsulation @iasaiRudidhimimstiiy mitinhimiputsaimApiasifisial
zvﬁmhggmmqmmm Layer 2 Tunneling Protocol /IP Security ) L2TP/IPsec)ﬁm8miﬁiﬁ
ANMIBEIgJaRIY Tunneling Protocol ﬁfgm:qmg@:Uf{mﬁt%mgjmmfgﬁmm[fﬂ‘t'smé;cj
moahifgiuiamnia mmauﬁfusms%ﬁmejﬁmmﬁ LoTP 4

9¢3-0- FEFRHFG SSTP

ssTP AtmRAIGUIRAIH MEUMIMUENAGSHENMINWYWINY ClentServer VPN

server ighusmangAapmuioitighmiuifa site-to-site VPN 19139 igAgiunasismimiés

nGSﬁnUmm”ﬁmwn‘UUﬂ{ﬁ mﬁJLmU”WﬁLULm fiRAYWIS Tunneling Protocol fiRjig)aIRMU

ssTP mUmI¢A¢shiiytegudsitumsmutinsismivifia Tunnel miviammng)hinash

PUERMIE A SHMBIWL M WMUIUATN IRUNSARMIMUENAESh

1. SSTP Client UiﬁfﬁTCP Connection 1$1M§ Port 2143181“{'1 Server

2. MIUMMMU Client SIHEUMSUIAG Connection INWMIUMS Message "Hellot1§1 SSL
Client ’

3. Server UNS Certificate ANj§1 1UATNIFI] Client

4. Client tﬁ%iﬁgﬂgi Server Certiicate iU} Wuifia SSL Session Key IBUMS Encrypt 1Uitws({
[M&5 Public KeyiS SSTP Server

5. Client iiMIUENS SSL Session Key 1§13] SSTP Server

6. Server [{Ul W5 SSL Session Key MU Key Private iUaIitIWw ssL Key ASh{ghifime
RNUMIMUENASSRISHIN UMW 9186

7. Client iﬁmﬁfali HTTPS request 1§1mMSServer

8. Client rijmmmimi@if SSTP TunnelfY U Server

9. Client ifMIGICUMIMUENAGSH PPP ThyWw Server i mt@jhjmﬁ User 821 Configure IPv4
8% IPV6 Setting™

10. MigMAGSRINY Server 81 Client AHEMIULSIT Tunnel PPP link
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s ANisApim s i wuiRahhamhyw Psec 191§hMIATARAIRMNISMI
JBUMMUEMEH Encryptions MU Channel UIUYHA L2TP WARUUIUNESISIRMAN Channel
iﬂUiuﬁfﬁ Tunnel 1h# Client §41Serverd hES{aIMINIYANSAT Encryption yf authentication 19]ﬁ
ieUANANFINSUIRAIGN I WANUANA P security] Secure Socket Tunneling Protocol
(SSTP) Al Tunneling ProtocolFiRnsiansicngts &4 Window Server 20084 hAMISMOUHIEAN
i gingt Protocol ign:MSUIfa Address sthtwiginfiia ugnPPTP 84 L2TP 1Aawmsislin
i mighma Firewall 38 Configure tNAIE) A

SSTP Session AMSUIRaMIIMAT HTTP 18115 SSL (HTTPS) Session fhiServer §i
ClientNMAUSWHIGHTNUMIHSIA VPN access ifn:Nifi 2N Wi ominAigjSiues
HAY HAMORSA RRAS Server IUSHATRMWAIAMOISIAMW NAT iiwgaSscimbpimi
VPN Software {2 uingagm gwissifgjuiiamid nAdsiinie Jommywiauioaianiua
SSL-Based FIMHAHATAINS Root CA (TG Server U85 f0j§1 Certificate IRUMS Install 181160
SSTP Client U{IUMIMUSIAGSRIFIMINI, LUf{?StGgﬁmvs CA RIS HARHANSMITUioH
Root CA 1Ufﬁf§ﬁi'} NLmﬁﬁ']ﬁ[ﬁme{j Group policy )

Hand-on Exercise: Configuring RRAS ﬁJ[Jt—ﬂt'J Remote Access

idngoywisfAmsituEivinmysiaduusaSweie sinu)ulanu DUN §aveN Hidhs

mi1 Mmifmanisliciuignisn DUN VPN 83 ProtocolinGensif su)iinni GisdiRugnmsns
FaHAIS i ARTTATRMI Configure remote access on Window Server 20089

isiaksumais Atk Install §Configure RRAS {10 Remote access 1 Server IURIHA!
iathig A1S Domain §HDHCP Server{aitaisicl Network iR UHAH GAssign IP Address 1§13] VPN
Client :
1. Log on isiakserver st Account iR asth astn&Als Domain Administrator Group
2. Install Routing SUTtw&4Remote Access Role Server waisiihBsnsmsinstall jon U
3. tﬂ"ﬁgi’ Routing S4 Remote Access Management Console
4. G5 Mouse &fiislilinin:ivaiServer IWIWHRAIWA Configure (U3t Enable Routing 8%
Remote Access Server Setup Wizard9
GG Next 181160 Welcome Screen

6. t{ﬁm’wﬁ Remote Access (Dial-up gﬁ“ VPN )ttﬁtﬁUgﬁiiU‘ﬁQU Next

o
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Routing and Remote Access Server Setup Wizard
Configuration
fou can enable any of the following combinations of services, or you can
customize this server

* Remote access (dial-up or VPM)

Allow remote clients to connect to this server through either a dial-up connection ar a
secure virtual private networke (WPN) Intemet connection.

™ Metwork address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Wirtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom corfiguration
Select any combination of the features available in Routing and Remote Access

For more information

< Back Neat > Cancel |

JUMAN99- VII-Configuring RRAS for remote access

Routing and Remote Access Server Setup Wizard

Remote Access
“ou can set up this server to receive both dialup and VPN connections.

¥ VPN

A VPN server (glso called a VPN gateway) can receive connections from
remote clients through the Intemet.

I Dialup

A dialup remote access server can receive connections directly from
remote clients through dial-up media. such as a modem.

For more information

< Back Next > Cancel |

{UMN99- WG-MIAANARIYUMUGIM: remote access

Routing and Remote Access Server Setup Wizard

VPN Connection
To enable WPN clients to connect to this server. at least one network interface
must be connected to the Intemet.

Select the netwark interface that connects this server to the Intemet

Metwork interfaces:

Mame I Description | IP Address I
Local Area Connection 152.168.163.128 (DHCP)

[+ Enable security on the selected interface by setting up static packet filters.
Static packet fiters allow only WP M traffic to gain access to this server through the
selected interface.
For more information about network interfaces.
For more information about packet filtering.

< Back MNext > Cancel |

JUmn 11-29 ANNHIFIT Internet facing network interface

1$1ARAI Remote Access Screen, 1{f AiiTEutASIH VPN U7t Dial-up, iR uitdh§aigime
fhistinUMW UUUARGEIT Nextd
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8. 1811l VPN Connection Server,i{fi &5iTeutisA Network Interface SRUMSAT 191M$ Internet,
U Check LUHt'J Enable Security on the Selected Interface by Setting up Static Filter {U aisid
hBSAISHINSCheck USIUHHA Click Next

9. 18116 IP Address Assignment Screen, iR (T aItUA Automatically IRE]uinM M UAnY] Ul
ﬁﬁﬁfﬁ Assign IP address U§T’fjﬁﬁ Click Next

10. iﬁgh‘g}ﬁﬁ Managing Multiple Remote Access Server Screen, t[ﬁ TR No, use Routing and
Remote Access to Authenticate Connection request 10fU1 uitlihd sl RADIUS MY
USIUHA Click Next

11. A8a8UIw Setup Summary UQIUYATT!

12. GOI6U Ok 181560 Message box 16U Pop-up
DHCP relay Agent fmgw§h IP address i8

e

finish
ANSIURIHATE UHATAT RConfigure Property I8
HCP Server

[

O -

Routing and Remote Access Server Setup Wizard

IP Address Assi
You can select the method for assigning IP addresses to remote clients.

Howw do you want |P addresses to be assigned to remote clients?

= Automatically

If you use a DHCF server to assign addresses, confirm that it is configured property.
F you do not use a DHCP server, this server will generate the addresses_

i~ From a specified range of addresses

For more information

< Back Mext > Cancel |

{UMU99-mo uineAny)uAans IP addresses
9¢3-199- DHCP Integration with RRAS

iR ugANB{mas RRAS WIUDUN YAVPN, MIMU Client A{RiMIggN IP address
HE e nAgshhywh HosT 1ijhig)asticl Network 1UaIHA, HIMATOEAGRITST IP 1912
I DHCP [us{miagnnsafgimithAmAamywitgid{mal Static IP address HAMGUIRE
Static address pool 15 g{iUAsA Dynamic IP address 1§12j RRAS Client 15§81 DHCP4

waIssd RRAS Server 1URTHAANURICNIMIRRIRIST DHCP server, Server IURIHASKING
AONG IP address ATWIBIR (W SIOygAANUEINNIMI DHCP Server PhGstntwigjngnSht
Configure 1¢1560 DHCP relay Agent $S1560 RRAS Server
Hand-On Exercise: Configuring DHCP Relay Agents fU[}ﬂﬁ RRAS

U siBHASSYS DHCP Server IRUEITINT install 181160 RRAS 1URTHAIN 1S THARIM!
configure iG1MS DHCP Relay Agents ﬁutg:aﬁm{j configure DHCP Relay Agents i3y Windows
Server 2008 BISMIA[FFIH protocol 1Pv4 §4 IPve INWNANR]T Ex: HAMNG{HR{MIFH clients
il DHCP server YUWILIWIPVE Addresses [iS handle (ANUUMY) 1t server Rig9 181AkM
UmAtS:itdh configure IPv4 DHCP Relay Agents 1E8]1§1M$ DHCP server 1uaTitHi |
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i Routing and Remote Access management console.

mﬁ"ﬁ server name U wugﬁaﬁmﬁﬁ IPv4.

oo wiilak Mouse 210af160 DHCP Relay Agent Ui AT ASUA Properties

18'1@%3 DHCP Relay Agent Properties window, add the IP addresses for your DHCP servers (JU

MN99-Mmy)

6160 OK 1516 save

o1 wiGak Mouse 21045165 DHCP Relay Agent iUTtIE (Uit astiNew Interface

7. {RATRIWA network interface IBUIMSMUIFIMS subnet 1UAT clients $EU{EHIMIE DHCP
wanmAwugiburgol ok

8. 181Ak Internal Properties window {AiGN&ISN Relay DHCP Packet {{itS check it hop-

count and boot thresholds HSHTYUBIYJRINT network TURTHA(JUMN99-MM JIIWUY

YAGHIT OK 9

> L o=

o

0
1
0
1

Configuring RRAS Server Properties

Rfugisluint RRAS MAMIRR[RIMS configure $SINAEA server (waisibymibn
Properties Server IURUHAN21MAR RRAS management Console 9 HASKITM © Tab wfptimi
Configure Properties Server 1U‘ﬁ'ﬁjrﬁ“l ARGINY TabHRHAMSYWIRUOSTRIAR General
Tab(jUMA99-Md )4 18T Properties Sheet IS¢ HAMGAU{ARAIR RRAS Server Shifiam1de
Routerg Wit Enable T disable Remote Access ServerhAtSHRTUIUNG (AT SiTHAHIMI
Access GWAMIR UHATRUIGMEA Configuration fUATHAY Security Tab (JUMN99-Me) §AST
Option &0 Configuring Lﬁsmimsﬁmﬁaﬁgﬁghmmﬁtﬁ%msmmmmmtﬁtﬁjt{immaiﬁmﬁ
1%L ﬁlﬁﬁﬁj Remote Access 118:8'”[110,111%&1 SH1G1S1A1 Standard Windows Authentication RADIUS
fu'meJ Centralized remote access management ‘solution“l aﬁﬁmUUf§H§f authentication
methods IURTHATR WEGHIUTAR Authentication Method tﬁtﬁjﬁuﬁwmmf‘ga Properties (JGUMM
ARjuUMN99-Mo) HAMGT Configure Extensible Authentication Protocol (EAP) Method, MS-
éHAPvE CHAPS}PAP, HSETnﬁfGHIG‘:]ﬁSfRemote System IRE{MU Unauthentication (1$1:5tini
manLUﬁIStUH ABS @UILULmﬁjﬁtgm Lﬁtnﬁnﬁﬂmmsmmﬁm Troubleshooting authentica -
tion YWIVEAIHATR UHABRATIANMURULN
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211

General I

T
Dynamic Host Configuration Protocaol {DHCP) Global

The DHCP relay agent sends m to the server listed
below

Server address

| [ . . Add |
192168163254 Remove |

For more information

ok | canca | Apply

JUMN99-MB-DHCP Relay Agent Properties windows

Horicr Relay Properties - Local Area Connection 2]
- Generl |

E Dynamic Host Configuration Protocol (DHCFP) Interface

¥ Relay DHCF packets

Hop-count thresheld: 4 _,;
Boot threshold (seconds): 4 =l

For more information

oK || Cancel || spl

IumN99-MM-internal Properties window

WIN2008 (local) Properties e |

General | Security | IPv4 | IPvE | PPP | Logaing |
=
Routing and Remote Access

Enable this computer as a:

¥ IPv4 Router
" Local area network (LAM) routing only
= LAM and demand-dial routing

™ IPvE Router
% |ocal area network (LAN] reuting only
) L& and demand-dial routing

¥ IPv4 Remote access server
I IPvE Remate access server

For maore Information

oKk | cancal | sl |

tmN99-m G-RRAS Server properties General tab

IPv4 811 IPv6 (501 SHjMIUEN SIPZjProtocol $1118124 Tab PPP HS (M 3jHA Configure$ 17§ SH
1UaIOption MUIFIRUPPPENITSIHAMGMUMIENAESHMITSEH enable Dynamic Bandwidth

9 )

Control 4 ARG Configure RRIRIGIAIRAUISY Link Control  Protocol (LCP) A Software
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Compression AiSH enable Default,[AU0Option SHAIS:AFINSHPM U, (JoMSUMmakumen
99-mel

i51:5th option FikHASIS:2) PPP thgnutiamnitumovaiusmsinand yaanansai6so
Sywoistifudnishwighpwashdanstifvspuuisl ShuTunmein i‘?tgﬂ
aqninnidgaiam yunifiuagnifiyuidditidhig:onondupamidsyis 2 sidyn
N 8iAUisY Enable 1BhUIRA25an i gl Software Compression INANEANATIS ?

B

'General Securty |IPv4 | IPvE | PPP | Logaing |

Because Metwork Policy S

or modify i req uest pol

Authentication Methods
The custom IPsec policy specfies a preshared key for L2TP connections
The Routing and Remote Access servic uld be started to set this
option.
I~ Allow custom IPsec policy for L2TP connection

Preshored Key

For more information

oK |  camesl | Aty |

JUMN99-M& RRAS Server Properties Security tab

21X

The server authenticates remote systems by using the selected methods in
the order shown below.

¥ BEstensible authertication protocaol (EAP) EAP Methods... I

Select the EAP option i you are using Network Access Protection
(NAP). Use NFS to configure all other NAF settings.

¥ Microscft encrypted authentication version 2 (MS-CHAP 2}
I Encrypted authentication {CHAP)
I Unencrypted password (PAP)

Unauthenticated access
|: ™ Allow remote systems to connect without authentication

For more information

ok | Cancel |

IUMN99-M3-RRAS Authentication Methods

WINZOO8 (local) Properties el |
Gereral | Ssourty | 1Pw4 | IPwE PPP | Logging |
This server can use the following Point4to-Point Protocal (PP P) options
Remote access policies determine which settings are used for an individual
connection .
I~ Multilink connections
¥ Dynamic bandwidth control using BAP or BACP
¥ Link control protocol {LCP) extensions
¥ Software com pression

For more information

oK 1 Cancel | Apphy |

1UMN99-MFI-RRAS Server Properties PPP tab

iSﬂ’qﬁimeﬁ Logging tab (JUMN99-MG) 1Nt default, RRAS Loge F1401 Errors Warningmi
log §145S:AMSHAISIAN %WIDR%\ Logsfolders A GIfi Autteustig] Log 18 Error GA#, Errors
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¢ dda

Stwarning (aUTARMINN, TAES(RU{AAMINN§1asATY Option Yk 91g)ans MR Log GOy

i530amnsin mgﬁmﬁﬁ“w SEUTU debugging Option 18 :FRFEIT MM SIMWHISIAIGNOY

afhGmitigii Log $UNS Log iBnuaian§ g Anndaiansaigimitidsuinugn

wasifyACUILMWAT Log GU,AGS "f@*é’smmsuﬁ HARNA Log GRUiREMor
Y

B oIRUHANSHY W@ ARG UMW nUMSTUU§ £ §i Errors M

v 4

=i
General | Security | IPv4 | IPve | PPP Logging 1

Select the svert types you want logged:
7 Log emors onhy

+ Log ermors and wamings

T Log all everts

Do not log any ewerts

— Log additional | Routing and Remote Access information {used for
gggggg )]

To view the infformation contained in these logs. open the
i T ra CinG diroctony

For more information

oK 1 Cancel | Aoply |

1tmN99-Mm G-RRAS Server Properties Logging tab

Hardware-On Exercise: Configuring VPN Using PPTP
Windows Server 2008 F{§1§184 PPTP, L2TP/IPSec, §1SSTP (Ui SiTHAHSIAMBUSIU
UMARIIUMI configure Remote Access Server TURTHAAT setup 18§ UWAMIMUIFIMS
VPN Server TURTHATAIMS configure B default 1HE{RAAGSS port {UAT VPN
Syt MouIRsGgS SSTP connections VAR 256 iR05 PPTP §4 L2TP 8SHGITIFImS
NLH]ﬁ remote access ‘I
FITNU PPTP, L2TP/IPSec, SUSSTP 4 MMINGAMEAS server hardware 1URHASRAMNG
§$8 VPN clients hitthANA9 thdefault AMNAMSHIUN 9V CMIMUINU PPTP, L2TP 84 SST
1. 10A Routing and Remote Access management Console.
2. n{fiA server name node IR ASITASUIA Ports 9
3. oomwidlah Mouse 210afG Ports 1AW ITAIWA Properties

File Action View Help
*5 [ ZnE 6= HE

% erver Status
B W =
B Netw ‘%\MNM iniport (S5TP) (VPND-85) VPN RAS Inactive
o 3 wAN Miniport (SSTP) (VPND-98) VPN RAS Inactive
eme AN Miniport (SSTP) (VPND-87) VRN RAS Inactive
(S WAN Miniport (SSTP) (VPNO-98) VPN RAS Inactive
3 waN Miniport (SSTP) (VPND-95) VPN RAS Inactive
PVAN Miniport (SSTP) (VPNO-94) VPN RAS Inactive
3 wAN Miniport (SSTP) (VPND-93) VPN RAS Inactive
WAN Miniport (SSTF) (VPND-92) VPN RAS Inactive
{SPWAN Miniport (SSTP) (VPNO-91) VPN RAS Inactive
WAN Miniport (SSTP) (VPNO-90) VPN RAS Inactive
PVIAN Miniport (SSTP) (VPNO-S) VPN RAS Inactive
'WAN Miniport (SSTP) (VPNO-83) VPN RAS Inactive
TPVAN Miniport (SSTF) (VPNO-88) VPN RAS Inactive
'WWAN Miniport (SSTP) (VPNO-87) VPN RAS Inactive
B3 WAN Miniport (SSTP) (VPND-86) VPN RAS Inactive
{SPWAN Miniport (SSTP) (VPNO-85) VPN RAS Inactive
E3wAN Miniport (SSTP) (VPND-84) VPN RAS Inactive
TPWAN Miniport (SSTF) (VPNO-83) VPN RAS Inactive
E3waN Miniport (SSTP) (VPND-82) VPN RAS Inactive
2 VWAN Minport (SSTP) (VPNO-81) VPN RAS Inactive
{SPWAN Miniport (SSTP) (VPNO-80) VPN RAS Inactive
3 waN Miniport (SSTP) (VPND-8) VPN RAS Inactive
AN Miniport (SSTP) (VPNO-73) VPN RAS Inactive
23 wAN Miniport (SSTP) (VPND-78) VPN RAS Inactive
T, WAN Miniport (SSTP) (VPNO-77) VPN RAS Inactive

JUMN99-ME-RRAS Server VPN ports
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10.
11.

aafhidmmniis devices FRHAIRN RRAS Anlify idlhoUmigiaiGwaN
Miniport (PPTP), WAN Miniport (L2TP)&# WAN Miniport (SSTP) 1§fUARJUMN9 0-GO
GOARR A S@IT WAN Miniport (SSTP). |
tU?ﬁLﬁquﬁqﬁﬂt’n Remote Access Connections (Inbound Only) {5ith SI{R ATt g
AlgHIN2gIaigisIgisrd YiRue Port HAUIMBATHY EDIVIWUNUEAGEI OK 18muju
MN99-G9 "

§GAmkeySIEG WAN Miniport (PPTP).
h I

Routing and Remote Access (RRAS) uses the devices listed below.

Name [ Used By |_Tvpe [_Mumb. |
WAN Miniport (PP POE) Routing PFPoE 1

WAN Miniport (PPTP) RAS/Routing FPTP 128
VAN Min {L2TP} RAS/Routing L2TP 128

RAS

Configure... I

For more infarmation

I e
;Uﬁm‘D‘D-GO RRAS Server Port properties

I AUMIUHIDSEMIIWUUUARAGOHT 0K (JUMN99-¢V)9  iNsiU{UHUIS

Remote Access Connections (Inbound Only ) tﬁHj?jﬁﬁ’%‘ PPTP 1ihws SLUffIgﬁ'mﬂ

§oRmkaySIT WAN Miniport (L2TP).

iﬁn:LﬁﬁLU“Hﬁgﬁth{mﬁ WUQUBAGGHT OK.

Click OK on the Ports Properties dialog box to save the changes.

S 1shinuga configure VPN client IREIMUBAMSRRAS NI HASH{HIMI
User Account IRUN S §MUY 1amn oifigl q Sithwi{f Remote Access Policy 11w
Hsgﬂﬁﬁjgtﬁﬁmjﬁ remote access MUI: Dial-in tab 1§ User Account Properties an
Active Directory Users and ﬁmﬁi ﬁvﬁghgummmhtma 99-G9 |

Ports Properties 2=

Routing and Remote Access (RRAS) uses the devices listed below.

Configure Device - WAN Miniport (SSTP) il e |

You can use this device for remote access requests or demand-dial
connections

¥ Remote access o
I | Cemand:dial routi
I | Demand-dial routi

Phone number for this device I

You can set a maximum port limit for a device that supports multiple ports

Mapdmum ports: |1ZB _.?

ns inbound onhy)
ections [inbournd and outbound]
ections [eutbound orl]

For more information (=134 I Cancel |
For more information
oK | Cancel | Apply |

1UMN99-c9 SSTP Port Properties
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Windows PowerShell

96G-9- ;85 5HT s

NSV UIMAINIFISE MS-DOS Giaisieitl IUATIURIRhMISUMMMAS
Windows PowerShell SnGanaisa i 4

£F Admaitatce Windows PowerShell e

|

Copyright <C) 2889 Nicreosoft Corporatiom. All rights reserved.

PS C:\lUsers\Adninistrater) _

IUmnN 919-9 Windows PowerShell

Path ({0 Prompt MUYAMYWHAS PS Msigakimwnhig)iy gafmonfumyoak ms-
DOS IRIFTEULN CD,DIR,COPY MOVE,DEL 10U

.
[ Administrator: Windows PowerShell .. ee = | G|

Mindows PowerShell
(Copuright (C> 2089 Microsoft Corporation. All rights reserved.

PS C:sUserssAdninistrator> dir
Directory: CiNUsers“Administrator

Las Length Name
3-18-.2812 Cisco Packet Tracer 5.3.1
1312812 : Contacts

5-14-2812 H Desktop

5/11-2812 H Documents

4172812 H Downloads

1/31-2812 : Favorites

1/31-2812 =30 Links

1/31-2812

1/31-20812

2/22,.2012

2,23 -2012

1-31-2012 Ui

3 182012 3 192 .packettracer

PS C:sUserssAdministrator> _

JUMN9W-1 uinmAmmBu dir
mumiNaugnis:Ath aliases I8 PowerShell cmdlets Uign 2
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ifgiuinmnasugnit s sak Windows Powershell ita{aiifuem help

£ Administrator; Windows PowerShell R L

PIC
Get—Help

ISHORT DESCRIPTION
Displays help about Windows PowerShell cmdlets and concepts.

ILONG DESCRIPTION

[SYNTAX
get—help {{CndletName> | <{TopicName>X
help {{CndletName> | <TopicName>X
<CmdletName> -7

“Get—help" and " display help on one page.
“Help" displays help on multiple pages.

Examples:
get—help get—process Displays help about the Get—Process cmdlet.
get—help about_signing Displays help about signing scripts.
help vhere—ohject Displays help about the Where—Object cmdlet.
help about_foreach Displays help about foreach loops in PouwerShell.
set—service -7 Displays help about the Set—Service cmdlet.

You can use wildcard characters in the help commands Cnot with —7)._
If multlple help topics match. PowerShell displays a list of matching
topics. If only one help topic matches, PowerShell displays the topic.

Examples =
get—help = Displays all help topics
get—help get— Displays topics that begln with get—.
help *obhjects* Displays topics with “object" in the name.
get—help about* Displays all conceptual topics.

For information about wildcards. type:
get—help about wildcard

[REMARKS
To learn about Windows PowerShell,. read the following help topics:
get—command : Gets information about cmdlets from t cmdlet code.
get—member Gets the properties and methods of an ohject.
where—object Filters object properties.
about_object : Explains the use of objects in Windows PowerShell.

about_wremote * Tells how to run commands on remote computers.

Conceptual help files are named "about_<topic>", such as:
about_regular_expression.

— More

ce
fin i
o3
3
zg‘_
=R
=
:I:" °
=

veniivaamyw HAMoSUNN Gethelp

5 Administrator: Windows PowerShellk S SN

[PE C:nlUsersxfAdministrator> Get—help
[TOPIC
Get—Help

[SHORT DESCRIPTION
Displays help about UWindows PouwerShell cmdletz and concepts.

[LONG DESCRIPTION

SYNTAX
get—help {{CmdletName> | {TopicName>}
help {{CndletName> | <TopicMName>>
{CmdletName> -7

"Get—help"” and "-7'" display help on one page.
"Help" displays help on multiple pages.

Examples:
get—help get—process Dlvplay" help about the Get—Pl-u[:ess cndlet -
get—help ahout_signing plays help about signing scripts
help vhere—ohject Displays help about the Where-— ObJect cmdlet.
help about_foreach Displays help ahout foreach loops in PowerShell.
set—service -7 Displays help ahout the Set—Service cmdlet.

You can use wildcard characters in the help commands <{not with -?)>._

If multiple help topics match. PowerShell displays a list of matching
topics. If only one help topic matches. PowerShell displays the topic.

Examples:
get—help = Displays all help topics.
get—help get—3* Displays topics that hegln with get—.
help =object* Displays topics with ' obJect” in the name -
get—help ahout= Displays all conceptual topics

For information abhout wildcawds, type:
get—help about_wildcard

(REMARKS
To learn about Windows Power8hell, read the following help topics:
get—command : Gets information about cmdlets from the cmdlet code.
get—member : Gets the properties and methods of an ohject.
where—ohject : Filtews ohject properties.
ahout_ohject @ Explains the use of ohjects in Windows PowerShell.
about_remote = Tells how to run commands on remote computers.

Conceptual help files are named “about_<topic>", such as:
about_regular_expression.

JUMN9Y-M UGHITS Get-help
290N 1B5ATARNREA Get-Childitem TATJUGM
Get-help Get-Chilltem
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3 Adrministrator: Windows PowerShell L
PS C:\Users“Administrator> Get-help Get—Childltem
NA

ME
Get—ChildItem

SYNOPSIS
Gi

ets the items and child items in one or more specified locations.

SYNT

1 [-Recursel [UseTransaction] [{CommonParameters

AX
Get—ChildItem [[-Pathl ring[1>]1 [[-Filter] <string>] [-Exclude <string[1>]1 [-Forcel [-Include <string[1>]1 [-Name
1

Get—ChildItem [-LiteralPath] <string[l> [[-Filter] <string>] [-Exclude <{stringl1>1 [-Forcel [-Include {stringll1>1 L[

—Mame1 [-Recursel [-UseTransaction] [{CommonParameters>]

DESCRIPTION
The Get—ChildItem
ite inside the
aine:

A location can he
registry hive or

RELATED LINKS
Onli

about_Providers
Get—Item
Get—-Alias
Get-Location
Get—Process

[REMARKS

cmdlet gets the items in one or more specified locatio If the item iz a container, it gets the
container,. known as child items. You can use the Recur: paraneter to get items in all child cont

a file system location. such as a directory. or a location exposed by another provider. such as a

a certificate store.

nline version: http://go.nicrosoft.con/fulink/?LinkID=113388

To see the examples. type: '"get—help Get—ChildItem —exampls
For more information. type: “'ge 1p
For technical information. type: “get—help Get—ChildItem —full®.

Get lditem —detailed"

P8 C:sUsers“Administrator?>

JUMN9V-G RUGRATS Get-help Get-Childitem

UM MIAY Processes F1RHAS 1BJUNN Get-Process

NPMCKD

N0 L G N DN ek G0 LT D o O o (0 G0 T T b T O T G D T L G

4 Administrator: Windows PowerShell ARl
[PS C:\Users\Administrator> Get-Process

WS (K> UM(M>
54

armsvc
conhost
CSPSS
CSPSS
CxAudMsg32
dsiunis
dun
egui
ekrn
explorer
Googlelpdate
1984 HPLaserJetService
2588 hpgtraBd
HP$Isve
820 IAStorDataMgrivc
1d1

(-
LMutilps32
lsass
lsm
0SPPSUC
powershell

3584 Searchlndexer

B4 services
smss
spoolsy
8S%cheduler
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
sychost
SynTPEnh
SynTPHelper

4 System
taskeng

a.
a.
a.
1.
3.
a.
a.
a.
a.
a.
8.
a.
a.
a.
a.
a.
a.
1.
a.
4.
3.
a.
1.
a.
a.
a.
a.
a.
a.
3.
a.
1.
3.
4.
a.
a.
a.
a.
a.
4.
a.
a.
a.
a.

TEU}U'@@ Process fﬂUFﬂﬁﬂUiﬁn et sAIJUEMN Get-Process | sort-Object Id

JUMNOV-& (UGHRITS Get-Process
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3 Administrator: Windows PowerShell

[y

ProcessHame

ORISR AWHERWERERRWEE

AdninService
CxAudMsg32

dsdiwmis

egui
TunelpltilitiesService32
SynTPEnh
vmuare-usharbitrator
vmnat

vnnetdhcp

umuare—authd
umuare—hostd

WmiPruSE

hpgtraB8

888cheduler

SynTPHe lper

conhost

mm

wn

N

JUMN91-9 MU Process MEUNG

[PU Services IR SISIAN System $AITULN Get-Service

L Administrator: Windows PowerShell

Name

AdoheARMservice
AeLookupSuc
ALG

ApplDSvc
Appinfo
AppMgmt
AtherosSve

AudioEndpointBu...

Audiosru
AxInstSU
BDESUG

BFE

BITS
Browser
hthsery
CertPropSuc

clr_optimizatio...

COMSyshpp
CryptSuc
CscService
CxAudMsg
DeomLaunch
defragsve
Dhep
Dnscache
dotdsuc
DPS

DsiWMIService
EapHost
EF§

ehRecur
ehfched
EhttpSru
eken
eventlog
EuentSystem

ax
fdPHost

FDResPuhb
FontCache
FontCache3.8.8.08
gpsve

qupdate

gupdatem

hidsery

PS C:\lzers\Administrator? Get-service

DisplayName

Adobe Acrohat Update Service
Application Experience

Application Layer Gateway Service
Application Identity

Application Information

Application Management

AtherosSve

Windows Audio Endpoint Builder
Windows Audio

Actived Installer (AxInstSU)
BitLocker Drive Encryption Service
Base Filtering Engine

Background Intelligent Transfer Ser...
Computer Brouser

Bluetooth Support Service

Certificate Propagation

Microsoft .NEI Framework NGEN w2.B....
COM+ System Application

Cryptographic Services

Offline Files

Conexant Audio Message Service

DCOM Server Process Launcher

Disk Defragmenter

DHCP Client

DN§ Client

Wired AutoConfig

Diagnostic Policy Service

Dritek WMI Service

Extensihle Authentication Protocol
Encrypting File System (EFS)

Windows Media Center Receiver Service
Windows Media Center Scheduler Service
ESET HTTP Server

ESET Service

Windows Event Log

COM+ Event Systen

ax

Function Discovery Provider Host
Function Dizcovery Resource Publica...
Windows Font Cache Service

Windows Presentation Foundation Fon...
Group Policy Client

Google Update Service (gupdate)

Google Update Service (gupdatem)

Human Interface Device Access

Health Key and Certificate Management

JUMNOV-0 UIMMAN GRS Get-service command

MMANTANIURS Services IRUBISMA]H win
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E3 Administrator: Windows PowerShell A . | [

PS C:\UsersMAdministrator> Get—service —displayname #*win»

Name DisplayName

AudioEndpointBu... Windows Audio Endpoint Builder
Audiosry Windows Audio

ehRecur Windows Media Center Receiver Service
ehSched Windows Media Center Scheduler Service
event log Windows Event Log

FontCache Windows Font Cache Service
FontCache3.B.0.8 Windows Presentation Foundation Fon...
idsve Windows CardSpace

MpsSwc Windows Firewall

msiserver Windows Installer

QHAVE Quality Windows Audio Video Experience
SDRSUC Windows Backup

StiSuc Windows Image Acguisition (MIAD
TrustedInstaller Windows Modules Installer

UxSms Desktop Window Manager Session Manager
W32Time Windows Time

WbhioSrvc Windows Biometric Service

WCNCSUC Windows Connect Mow — Config Registrar
WesPlugInService Windows Color Systen

Hecsve Windows Event Collector

WerSuc Windows Error Reporting Service
WinDefend Windows Defender

WinHttpAutoProx... WinHITP Weh Proxy Auto-Discovery Se...
Winmgmt Windows Management Instrumentation
WinRH Windows Remote Management (WS—Manag...
WMPNetuorkSvc Windows Media Player Network Sharin...
WSearch Windows Search

WULAUSE Y Windows Update

wudf sve Windows Driver Foundation - User-mo...

P8 C:xlsers\Administrator>

JUMNOV-C UMM Service IRUIMISMATHN win

-}

iBidiouinnanmsai BIos §4 System HAMG query Win32_BIOS §4 Win32_finjéi
System WMI class ﬁﬂ&i“ WU Get-WmiObject —class Win32_BIO
Get-WmiObject —class Win32_”r°j 0J §18ystem

B Administrator: Windows Powershellh 0 D o | B o)
PS C:\Users\Administrator> Get-WniOhject —class Win32_BIOS

ISMBIOSBIOSUersion = U1.BA5

Manufacturer Acer

Mame InsydeH20 Uersion U1l.85
SerialNumber LXRK70CA2A141294821601
Uersion : ACRSYS - 1

[PS C:\Users“Administrator> Get—UmiOhject —class Win3d2_ComputerSystem

[Domain YORKGROUP
Manufacturer Acer

Mode 1 Aspire 4830
Name PCL
PrimaryOwnerName Mr Ouk Xhean
TotalPhysicalMemory 1985855488

PS C:\Users“Administrator?
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93-1»- CMDLETS

NUNMWA date 81 Time UGU]S 4

= P - =N s

r =

| MyfFile - Notepad = o e S
y! P

File Edit Format View Help

<! DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www. =
<htm] xmins="http:/ www.w3.org/1999/xhtm] ">
<head:>

<title=HTML TABLE</Title>

</head=<body>

<table=

<colgroups=

=col/>

<col />

<col />

<col />

<col /=

<col /= 1
<col /=
=col/>
<col />
<col />
<col />
<col /=
<col /=
<col /=
=col/>
<col />
<col />

m

F] 7] F

JUMNIS9W-90 UMMANGRUTS Get-Childitem | convertTO-HTML > MyFile.htm
96-M- Windows PowerShell and .NET

Windows Powershell (it sutlatgiilgjiinmayimi Script language TBURAISE
Interface MyW .NET 9
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96-19-9- Windows PowerShell, Scripting and Security

fﬂHiﬁgE’nfﬁS PowerShell command-line At shell i U{RINSIANIEIIINW Script HAMNGT

U5 Script ATNY Windows PowerShell MSUNRINGY 4 18 Execution Policy YStnka

Restricted ( Default) No Script are allowed
AllSigned Only Signed Scripts are allowed
RemoteSigned locally executed scripts are allowed. Any thing else must be signed

Unrestricted All scripts are allowed

tﬁ&ﬁgi Execution AR RemoteSigned

Set-vaecutionPoIicy RemoteSigned
IUMAHSIR UIRA PowerShell Byl

- 13 Notepad IIwWAWUMUENHIMEY

$s="Hello World !”
Write-host $s

2- Save file c:\helloworld.ps1
3- Run

Powershell C:\helloworld.psl

B3 Administrator: Windows PowerShell = | B S

Mindows PowerShell
Copyright (C> 2089 Microsoft Corporation. All rights peserved.

PE C:\Users\Administrator’> pouwershell C:Nhelloworld.psl

P8 C:s\UsersMdministrator? set—ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the ahout_Execution_Policies help topic. Do you want to change the execution
policy?

[¥Y]1 Yes [N]1 Mo [51 Suspend [?] Help {default is "¥"): u

P8 C:\Users™idministrator? powershell C:zhelloworld.psl

Hello Horld!

PS C:NUsersMAdministrator?

— - e s

HiGI(Variables)
HIBIN SISI{AT Script language F1XHATY 1S1AR Windows PowerShell gamaifdinin:in
qsthuiss Gighpiotiiumywagnian(s) 1 gamoid usiisaung e S8 gn

Amoifugnaunmsidehywasniwyaimsiandom ¢ 9
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2eIAN
$MyName = “Ouk Khean”
$x=5
${Variable with space} = "See the curly brace”
Windows PowerShell it§ Typecased variable 15 tS:EﬂS§tﬁﬁﬂ LGWU PowerShell (UA ¢
ISHIBHRUEHANGAN Y
29N
$a=2
Write-host {$a + 2}
i sANNGRIYIVS 2191 35HIST $a ITTWUUERUMMUGRUTS $a + 2 9 MuMIEjEgAm
ISUgRUAIRRGH
ﬁgsﬁ 3apiS Code

-99

$s = "some string *
----some more code......
$a = "Ouk Khean”

...some more code.. ..
Write-host {$a + 2}
islateqninnisgnmoutfanicifid sansaigwsional $s msalyth Some String 4 (IS
i’mjr‘ﬁtﬂ sAANARTYIN WiGR I "0uk Knean“ig13jHiS! $a ISliniidugAGAAMNARTYI 2
$s 41 1DHAYIS QUERTY keyboard HAJI A key 1SIENUShHAJ s §ig:MOWSAV IARIEINT §ig:
nsatygigihe 15hih Script IRUMS Code 1{5S 1912 Error iAmIg SR MATagRIA

i) ohauiaeisugmisifaiglh gamond typedcast SinHiGiSYw I §ontmy
[int] $a + 2
[string] $s = "some String”
...some more code....

$a = "Ouk Khean *
...... some more code.. ...
Write-host {$a + 2 }
B M MU Windows PowerShell ?Ljuhl.m-ﬁui $a (RIANEGA gﬁ’ﬂ integer GinNARHIGISs It
inngAnigh Stingd 10HA Run ARIS:ASRUINM Eror 3JRRDY “Ouk Khean” Bsmotighin
System.Int32 1S1: M S1§9
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9G-M- Lsssﬁa?sesssss Windows PowerShell Eams’%e&sssg‘?

ihaniia Windows PowerShell (it SUtfaigiinigaytuis .NET framework AR GIT
HIBIY Object Type IRUMISISIAN .NET framework 1SHinUAANAHIGHY HIBHRUIAS WHIfys
HoRIMY |

- [Boolean] True or false

- [int] 32-bit integer

- [char] single character

- [string] String of Characters

- [single] Single-precision floating number( a number containing decimals —i.e 1.232)

- [double] Double-precision floating point number( the same as single except it allows for a

greater range of values and precision )

- [datetime] Date or time

- [adsi] ADSI object

- [wmi] WMI instance or collection

- [wmiclass] WMI class
Object IR UHIG Access S WIHIAN:HOM

v C

f]180U VBScript code HASRITMNMISUFAN:

Array Ath simple data structure in EUan
Gigi index 154} Access maRytII4 tt’Jg
Joimy

Dim myArr[2]

myArr[0] = “First”

myArr[1]= "Second "

myArr[2]= “third”

Wscript.Echo myArr(1)

18:55iySth VBscript tutorial 191218 Hig:itiulugsan2jatiislidhin:isd 1siad Code
1S:MSUMMA Array IR sma |

§im: Code 2WMIMYISIUMMA Array il Windows PowerShell:

$myArr = “First *, “Second ", “third * ‘

$myArr[1]="2nd *

Write-host $myArr

UgRUIS Code uZtS A first 2" third IRUHIVINMIGU §1 &l HNLIH HOI§ISH Programming
Language i[5 SIRI Array 18 index O §ig: $myArr[0] Ath 99$myAn{1] AWAF I
iSiQ‘riﬁ Windows PowerShell $& 81151

Aigy
g8

()

S
38
AN

$myArr = “First”, “second”, third”
$myArr = $myArr + “fourth *, “fifth”
Write-host $myArr[4]
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o

fill Code 18:NSRUMMSE String §e4 SamMth HRUHAEHEANRA Aray IRUMISNTNTNG

<t n o v

uigy data GrhuwiFesg +

9G-G- UNIBEENH{ISVBH RN

UFAN: AT Y WIRU{RIMIGR Script AYRMNAMNKUNNTEANEG A if x equal 2 then
do this otherwise do something else '1 H Ad Smﬁi{ﬁ Logic AMYEUWIAN Script MSIN:1
29N |
$a = 5
If ($a -eql){

Write-host "One”

}

Elseif ($a —eq 2) {

Write-host “Two”

}

Else {

Write-host "Anything but One or Two!”

mtyhgAmsAnNAalg Y HItt $a 1S ha unUYARaARAIE YR ntsa misaly 1 yis 1ia]
9 11:ugRuA9 4 1T8sIgoIg hiuEanfasudhiguys ihiguhSavunmugiuw< i3

8
gsUinmuaeanamywighSuinm Anything but One or Two 9

9G-&- Operator € PowerShell

i Windows PowerShell 818 Operators §G1RI{MY
- -;aq Equal to
- -ne Not equal to
- -notmatch Does not match
- -gt Grater than
- -ge Greater than or equal to

-It Less than

-le Less than or equal to
291100

$color = “blue”

Switch ($color) {

red { write-host “color Red”; break}

blue { write-host “color blue”; break}

yellow { write-host “color yellow”; break}
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white { write-host “color white”; break}
green { write-host “color green”; break}
orange { write-host “color yellow”; orange}

black { write-host “color black”; break}

9G-9- Going Loopy

uﬂﬂuHLUuﬁJS‘lStuEU Network Administrator {§jiuiiéut Script At A1 j@gﬁg Bihimie
AUWUiRY
Loops ’ﬁﬁ’ﬂUEmHlijuﬁmij Oa9 gAMGHJ Loops fik Windows PowerShell §Gh For , Foreach,
while, and Do...while |
For ( <init>;<condition>;<repeat> ){
<code> to run in the loop>
}
211100
For($i=1;$i —It 101;$1++) {
White-host $i
}
<init> (AiMS execute inghadtiwpimsififdiontiey isiahanninhis: s nsalyigo
<condition> SITNUARNNEGT 3RS ANDAYSINUIRR Block code L%jfms Execute 1 RMSANNG
$i 55 909 IRUNINT Execute block I8 Code M S <repeat> [{IMS Execute 181NN TR Y
Code {fiMS Execute 4 18iphnaiinis:h§iAsIgihgho JptRimsis Execute 9 M{Tasgn $iv+
NSSWwh $i=i + 1 |

516N Foreach IM{aIM SSATG{M A TN loop IBUBUMAMEMIUYURIS Items DS
B For loop I91:18iR (UHAMNGAMNAHIST ua2 ANy Sumufigiuin(Giany 4 Gim: Foreach
mLﬁfmsmﬁmgjhmmﬁtﬁmiwqmé@hi’émmf{m ttﬁwﬁmfmmﬁm‘l‘ﬁmﬁmmﬁ Ttem

)

o v

Syw iR sisinhicollection 19124
21NN

Foreach ($<item> in $<collection> ){

o =0

<command_block>

}

Foreach ( $file in Get-ChildItem C:\windows) {
Write-host $file

}

Syntax for a while loop

While (<condition>) {

<code_block>
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21NN

$i=1
While ( $i It 101) {
Write-host $i
$i ++
}
Do ...while statement
$a=1
do {

write-host $a
$a++
} while ($a It 10)
Write-host "Done”
Code 1S:itfinnnsntd 9 191 904 $a MURLHMYWEATY 0 4

9G-¢3- PowerShell in Action

iBHAMEATALARIG Windows system HARIUINMSY Powershell 1§ 3jiiamSininty
ngsinutlhoUiRendhy iGiae[UEA Get-Service cmdlet 4 Get-Service UMM USRI
collection IS service Objects 1th Wisym S Properties 4 ZUEﬂLﬂHnUﬁUmm“mﬁ Service i3 mﬁqﬁ

Bidnimihwikigaid Data iBUMSNMWATNW Get-Service
Get-Service | Foreach {if ($_.Status —eq "Running”) { write-host $_.DisplayName})
ifnipingyuRAFiaudisifiseg Gin: Get-Service A command Yt msSan oA
wiwe hidhimnviwgi3jugRuisahpinsgaisAg) Pipe IRV nput NENGIRAUDT
TREUth ForEach loop 9 INWANITEH Get-Service UMMM collection 8 Service Objects §iG:
ForEach A Loop Y4 1sieinhisupusinmAch Block code 9 isighainnis: idhdnk
i 1 FEaada Tt uEanus Sevice & running sUTwEhEgsiEs EAUINMUND
Dislpay name 4 M{FiUMM 3juAdmsivgniunia:

- Go $ notation

- §48WA . (dot)
HiB1$_ AtHISIYWIRUMSANNARY system MESWIHIAY Alpipe NIANGATS] Objects § IR
Pipe tmghzmmmhts:ﬁtm:m‘ﬁﬁuns§H”wtﬁs Loop §_SHItNMighA Service SywInk
Collection %ﬁ'mm SUIMMIMW Get-Service .(dot) A  member operator (KU Object L’r%t'i
Object NS #ISIS Properties
29111AN

Automatic Variables
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While $_ [ SI{J{m &It automatic variable , numerous automatic variable 1R U SAMNS
I W System 9
amimuis:AthuisiRuS wuiiime

- $_1S pipeline object §9

- $7 1S True 1 Operation GhsMWeguMSIhatiy G :1ehinch false

- $Args B18 Array ISNTBIRTRU{RIUE S 3] Function

- $foreach &331ig1I60 Enumerator tS‘lg’uﬁ Foreach loop

- $Home AM Home Directory USRS User 18 uwSaiguuyUIFISh %homedrive%%

homepath%

- $LASTTEXITCODE 1§ exit code i§ Win32 executable execution

- $PsHome AN Directory iRQJ Windows Powershell {iq§ Install

- $Host NSAAMSHA console host ﬁﬁvﬁfﬂ version number

Service HWHS status hame 81 Displayname GRGIAMUUAAN: TGN f]inﬁ‘] IEH} Access
properties §Hutﬁiﬁ8 Object aﬁmﬁt[ﬁ' .(dot) notatié)n IEHZQ%EUG]S Property Iﬁﬂtiﬁ[ﬁ Syntax
objectname.propertyname

iscAmBiam:wsimugnitmsthiamo gAtidhime text file YUIRNNS folder
WIWHAGA] Windows PowerShell BifNiM1 Files §14HAIAN Folder 191:5UTWUI extension {i
TXT gith .BAK 9 ' ”

ImunAYWUDAANRA

Get-ChildItem E:\Logs\ *-include *.txt | foreach {move-item $_($_-replace(".txt",”.bak”) )}

93-G- 855566 Regisrty

HASSHO[AUARIFHM Windows Shifl registry TAARIWINUYWITMSIN:IGT DA
SaNoRi1STRAISMI Configure System 84 Application a'ﬁmmfwcln regedit.exe 154 Edit
Registry 4 HAHGIGUN reg.exe IR EHIGNIMIMNYL Registry fi%t Windows PowerShell (S tini
Iwiggn: PowerShell MSTH§A Registry §G1§184 Directory Tree 181 HAMGGIAGA registry
key i Folders U registry value & files 4

Registry key S5 21 $TRUITH accessBRUN keyd Key ISSIANGAMNLLS User login 4 18]
Access HKEY LOCAL_MACHINE run key il PowerShell Console HAKG run:

CD HKLM:

CD software\microsoft\windows\currentversion\run

Sam homidhgualiougsis Directory 1S1:381 1Giukia Drive HicuaitTith HKLM
tipms4 10g5AcH sgmﬁwsmnﬁ%sﬁguﬁ Run Key HAHGIJ DIR command iGHANNUNY run
yAluBSegMSH AN DIR UINMIA Registry key NSSUINE Registry value 1913189 1514]
FGUMSATYIS Registy AA(MARGR Run key HARHAND GetItemProperty cmdlet fiigen:
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Registry value mi’msmﬁgﬁfn Properties is Registry Keys® Get-Item Property Lﬁfﬁiﬁjgﬁﬁ&ﬂﬁ
Ag1is Object iIRUIHATRSFUMS Property
" muinh

if€]9gUMS Registry value gA(aiD
Get-ItemProperty
Get-ItemProperty HKLM:\Software\Microsoft\Windows\CurrentVersion
HASUGGIUMSIUGRIIS Get-ItemPropertyd  fNHKLM:\Software\Microsoft\Windows \Current
Version\run §BMSUMMARIUMAN '

AN Get-ltemProperty Fspimsiauilaidiu i registry key 191:18 huinmuigy

Si metadata INWARSIN Object Iumnmhﬁtﬂmﬁﬁ nhniﬂms ﬁsﬁummmsmﬁts Registry
key A Path 67 Parent key name drive (hive)iS Key ttﬂtﬁu'ﬁt[ﬂ wlhumnmiaigal Run Key

9G-8- Working with Dates and Times

mithimuuiigeinnian  ShmndimahasiavsihminidnsupiptEa
[AUTARIG{UAS Networkd PowerShell MSMUBAN YWiMUUTIgeSHInUHMN GURWR M
rﬂiﬁgmfgwé%m tﬁH?]G%EUmS date 8% time cmdlet t{f'f Get-Date ( LUfU] (UM Get-DateTime
MGAEIYING ) 9 MIIENIMI Get-Date §1uineis muuTigs Shithi
iignc2fhuinmia date U time ARIAMNARGORIMY
Get-Date —displayhint date
Get-Date -displayhint time
Date §4 time (AIMSUINMIC time zone §IIBAIMS Configure 181165 Serverd iGgAGTMIS]
nemsanAINg 1slinaigahBidhimin sayislinAMNE date 84 time sEntwigd UTC (Univer
-sal Time Code ) TS:@S?BS’mUEImSW:iG ﬁth: cmdlet 18 ToUniversalTime method Lﬁflt'ﬁ
hinounmishuwiid
(Get-Date). ToUniversaITime( )
Method Hwﬁ nﬁS Get-Date & IsDaylightSavingTime method ﬁShUﬁ”lm date §% time
il local time
| ( Get-Date ).IsDaylightSavingTime( )
istinnuitd et script Uia log files itfiaitAn: Jhithwikigad current date
Sh time 4
$filename = "myfile
$datestring = Get-Date —uformat %Y%M%d
$newfilename = $filename + °_ “+$datestring+ ".txt
Write-host $newfilename
-uformat i Get-Date cmdlet fUTHIUR M 3] UNIX format 4
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=

%Y AAMAZBIRUINS 4 digits TMWATHRAZW00MN A %M Anmi3jisitums 2 digits §G
B 09 1w %d HaMURTIRUNS 2 digits BT 21 4
mnhmtmmswmmﬁﬁ%&ﬁﬁ ugAR TN S 1HAEINT N (%) kY eisaHRAj
- Hnjiw C) ﬁmﬁjnfnjtsmﬂ ﬁtLUIﬂJBﬂIBhIS ﬁ & 20 fULHﬁ'J 2007
- Y Four Digit year
-y two digit year
- b Abbreviated month name
- B Full month name
- M two digit month
- W (Capital W) Week of the year (00-52)
- V(Capital V) Week of the year (01-53)
- a Abbreviated day of the week
- A Full day of the week
- U Day of the week as a number starting with 1 for Monday
- d Two digit day of the Month
- | Day of the year
- r Time in 12 —hour format
- R Time in 24-hour format ( no second)
- T Time in 24-hour format
- p AMorP.M.
- Z (Capital Z) Timezone offset from UTC
- H Hour in 24-hour format
- I Hour in 12-hour format
- m Minutes
- S ( Capital S) seconds
MIAMNSIAN date AMTRYWIF)ATS date iRaIn$Shgo isinmuiang aquinh inadms
HAGSGAENT date §4 time hiw: inudiefiinmuissigl 2 18 145 ihaviinuissighigigs
mnggmmsmgwanmf run
( Get-Date ).AddMonths( 3)
(Get-Date ).AddHours(145)
Get-Date Method msmsaimg Sl ﬁ:ﬂh% @it AddSeconds, AddMinutes, AddHoursfU ™

Si
2
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£ Administrator: Windows PowerShell =]
ate.psi

, 2012 5:48:53 PM
6, 2012 6:48:53 PM

BesHRaeiiynchin date 88 tme GHNFEMITUWIRUNSESINUUGUS? BIS

SubtractSeconds U MinuteSeconds method il Get-Date '
16} date §4 time pRIWINUIM Oit"hhﬁghtﬂgm pivgys ilhgind

( Get-Date ).AddHours(-30) ‘

(Get-Date ).AddYears(-2)

2009 5:50:38 PM
[Sunday, May 28, 2012 3:50:38 PM

[PS C:\>

HAMOANNA System time §ih fthLi’i Set-Date cmdlet 4 1BH]ANNAIS] date 4 time AAIMAR HA
oI -date §EORIMY

Set-Date —date "9/5/2007 9:00AM *

iihsgim Anjénivagadamuitni gamosd

Set-Date ( Get—Da’:e ).AddHours(2)

INUgHARIAMN I SHMRANRND JotuARIMIAANAEAIS Script Y Logon script 4 ihNG
‘i{fi New-Timespan cmdlet

210N ga@imiAanasiinuinnifiy] execute Script HATEHS

$Starttime = Get-Date

$endtime = Get-Date
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$timediff = New-Timespan $starttime $endtime
Write-host $timediff.milliseconds + “milliseconds *
uiuﬂmminUiu mitﬁthTLU milliseconds property 1S timespan fNUjU GSNS

milliseconds
ifhwnstif oMy

- Days

- Hours

- Minutes

- Seconds

- Milliseconds

- Tricks

- Total Days

- Total Hours

- Total Minutes

- Total Seconds

- Total Milliseconds
! a“LﬁufiﬁﬁUtHutuUJ?L]uhmiw in mnhm EUUGUJSS%ZI”WEUUHG%S January 1,2001?
’Iﬁiﬁn AMH3j January 1 2001 itUﬁLnﬁLU
Get-Date -month 1 -day 1 —year 2001
i AU U WIS New-Timespan
New-Timespan 'j$( Get-Date —month 1 -day 1 —year 2001)

2 Dl

FITRUTHI] S
iSﬂnﬁunntS i msEidnimi Windows PowerShell nﬁ Windows Server 2008 111
wwhmmwm&ﬂsﬁ command-line interface nfi] Windows PowerShell ﬁmSUtLﬁjStwﬂ?J
e uilaumsgenn Samed Loop Ml
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migadaasiafng)uiimarowershel  BdhifAomidansGwEbyAAUERIG
Windows4 Windows PowerShell M S{fifinsusamaitht Stﬁzj Wi oi{5.NETISIIF Server 4

isighdgrisasiimrdugpnighiad shel §1 Gono YWHNSHR  Windows
Powershell AhoEIHNIMIGS{M Siaisiicd Windows Server W008 Ginmsis Gighidugindinn
mMiiglitl Windows xp  SP2,Windows Server 2003 88 Windows Vista RRiRi9 Windows
PowerShell MSBW2IHAAUARIUIIAS  Network  SamwinusanAcitiwegumssiRm
wins§ids

MM Windows PowerShell MSRMI3j§T command shell TRIEW3HATAUARNS
UgMNI Windows 1WiT Command IWHS{UAGMNZAIRG UNIX system MUATSS
g euinjys

9-1& Windows PowerShell Athij 2

1918 Windows Powershell GRU3jiSIRUUILNRSAMG: ?
M-Gieutieut Script GUiREjifmi Backup §g8tw 2
G-GI6UTTAdT Script YUWIREiAT{ARIGUAS Network ?
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SEHEE8

Enterprise Public Key Infrastructure

e

WwAsSIRMNaRUASMIM WA AFAFINS ¢ gUIAaRAINIREAGEU  SgUMS

wwmshigm: 1 ii§unwiFidunsisiahianianandiig: hnsSwth iGngjumarga
swngmgtﬁﬁgwﬁtmwﬁggnsrmsfﬁﬁﬁ'fﬁmmsmﬁuamms%ﬁmmsrﬁgﬁm T8 unw
ARIRA Physical 1gn A mmzjssmmsmnm°ﬁhn{pnawuﬂﬁnuf’mﬁﬁmﬁwmﬂ BTN
MiJnSiRmng il :Lmmemneﬁnmw oMW HARIHUAS Digital & e-mail

s uiAnigihAgndsmopUpkidhiiwi st siammsmshiniisahAghinuis
MIVENSIE -

" Biam A wEim:ugni s A{aid Encryption §itn: Message 191 Tihpins s guithts

pnadiwhgsmomshmsidigsinuh{aIns Decrypt AT 4

Encrypttion (Ritsksigmun)uehifs e InRiRElums Message A1 key itsuy
g key BiRuasnuiBanim U

Public Key Infratructur (PK1) &h] ﬁﬁﬂL qw%ﬁm Encrypt 8§ Decrypt data §i tiﬁ[ﬁ Digital
Keys B0 (pINSHSIRGIN: data IRGIUIRAMS ciprer text WIWMGUMSMS{HEUFATSH AN
HEUARAANINAY HABSCIMEMIEANANMIYT WY data ISW’tGﬁILKF]"’ 2 Data §8H0H{
{m ﬁlj‘m SIISITMS Key PKI ingighiy Key Anflg] Encrypt §4 Decrypt data & public key §4
private key9 Public key mﬁ%aﬁﬁﬁﬁﬁﬁ@ﬁcﬂEUG]SitﬂquimStLULmﬁjfULU]UEncrypt data“
1Ttk am A data MG Decrypt MSTARATE AN Private key igM:

antaf)iiAlis:dmsiiawal Services ywHgsiEuNd Digital Certificate 1EejifmI
Encrypt 84 Authentication Service Certificate &t Key 12 NUIRAISTRIEN PKI system ARATID
1828 certification authority (CA)4 291IAN 181INUIR mgﬁtﬁm@@ online HA T SUEL]Sl.%f Web
site TURTHANATF 2HAMUARTMIWIT SSL ( Secure Socket Layer) iR quth Digital certificate
B SURAIMW PKI system 1REiMHEMANIUET Server SUUIRaidiisimipiywinn
NS iRMmngaIihi client §41 Serverv PKIAGRI3]1S1 Encryption 83 Identity Management service
i LUt[fJ" Public 8% Private key ﬁJLEﬂI'J Encrypt 8% Decrypt data

Enterprise PKI system HS‘@nﬁijijﬁﬁﬂﬁ Key ts‘lémemgnm% certicate management
iumsyaimivuifia muomdnd Saosuafmiusfahigiaim

98-9- PK §55isnas

1o PKI Gitn: Applications GG §SIRUAISUIGATSNY (AU Services FIMHATEN

Hes PRI FHIQefign:nRNUAM Private Key [HIMSIANGRINWHMSNIRMN PKI Athif
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ﬁﬂlfg&;wém sithBwmn iU Encrypt W SRR I3]SE Signing data m&ituﬁg Digital
PKI junsunwmamiii situginsifutimudaniigih amy numaRaonsa cA
HAMGID PKI ik Scenarios ORI{MY

- WPV e-mail {8 U Digital anuuASimnBepismaidisivash

- Encrypt e-mail §ig:hnsidumsiagaiiuginsiadnnadindnm:

- Hsma A SudampPwaastwnsiimahwil  certiicate 19 :Tthmy

Network i& mu@smifjmmihh AMAINWEGM IPSec

- 113] Web site traffic 1S giimnith i SSL 84 Certificate M A100 A EITNY e-commerce

- iglahadimemn{fuEiis software JYHNS Device Driver 1Wwi signed published

certificate.

- fﬁLG authentication MUIL: certificate INWRIANIMIMY smart cards

- Authenticate network connection i Uﬁ[ﬁ 802.1x

- Encrypt user files i tiﬁ[ﬁ Encrypted File System (EFS)

PKI (i sif{manigijmsmmSw A st s aidmnisiAvMUe a9 thgigl PKIA
mRinmepwywiashnuitugagimi naéstituns M gaTd WIRMATU PKI A
Naignibaiimnis Private Key 835§ bit IRU{EIN ST U Encrypt 4

210N M 128 bit Encryption AANGANGIZNWES Key MU Encrypt 9 1RE]3j0 S &y
mnmsiagaiiaid 4096 bit YAIGESERI T Encrypt tﬁejtﬁzjmsmiﬁmﬁméfﬁ@hgﬁmi

crack 4

D30

98-19- Digital Signatures

Digital Signatures BSHIGMIMI Data AMIHISISI21G ijtﬁtcﬂ?@ Encrypt LfrjfmStLﬁﬁijﬁ
MUIFI’Y Message 1Mt smafsi Us,mjmm@‘smsﬁﬁt’n Digital Signature Y18
nEgothngivanymine memiiahgomivsisiinuifhe miiaaamnfmadisinugn
1P aId Digital signature 181160 Data §G e-mail message RIUIW Signature NS UMATINN
inismuidimesh

Digital Signature ti:ﬁ'ﬁ"lﬁﬁﬂ wums Data in UHATMS G NIG{IU1MBIW: Hashing algorithm
opinsifimailidiuiians Message dgest

Digest 1S:{f1tMS Encrypt it Key RARSITAIHAU N SIEUUIRaM S digital signature 9
USIUYHA Message (iNSUSIFI3JHAGGUIR m@ﬁaﬁmﬁzwsj public key URRIGAIGHAS G
fREUNS public key gGmTLﬁ}’Gﬂ HASGUA Decrypt hunimithwid public key 1WAIHARY 10
Digital Signature {5t S Decrypt ¢ ¢UM SIENAT Wi Uﬁ[fi Public key 11:AM 1T Message i 0
§3UMSAHAGGUTSHINSIANGMUGIUMSINGST  UAAN:MIUMIST SN SAM
Gimn: 2fgNNAY Software {RIGIS: S
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98-m- Digital Certificates

Digital certificate MSHIAA public key {AIMS Encapsulate IBUNSSEHN Metadata
hwinighdmnfmaSimailuiuaing tftue Digital certiiicate SS{MSTAMNS publick key
19118 AN SIS certificate Sk CA 1wahy  191:TdakSwuigatetinhamA
SIMMYNARMNGUIRA Digital certificate T SiG '
2qninn 10y ‘ﬁt[fi self-generate certificate ﬁJL&ﬂfJ SSL-enable Web site client it HEUMS CA register

TSﬂnhDatabase certificate IRUNS AT RS NU RIS certificate I AuANIRUTsAdHUATS
Hsgﬂnﬁj@ﬁmqwtﬂm Digital certificate §oMIFI8 U2 aghIRSIN IR

98-G- Certification Authorities

CA BRI UMARAINSIURS PKIY 15@S CAs 191219 NEUAS Digital certificate U Public
key WUIWARS Digital signature 19151819 CA (aafiRayiT Certificate AhegUZRHIARMILIAR
SUMIRINRNW certificate ZyHMTINAIRUMSIEIAAN;FI1Y 1T certificate FiM Stﬁlﬁﬁﬁﬁmﬁ
uifanigiiimutig) At wUlSENGIRY Certifcate Revocation List(CRL)

cA AmsHiplamiviia certificate 1912199 IBAMTg MINISIAMARMIVIRG certificate
ShiGEmuiAGRmMS 2
sxmnﬁt"mwm'o setup CA ?L]mnnm:tnmnhhmsmwmmsf certificate NLB’]U applications

SEAYES TSﬂnh"]mn certificate LnimSILULmﬁJﬁJLHIUHI SLUﬁﬁHmHLIJ entities LnULnHUlS
mﬁﬁ f09 HA gﬁSimmﬁﬁi—ﬂuUiSU root certificate ‘%j’“lt‘ﬂfmt‘ﬂﬁnmsmm mniis certificate
ix mgnﬁgm SURHAMG Configure CA IURIEATIEAYWISION ESTS CA Bfigms
20NN HAHGHS root certificate I8 CA IRUMSWInBHAMIMW CA wiasismingayinn
gAdHmSY

cA  iamingaAyity ,
51 certificate gis cA yAtaghinnugmnifidgfiom certiiicate HUgsiuaTAY (EU]SEom
Verisign MISHSIR{UIAGISMITE M AShMIG: AU service 9

£

=3

Sywhegug Lnfm]ﬁmnmtmﬁnmmnmsasfugmmmSHsi‘fg
fi

-0
4330

[

98-&- {56528 CAs

Certificate Service ATMIBAYWIS Windows Server 2008 IRUBISHi{UIAGISMI Configure
A:Enterprise 8% Stand-aloned NGRMANGUIRAMS certificate MagamAM{pTwiglidlme
MIRWAAUIAGIS certificate iR umonfmsinginuamoniabidgifmsy winels cais:
minsHfOOVUUIRaIoNUESTS certificate TR UIES root CA SHIBATS CAs
Enterprise CAs

situgAmsaifiugnthys midigjkis Enterprise CA MBI Active Directory Domain
Service (AD DS) IR UM S{ANTY Enterprise CA [IM SUIRATEIM U TIG N certificate B1SURAN:
Dafwiviayn suganafigimwingim: Users Anj$idinasis cA 9 gARIiath Enterprise
Administrator {8 UHNGEIG]H Enterprise CA it EULfsj,fmiSu;Utgﬁ?CJ‘ﬁt;GmﬁtLﬁ“IH :
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- Active Directory
- Group Policy iﬁﬁjﬁjgﬁyw certificate 3] client §i root certificate
- Authentication 18 Domain i smart cards IRFUNS certificate
- Enterprise Exit Module iR U[RiM ST UAU{ARIT certificate IMWINMIRUMSIGM
|
IWeania Enterprise CA (HINSUMUYW AD tnilis: hansuigusianny]
t@jhjmﬁmséim: User r’naj’wwiﬁuﬁgw AD §SINFIRUIGM ST certificate auBTYJiR Y
ARums{n sy 10fIS:19119)8 metadata NAGAIMYW certificate GEh 1
U NAGR
RGRI{MW Enterprise CA $¢UWAYURIUTMIEAT certificate OWRNANMS{HANRH]
iuneaniSGuinupimisingn Mg Al
Stand-alone CAs
ISUINRUTR Enterprise CA IRNAUNRZINIFHUMIRA certificate service MUARHRMI
WS BRM NG MM AJWIUIRIY certificate Stand-alone CA (i sthAZiTIm: certificate
is1 entites 214§{14 Stand-alone CA SS{fiMI AD iS1:1¢ CAs SURINHAIAIU{NU System
SywItRuBsnisinimiatalg (Al certificate IRUM SIYAIFUHUBAMS Stand-alone CA
mimsﬁffmm"’mt’nmﬁi"fﬁémmfﬁmmfﬁmmﬁ’m‘t’ﬁm Administrator H1GIE]RAAAN SITIWIE
i oSausgigiesuwAYURINGMBGAIN:Y  waniahESnSUMUTYWAD
certificate IR UM SUIRAIGIV WiEHaioA O WIWHEATATARIU] wﬁmfmm:qmﬁﬁguﬁ Certificate
URTHAND{M A Certificate TRAVITMIMW Stand-alone CAs S8MGHT U authenticate U1t
Logon HAMS system i LIJ‘I[fJ' smart card 11:1% 9

E(:!
5
S S

Nignt

o0 3p DY
-0
Ixy
0}

g
pxig
Se
a1 38
g
n

Certificate Templates
Certificate template  Bthes§iSAISONUIRUATARINID certificates  SHUIRAS{ERIS
certificate § 21UIAN template (HIN SHTUNUHSINH2] certificate {J{Masm SiaGim: IPSec

communication ﬁtginn:gﬁijﬁfﬁ signing e-mail
98-9- Cryptographic Service Providers

Cryptographic service providers (CSPs )& fffé‘fs hardware U software jix U{Him Stﬁt[ﬁ
(MR UHSIRIFITHSAYS cryptograhyd 291ian grmoi csp iRumoiafnguitn
sigh e-mail message MY Digital Y authenticate §i Wireless LAN v mt[fj' 802.1x 1 Windows Server
2008 juNSAI]IS CSPs IR UIAS WwHiFh
Recovery Keys

HpmitiBsmsoumiganigiiiduimsHitunsifnigiug:ikeypinsmavi 2
2N 1BUMSISHSMSUSAYMS Encrypt SIAU Files Finasthwi(d EFs iwuuun
MSMA Key 9 1AHAMIN: Access data MUHYJUAM ?
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0

Rinm:pntwAaid Recovery Keys 9 Recovery Keys (i SHSIAMY certifi-cate fiasasiiuno
TLULU] SN Recovery agents ﬁJ’LH‘lU Decrypt data 4
Recovery agents AMUSAIRUNG Recover data (3% ?V Wi Keys 191:0mh

L Encrypt data°l NS AN I SAM AT I NN T Recover data CﬂSUﬁ?@"]
[OUMEH iy Installing AD Certificate Services
Enterprise PKI deEﬂfJ Windows Server 2008 $a&1I1191160 Active Directory Certificate
services AMFNFIRUHANG Install 181160 Windows Server 2008 IR UHSEN 3] Server IUIHA
NSHENFM CA ¢
isighaawninnss: ifaSuBigik AD certificate Services role 1810 Server 4 {jigys Sk
Install nsms ik Shiimiunpodagidanoywdssyom:
- 1&ihh Enterprise CA Ui Stand-alone CA?
- 1BiBhEhHSINEY] certificate (I SIEIMY Web site ytinham ?
181k 2 AUINNIS IWTREH Install {UTW Configure AD certificate Services ih Enterprise CA Wafd
Hggiﬂﬁ?j certificate 16J AIMYILI: Web site BIRIY
Gan: Server IR UHASH Install AD certificate services [IAMMANRATUAT Domain IUIWHARTE
Install hithwifd User Account IR Ut S5 GUISH CA f enterprise root CAY
1- 10 Server manager
2- GOIT Add Roles 184157 Add Roles Wizard
3- GO Next
4- {[RTTEIMIA Active Directory Certificate Services 1T QUBAGHID Next
5- GO Next

Add Roles Wizard X
& Select Server Roles
A
Before You Begin Select onz or more rales to install on this server,
Roles: Description:
ADCS Ative Directory Certificate Services
- AD C5)is used to create certification
Role Services HnEtalEe authorities and related role services
B E Achve Dlrecbary Federatun Serwces that allow you toissuz and manage
pType ed y Services (Installed) certificates usedin a variety of
CAType E Achve D bJ nghls Management Services applications.
Private Key = E
Crwmgramv LN SErVEr | =1t
CA Name E Fax Server
Vaidty Period rie senices (mialed

Certificate Database

Confirmation

=4l res (nsta :f.
Progress [] unDt Services

Results
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6- tiﬁ fUTRILIA Certification Authority and Certification Authority Web Enroliment role services
WO TI Next
X

EE:I% Select Role Services

Before You Begin Select the role services to instal for Active Directory Certificate Services:
Server Roles Role services: Description:
ADCS — : Certification Authority Web Enrollment
rn Authr s ——— pravides a simple Web interface that
m Certification Authority Web Enrollment; allows users to perform tasks such as
request and renew certificates,
=T retrieve certificate revocation lists
CAType (CRLs), and enroll for smart card
certificates.
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation

7- WRTRIWA Enterprise {UTWGHGIH Next 9 1{R AIITAIUIA Root CA £ CA type
X

Specify CA Type
Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI). A root CA is a CA that issues its own self-sgned certificate, A subordinate CA receives its certificate
Server Roles from anather CA. Spedfy whether you want to set up a root or subordinate CA.
{* RootCA

Select this option if you are instaling the first or anly certification authority in a public key infrastructure.

" Subordinate CA

Select this option if your CA will obtain its CA certificate from another CA higher in a public key
infrastructure,

Validity Period

Certificate Database
8- I{RAITWUWA Create a new Private Key itit]] Setup private key iUItUGTIF Next.

9- & Default CSP {fith Si[ﬁ I EUWA N[}:ﬂfj CA A RSA#Microsoft Software Key Storage Provider.

Add Roles Wizard |
EE:‘% Configure Cryptography for CA
Before You Begin To create a new private key, you must first selecta cryptographic service provider, hash algarithm, and

key lengththat are appropriate forthe intended use of the certificates that you issue. Selecting a higher

Server Roles value for key length will result in stronger security, but increase the time needed to complete signing
ADCS operations.
Role Services
Select a cryptographic service provider (CSF): Key character length:
Setup Type - - ==
RSA#Microsoft Software Key Storage Provider j j
CAType
Private Key
Cryptography
CA Name md4
Validity Period i - ul
Certificate Database
Confirmation ™ Use strong private key protection features provided by the CSP (this may require administrator interaction

every time the private key is accessed by the CA)

Progress
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10- WUV CA 4 th Default field 182 i SAMN G DOMAIN SERVER-CA

v

Add Roles Wizard x|
hg} Configure CA Name
Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.
Server Roles
AD C5 Common name for this CA:
Role Services Ipntc -WIN2008-CA
Setup T
up Type Distinguished name suftix:
CAType DC=pntc,DC=edu,DC=kh
Private Key
Cryptography
CA Name Preview of distinguished name:
e — Ch=pntc-WIN2008-CA, DC =pntc, DC=edu,DC=kh
Certificate Databaze
Confirmation

11- B default I UIRUM G D STFIMINU root certificate 188 14

12- AONATRIA Certiicate Database 4 Certificate Database Log 9 f Default NGNS Atk
ﬁj’ 718181 %WINDIR%\System32\CertLog

13- 'qm'm? Next

Add Roles Wizard x|

EE}:' Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates, The validity period of a CA certificate can be based on a number of factors, induding the intended

Server Roles purpose of the CA and security measures that you have taken to secure the CA.
ADCS
WePrras ¥ e certificate generated for this CA:
Setup Type
CAType Aexpration Uate:  o13/2017 10:09 AM
Note that CA wil issue certificates valid only until its expiration date.
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Pronress
o o <l
14- GOIfU Next
o o <l o !
15- GO Close ST Install (HiNSUNU

98-(3- Certification Authority Management Console

HAMGAUAR CA 1hwi{ Certification Authority MMC snap-in 1 fUe3aiSIARAdmInis-
trator Tools Start Menu 4 $SHIN QIR UHANRATSICA Server 181k Management Console HAshH
dign Folders §§8 & IRURWHARRMIAUANI templates requests 34 certificate Boahjumen
MMy | |
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{8 certsry - [Certification Authority (Local)] I [ 5

Fie Action View Hep

\Local) Mame |Descri|:ﬁon |
| 9:_1 Dﬂtf WINIUUB'CA il prtc-WINZ003-CA Certification Autharity
| Revoked Certificates
'_ Tssued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

IUMAUEM @ R Certificate authority MMC snap-in

Certificate IR UMSUIRAISTHIMN S} Certificates folders IBIMSIGMAMTAINS CertifcatelRiny
nsuiRaigihimsn certificateld i StomM 2Tty Serverd Request FolderiuAnkifasn
WS certificate AMYWIR TG RAAPMIMIWLTNEISHINUIRN Server [HIMS Configure ™
Stand-alone CA 4 Failed Request JEHISIAUMBEIAIRRHAIGIM: Certificate TR UNTw
Certificate Templates folder 1§ Template [RUUIAS FIRHAIS certificate TR0 CA MTITM 31515

CA Server §HNLUUH1 Sffiéjs properties i fUHARGT Configure 4 tﬁﬁj Access properties AH
1s: gohwidfahkanis Mouse 1TIANIUAS CA Server SUIWHR AITTAIWA Properties #7
Sl Tab SgsRUIRUMSHTNUUIMMA Configuration 1US Server

General tab UINMARIUMNARIMBUNMBE CA certificate [HIMSANNAS] Server

pntc-WIN2008-CA Properties 2x=|
Storage: I Auditing I Security I
General I Policy Module I Exit Module | Extensions
Ce 1 authority (CA)
Name: prtc-WIN2008-CA
CA certificates:
View Certfficate
rCr hic settings
Provider: Microsoft Software Key Storage Provider
Hash algorithm: shal
ok [ caneel | i | Hep |

iGN Clean Install gAShNGMia certificate YWAAAT Certificate IRU{RINSURARRAGHINM
ismi Install 9
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Policy Module tab Ui EN## Policy module iUt S suagm n{giq SHT{M e Server
isiphnAidhis: sims Install 16 Windows Default policy module §iG: module 181 BT SU
m"l‘fﬁim: Windows Default module iﬁfj_ﬁ‘qmﬁj' Properties tab HRH1T Configure 3] Server B
B UG IMITEIATY

2]

Request Handling I

The Windows default policy module controls how this CTA should handle
certificate requests by default.

Do the following when a certificate request is received:

= Set the cenfficate request status to pending. The administratar must
explicithy issue the certificate.

i+ Follow the settings in the cerificate template, f applicable.
Ctherwise, automatically issue the certificate.

oK | Cancel | e |

Windows default policy module request handling

Exit module {imsufimaianiuiatinhimidifidunsiAaigiugmwi certificate

i SiG@Z]’ILfILm £ Windows Default Exit module Bim StﬁtLﬁLmﬁ'J' [BIMS Configure tﬁﬁj

RIORNW certificate § 3] Active Directory 4 FAAMGRINRNWSE certificate FR1I12] File system

ihwiln Properties Windows 8 Windows Default exit module 1UTW#5#sighifb Allow Certificate
IRUIRIRIDRNWYRZ] File system checkbox

2]

Publication Settings I

The Windows default exit module publishes cedificates when they are
igsued. To publish a cedificate, the publication location must be specified
inthe cerificate request.

¥ Alow certficates to be published to the file system

QK I Cancel Apphy
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Certificates §11118: ﬁ:j 571810 %SYSTEMROOT%\system32\certsrv\certenroll

Enrollment Agent tab HGUMMARIUMNDRIMENSTEUUIU Confi-gure 1A
Account H”wmnmmﬁiqsﬁm enrollment‘agent W certificate template YWAM{FINSHSIRY
i Default SSMSANNHTIM: Enroliment agents 191:1¢ UigiGuapimdana2jsinmya
IRUMSEI§ Access iS:Atinausinnin uigindimasn
Auditing tab Hs‘gﬂfﬁﬁdaﬁ Configure ISﬁfoﬁ RUTh CA events log Sim: Security log 4

21
| General I Policy Module I Exit Module I Extensions I
Storage Auditing I Security I

To start logging events to the securty log, you must enable the "Audit object
access’ setting in Group Policy .

Ewvents to audit :

I Back up and restore the CA database

T Change CA configuration

T Change CA security settings

™ Issus and manage certificate requests

T Rewvoke cerificates and publish CRLs

I Store and retrieve archived keys

™ Start and stop Active Directony Certificate Services

oK | [ cancat ] = Help |

Auditing tab
MYWIALIIIAS FRHATS Auditing tab HART]E UTAIWUA Events SRS UIUHA 9 BigynA
moAnnamsidiuiRaigihhwissimeiubhin:ie

Security permissions ISi’w"?@ CA store {jjiitn S Configure 181} Security tab 4

1<

General I Poalicy Module I Exit Maodule I Exdensions I
Storage I Auditing Security

GFOIJD ar user names:

"i?,_ Domain Admins (PHNTCYDomain Admins)
‘i?, Erterprise Admins {(PNTCWErterprise Admins)
B2 Administrators (PNTCwWAdministrators)

Add I Remove I
Pemissions for Authenticated Users Allomw Diern
Read | [
Issue and Manage Certificates [ | [ |
Manage CA | |
Request Certificates [ |

Leam about access control and permissions

OK | Cancel || Apply | Help | t

Security tab
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Extentsions tab HSEM#i4jHA Configure iBgiAMNATAIY CA extensions twjﬁﬂt‘&j HOR
CRL Distribution Point

2]
Storage I Auditing I Security I
General | Policy Module | Edt Module Extensions

Select extension:

Specify locations from which users can obtain a cerificate revocation list
{CRL).

C AW indows asystem 32MCert SrvCernt Enrollh=CaMName=<CRLName Suffoc=«
Idap ./ CH=<CATuncatedMame><CRLMName Suffoc:  CN=<ServerShort Mar
http://<ServerDMNSMName >/ Cert Enroll/<CaMame><CRLMName Suffuc:<Delta
file ./ /<ServerDNSMName =/ Cernt Enroll/<CaMName =<CRLMName Suffoc-<Deltal

[RA | il

Add... Remove I

I+ Publish CRLs to this location

™ Include in all CRLs. Specifies where to publizh in e Zetive Dire chon
when publizhing manually

I Include in CRLs. Clients use this o find Delta CRL lacations.
™| Ihclude it the COF extension of izsusd certificates

W Publish Delta CRLs to this location

I Imelude it the [DP extension of issued ERLs

Extensions tab

Storage tab U%ﬂmm“lh certificate database 8% request log fumsﬁ Hiv Si—ﬂfjgiﬁﬁzj
i1:msie GigAAmsiSimSRI] BigHAMGIAN M ST

Active Directory checkbox{fit S§AIWAIUT WS nN{UsE TR SEnterprise CA 1 §ni
?mtﬂmﬁaﬁms Stand-alone CA server I8 (UM SR ATUAT Active Directory Domain aﬁmmiﬁm
FrownhAmsilgiinnga Configura-tion Ak AD Bhifi

FBUMEHSIE Backing Up Your CA

MITHGER CA ﬁﬁmmmmwﬁmmsmm i Umiwﬁmsmanmnmmwna ?m
1w Recovery agent At Miviia PKI tnsunads djuilaidihimst key §omis
HIG:ORoYANGA miﬁﬁcg nifimnonmhenimmsst Private Key CA certificates 8
Certificate database MYGINSTTNNIMYS

1- U5 Filder Y ednislich Local Drive R USHIANGA CA NISSWN c:\CABAckup

2- 1A Certification Authority management console

3- G0 Mouse 1w Button 218AfIG CA server instance UTtIfE AT ASUA Al
Tasks U] wU@ﬁHﬁIQHTﬁLUﬁ Backup CA
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EH certsry - [Certification Authority (Local)\pntc-WIN2008-CA] - |8 |ﬁ

Fle Action View Help

e H|Ho=|H[>

fgj Certification Authority (Local)

F‘r\t‘: "l‘"l‘I" L0004
@ Al Tasks

atart Service
Stop Service

3

Submit new request...

Refresh
Export List... Back up CA...

) Restore CA...
Properties

Renew CA Certificate...
Help

4- QO Next
5- Tick §6U Private key and CA certificate

Certification Authority Backup Wizard EI
ftems to Back Up y:

*You can back up individual components of the certfication authority data. ,C A
= v g

Select the items you wish to back up:

[V Private key and CA certficate

[V Cerfficate database and cerfiicate database log

I Perform insremental backup
Back up to this location:
Note: The backup directory must be empty.
<Back Next > Cancel | Hep |
] 25 a - a.8.49.4d 3 a
6- NWUMM Password UGMAUIRBIRUSH{GIUINY][IGS] Private Key SW CA
(i" w o v =

certificate B1SJIRMMIUIWGTIEY Next
Select a Password

A5
For encryption and decryption of messages, both a public key and a private key = ;j B
are required. You must supply a password for the private key. ="

This passwond is required to gain access to the private key and the CA certificate file.

Passwaord:
|

Confirm password :

To maintain private key securty, do not share your password.

< Back Next > Cancel | Hep |
7- Next
8- Finish
IUMEHSTE 153 CA certificate S1gjhim
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ARAGIRINQISMI Install CA HAMGUIRR CA certificate IENURATST Password SS{ENU Key
DA SIIWAMNARIW:IN IR Certificate Mof{maImns e isiahnidhamywis :gaEpivida
higihimyh ShgaAnna

gapiutiahigihimanadhhio SN NUHATRINSUIRA CA certificate §i1f6juilia CRL §
1- 10A Certificate Authority Management console

2- GOIT CA server IUATHATENUINT Mouse 1A USUBAIE AITAIWUA All Tasks IUTGWA
Renew CA Certificate.
i

In addition to obtaining a new certificate for your cerification authorty {CA), you also
hawve the option of generating a new signing key.

ou need a new cedificate for your CA when:

The lifetime of the cerificates you are cumenthy issuing is reduced.

ou need a new signing key when:
-I? The signing key is compromised.

“ou hawve a program that requires a new signing key to be used with a
new CA certificate.

The cument cetdificate revocation list (CHRL) is too big. and you want to
mowve some of the information to a new CRL.

Do you want to generate a new public and private key pair? The cryptographic service

provider and hash algorithm settings will be preserved. K the existing lkcey length is less
than 1024 bits, it may be increased.

" Yes
= Na

oK | Cancel |

3- yadsmoutiahigihimmsisiigm: AD Certificate Serivee ANRBINNIMIUTWHARIGE
100 Yes 16i6jGgh

Install CA Certificate |

Active Directory Certificate Services cannot be running during this operation.
Do you want to stop Active Directory Certificate Services now?

Yes Mo |

4- Goi0 NO 1STinh Nidjutla Signing Key $iiwG oIl Yes iutfiah
<

In addition to abtaining a new certificate for your certification authaorty (CA), you also
hawve the option of generating a new signing key .

Tou neaed a new certificate for your CA when:

The lifetime of the cerficates you are cumenthyr issuing is reduced.

Tou neaed a new signing key when:
.:? The signing key is compromised.

ou hawve a program that requires a new signing key to be used with a
new CA certificate.

The cumert certificate revocation list (CRL) is too big. and you want to
move some of the information to a new CRL.

Do you warnt to generate a new public and private key pair? The cryptographic service

provider and hash algorthm settings will be preserved. I the existing key length is less
than 1024 bits. it may be increased .

i Yes
=" Mo

[ ok | Cance |
5- MU certificate G{HINSUIRAIGIVI AD certificate SR{pIRIENIAM
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[a) 1

AT WiR ﬁn?fuujn Propertles y tsmfj General Tab CA certificate SRS 1Wim
donre namzoos ca Properties 2y ==

Storage Suaditimg 1 Security ]
General 1 Folicy Module 1 Exit Module 1 Extensions 1

6- tﬁyjtﬁjh‘ NAYYEND certificate Jiiim SUIRA G100 CA Server 1w button mouse 211

[ Certification authority (CA)
MName: Pprtc-WI N 2008

A certificates:

Certificate &0
Certificate &1
Certificate &2

Wiews Certificate |

— Cryptographic settings
Prowider: Microsoft Software Key Storage Prowider

Hash algorithm: sha

[OUMGH Sig MIPGUMS Certificate 1t tiIt[fJ' Web Enroliment
?ﬁmggaﬁwﬁ%mwfxﬁmﬁtﬁmﬁaﬁnﬁm fI3J9GUMS  Certificate  @MuitW:  Web
Enroliment Agent 4 HIRfUIA{5iMIA Internet Explorer IIWMUNEAMS CA server
1- 107 Internet Explorer =>Choose Tools=>Internet Options s wsGn Security tab GG
10 Trusted Sites=>Site button=>Add http:// win2k 8ca 1 wﬁs; fU win2k8ca My
Server IRAUTSUIN S CA

finternctoption= ==
N | Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ - v O

Internet Local intranet  §EfSEEES Restricted
sites

Trusted sites
7 This zone contains websites that you
e trust not to damage your computer or
your files.
You have websites in this zone.

[ Security level for this zone
Allowed levels for this zone: All
- - Medium

I . - Prompts before downloading potentially unsafe

content
- I- - Unsigned ActiveX controls will not be downloaded

I Enable Protected Mode (requires restarting Internet Explorer)

Custom level... | Gefault level |

Reset sl zones bo default lewvel I

oK | cancel | Apply |

Trusted sites x|

‘You can add and remove websites from this zone, All websites in
\'.f this zone will use the zone's security settings.

Add this website to the zone:
| http:/fwin2008
Websites:
aboutiinternet i’ Hemove |
http://*.update . microsoft. com
http:/f* windowsupdate. com
http:/f* windowsupdate. microsoft.com LI

[ IR § R S - S

[~ Require server verification (https:) for all sites in this zone

Cloze |
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2- 181Ak IE Trusted Sites Zone security settings 'qmn? Custom Level button 11t
i[ﬁ t{ﬁ?ﬁi WA Download Unsigned ActiveX Controls and Initialize and Script Active

X HOARIUMN
| x

~Settings

|#| Dowrload signed ActiveX controls

{J) Disable

.} Prompt
|#| Download unsigned ActiveX controls

{*) Disable J
{) Enable

|#| Initialize and script ActiveX controls not marked as safe for s
{J) Disable

|#| Run ActiveX controls and plug-ins
) Administrator approved
{) Disable

¥ Frahl= x
4| | >

*Takes effect after you restart Internet Explarer

~Reset custom settings

Resetto: |medium (default) =l Reset... |
| oK I Cancel |

3- Lﬁg‘jt'ﬁ-jﬁ http://win2008/certsrv ttﬁtijﬁtjf)j fUtfUN . Domain

/- Microsoft Active Directory Certificate Services - Windows Internet Explorer

=121
| [ #9:1| % | |Live search R~
|3 E3)

@"&b'jPagev@-Tnolsv”

ﬂf fg? @ Microsoft Active Directory Certificate Services | |

Microsoft Active Directory Certificate Services - pntc-WIN2008-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentafion.

Select a task:
Request a certificate
View the stafus of a pending certificate request
Download a CA certificate, certificate chain, or CRL

4- ‘i[ﬁ FUTTRIUIA User Certificate

365



/-2 Microsoft Active Directory Certificate Servioes - Windows Internet Explorer

6o

ﬁ & @MicrosofthcﬁveDirectoryCerﬁﬁateServices ‘ ‘

1 ftp: win 008 certrycerbous.asp

Microsoft Active Directory Certificate Senices - potc-WINZ00G-CA

Requesta Cerfficate

Selgqmthe ceﬁiﬁggle fipe:
{oer Certficale

i

O submit an advanced certficate request

al

5-  {UHRA Logon YW Domain Credential HRA S $UIT S

" Microsoft Active Directory Certificate Services - Windows Internet Explorer

=I81X]
m ¥ || hittp:fwin2008 fcertsryfeertrabi aspitype=0 j |ﬁ| B‘ |Li'-;'e Search ‘E[
W @ virosof: Actve Directory Certficate Services | | @ Rl - @ v E,}’Page v @Tods 7
Microsoft Active Directory Cartificate Senices - pntc-WINZ008-CA

User Certificate - Identifying Information

No further identifying information is required. To complete your certificate, press submit.
More Optians =

Submit > |

6- GRIMWGCHT Install
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Sgsgloo

FIENIBNBIRNIBES Network 6530856555 IPsec
sesnFiSs

IPSec MINIUAS Network TG IP packet MSAIRM NI WIFMIFSAUILIWIG Y
mipfwnashnsésnda gamond Psec REHFMIMESwnAshmy Hosts fitns
AIRMOM SYAIGAONGIANIUAT Network GRMAUAS Internet MISAIRMNAVPN 4

©90-9- 68 IPsec £3% 2

IPsec Amifian|ywapntiiyésSwnsa
network
IPsec REUAIIAMNESSWINY IP address figokifmy:
- Data Authentication
o Data origin authentication:HAHT Configure IPSectﬁt—.ﬁmm"tﬂ Packet §Htii‘:lfﬁm
gamssgufignitumsésadndtunaipanifiy Ssiysi spoof iR13ie
o Data integrity: HiHG Configure IPsec m&gmmmasmm SIAUARAGRINUTS
Mg -
o Anti-replay protection:HAHG Configure IPsec tﬁﬁjt‘éjh;m ‘Zﬁ’j Packet §§U Y
Ruggumsinywantiwdsas
- Encryption ’
o HAMG Configure IPsec iBgiASAvigSwitiwmahigswdsmomsmsibh
IMSIAG UM SHHINMIF

?D?D

mniRuumshiAn§ifindwnd 1P

0-1- 6ENRSFIRNES IPsec

imumianis Psec msAanafnyluituAnifiypeisAnsitmanismimisuana
GUMY IPsect HAMGAMNTIMUMIANIS IPsec MSTIN:An$rgwmsiwif Local Security
Policy yAnnadim:iavisAnjdntwiid Group Policy

1ol x|
[T

Actions
P Security... +

ium N 0-9-Group Policy Object (GPO)
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LnU IPsec Policy JB¥1S IPsec Policy rule HLUUtLuSiu[UmeUtL ”Gfgj tinuamen P
traffic (i SMIMIMBIY)UAMS
2 NINIANTS IPsec Policy
ARUMNDIMBUINMA IPsec Policy §hﬁﬁU‘\]Ufﬁm Policy 191 i1 SJE I rules, filters
34 filter action isiah 2 iNiANis: Policy juwST rules A:
- Rule§9EﬂSi—ﬂ‘§fﬂﬂ‘fﬂhtﬁﬁth:ﬁmSﬁnﬂﬁﬁﬁﬂUiﬂﬁfﬁﬂjmimifnhmﬁi"q & ( Telnet or Post
Office Protocol 3[POP3] )it Address 192.168.3.32 or 192.168.3.200)
- Rule 9 MSANNAGNGIANMY{UIAG( telnet or POP3)
- Rule §m hdsmyinrasameasigfipgn:hmsHsinighibpUoNoIMNFRH §ig:hnsm

mNAu
IPsec Policy
Policy Rule#1 Filter#1:telnet traffic from 192.168.3.32 Negotiate Security
Filter#2:POP3 traffic from 192.168.3.200 (Required Encrypt)
Policy Rule#2 Filter#1:All Telnet traffic Block
Filter#2:All POP3 Traffic
Policy Rule#3 Filter#1:All Traffic Negotiate Security
( Required Authentication)

JUMNY0-V-UIMMA IPsec policies, rules filters and filter action

BOgRIIS IPSec Policy JHS rules G{uias §ig:An¢iRuEinsAnNG Policy 18:358%
n mat@jh@ﬁmﬁ@géwgﬁhﬁﬁfﬁ Telnet 84 POP3 4 GNGIANIUAS Telnet 84 POP3 murishifly
pimsten:minhegrumsunll  192.168.3.32( ([ UTelnet)UUAN  192.168.3.200( MU
POP3) tsﬂghﬁmfntszﬁn'omhmfmSHSgnmffﬁsﬁumimsmm:g%mmsn’nﬁﬁwﬂ

90-m- 5655858885 IPsec |FSRRBESHS S

iﬁUjUtﬁﬁ sAs ThSWwipiaihh IPsec 191:1A{RHT IKE(Internet Key Exchage) protocol
IKE Ui mmuminwineiRunsAnnad sa iR uthmuminnisn i aiimaiuash wg
mimimi gsinigimuianimiopiwanshiiunsagidm

iHEjuIRa 1Psec taHSIpMURUNSEoQRIME:

9-Utfia(setup) SA mode

V- ggmwmimwwmngﬁsﬁmmm AUUASIAU
M-Uif5 SA mode MUIUTEY "

G—UFQS Data
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090-¢- #8858 IPsec 635 Tunnel Mode

musiifly 1Psec t’]tffnmﬁsiﬁﬁ Transport mode IRUHIM ST UiRmnfuan
ﬁLUnnuﬁtS”ﬁiLmLﬁjlﬁmngmﬁﬁnnJGH Transport mode LnitﬂStLUtSinﬁ IPsec RN
A160 VPNs IR0 L2TP protocol ANGUIARRIKIS IPsec Mu[UA§ Network ANMIANY
1Ot amArhwishiouiE VPN gateway NisguBS(pimthyw L2TP/IPsec VPNs
HAMGIT IPsec 1S1AR Tunnel mode GSATMNY MY Tunnel mode 1P Packet FINYM{ATNS
Ml wugﬁyﬁﬁéms encapsulate FNYW IP Packet header IR UBSMSMINI4
Gam

f

IZL ZGI?.

Tunnel mode ﬁ‘ﬁ[ﬁﬂm fU

Encrypted Traffic Encrypted Traffic

Unencrypted Traffic Unencrypted Traffic

_IPSec Tunnel -
Intermnet Windows
Server 2008
Site A: Boston IPSec Gateway IPSec Gateway Site B: Binghamton

umawo-m-uinmAmiuRagiii Gateway 191 Gateway it Site
Authentocation Method ﬁJLH‘lt'J [PSec

AN SIRETHSIIFIT PsecAD IPsec (iMiEMEnA authentication IR UESIG
fruamiAn s uAnEmIMEEiwaAghY gamoifiiomywandinmeifian e
AU Authenticate host ANMITMIMFWHASAMBIL: IPSec:

A
al
18]

- Kerberos (Active Directory ):1i WENTIE Kerberos i authentication protocol MY Sy
islauuRhsis Active Directory TRRIMWIRAMAY Configure authentication IPsec &
mﬁ-‘is‘ig IPsec Py Active Directory Forest iRy WAR

- CertificatessTHAHIMIHSIR IPsec 1S1ARURINSISMIRUAIRUMS Authentication HAR!
nﬁtm@mmmﬁg?s certificate ﬁj[}ﬂfj ‘Authenticate [Psec peers] tsﬂﬁﬁﬁtﬂm:[ﬁﬂ wise
Host Syt afniineguShBigii Anj$i certificate f public or private CA

- Preshared Key:N&Am password 12U SIoATIUAIENW Peers Nwipinsifuuas
(AulamulgSw 1s1gh 1Psec YARMGANNG preshared key 1§16 endpoints i
i3AfS{AuY Hosts 1 191:Tth authentication 18:SiTA 1Psec sA 1lgjutlafihi
preshared key BSMSRUAEARTMIS authentication 16U certificate 81 Kerberos M§
1§49 uiguilasfiis:i91ig)a Preshared key AI{HNU IPsec imsipgrIsighephtag
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venymishitAn§iSywayisial Active Directory IBrumsSmAUSWagRMnistiam:
9 GinsnaRuis: NOuNIHAND preshared key TnnduRhsBsiusthuina
ROaRYH G Test Network thifiy

0-&- FMsFHRNED 65256535 IPsec Policy SRBMRHREFHSIBE

is1ad Group Policy 18 IPsec GiRiMSANNASAThYSY YARMOANNG IPsec Policy
fI{U Domain U Ou MSIRHIWANNGSE Policy AMYWis Policy 1MI{MY:

- Client(Respond Only ) 1SN ugARANGIIF 2AN SIYWMBIw:GPO ywhAnjéns:Shds
atRuEmogaidiufaPsec channel Sygwinidngmineed 1@:Omtihaama
i AnjFInmywiRuEAMSANNG client policy §£ﬁvmmmﬁwm§ﬁ IPsec 1STINULS
mﬁﬁjﬁfﬁ‘um wHNEIRINIG)AY MuBYMEARIMAMNATM UMIANISIF ] intranet ANj§
iix mmimﬁﬁmvmmm?wmﬁgﬁﬁnqw Server IRV IRAN t"ﬁgi‘jsm;fmfmmﬁﬁﬁnuaf
ARHEUIN G

- Server(Request security):HABIAMNFIMUMIANISIFIAN oiﬁEULnf”NHSLnU“I gime
imuminnis:Andns:sguwnonoiiumsiimn  tighgieinpunegimimps
qAshiRunSyiRMwiimuaaiimnAgAUMSY  IMUMINIS S HSENH AN
Lmiﬁfumﬁghgﬁh&;m@smiﬁmnti’fﬁmjgmjhﬁsﬁ% IPsec 9 291NN MIN{SW
mﬁGﬁHuLUfﬂH“LUServerﬁﬁLmﬁﬁH“memSﬁj‘igmmtsiﬁh 2nN:IRUDHS N3] Server
M waAghisinl mgcm:msmfﬁmmﬁajmqﬁéﬂmemwmmgﬁs Client

- Secure Server(Require s‘ecurity) aﬁm”ﬁﬂﬂﬁ Policy 18:1§1%] intranuet servers iR U{RimI
MM waAshiiunsuiimagomsenentuigidgSwRMmsanERIN S

= Consolel - [Console Root\Default Domain Controllers Policy [WINSRV1.pntc.edu.kh] Policy\Computer Configuratic =100 x|
E File Action View Favorites Window Help | =1
(B IEE IEI—I‘iﬁml 17
Console Root Mame =+ | Description | Policy Assigned | Actions
EI [ Default Domain Commller.'s Po\l .I lient (Respond Only)  Communicate normally (uns...  Yes 1P Security Policies on Active ... =
E| i CP"“DUTET Configuration 8] Secure Server [Raqul For all IP traffic, a\Aays reg... Mo
B [ Polices N erver (Re Eor 2l IP traffic, dwaysreg.. Mo More Actions +
| Software Settings -
- Se Regquest Sec
[ [ Windows Settings (T ) *
=) Seripts (Starty) All Tasks More Actions 3
El [y Security Settin Delete
5| Account Pc e—
_a Local Policit
_a Eventlog Properties
4 Restricted
5 Help
4 System Ser
4 Registry

UMW O0-¢-UnMAMIAANG policy
Uifi5 IPsec Policy §

i3/ Local security Policy U GPOY §im: GPO ?@tsigﬁ ﬁjfji Configuration=>Windows
Settings=>Security settings=>IP security Policies IIWUUEAGTHI Panel FWithwiifahius
Mouse 2% ﬁj=>Create IP security Policy. ..
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" Consolel - [Console Root\Default Domain Controllers Policy [WINSRV1.pntc.edu.kh] Policy\Computer Configuration)\Policies\Windows Se

ﬁ Fle Acton View Favorites Window Help

=l8lx
LI

e #E 0 BEE2

| Console Root

| Description

Name ~ | poicy Assigned Actions
& [ Default Domain Control\eTs Policy [WINSRVL.pntc.edu | Eclent (Respond Only)  Communicate nomially (uns...  Yes 1P Security Policies on Actve .. +
& & Computer Configuration Secure Server (Requi., For all P traffic, awaysreq... Mo
=EE P?"GES E15erver (Request Sec...  For all IP traffic, awaysreg.., Mo More Actons '
|| Software Settings
Fl ] Windows Settings
</ Sipts (Startup/Shutdown) et [P Security Policy.
B 3 Security Settings Manage [P filter lsts and filter actions, .
_:d Account Polices
| Local Poides AlTasks '
[ Eventlog Refresh
| Restricted Groups Evportist.
|4 System Services
|4 Registry View 3
:g File System
= }
4] Wired Network (1EEE 8023 Poic Aange Leons
[ ] Windaws Firewall with Advanced ¢ Dt
| Network List Manager Polices Hep
7 Saf Wirelace Nahunrk MTFFF 817 1119
.03
UMOWo-d-uinmAmiuila Policy §
v n o n b=t
o 1P Security Poticy Properties 21

Rules IEeneral I

Securty rules for communicating with other computers

IP Security rules:

IP Filter List

Edit ...

I Femove

|

| ¥ Use Add Wizard

ox 1

Cancel |

JUMNY0-9-UNMAFiH IP security Rule

RATN 3 Permit unsecure POP3

7= Console1 - [Console Root\Default Domain Controllers Policy [WINSRV1.pntc.edu.kh] Policy)Co

EHI& Action View Favorites Window Help

=B x|

| 181

B EEEE I EEEE

] Console Root o] [ Mame =

|De Eon

Actions

B _EJ |Defau|tDomain Controllers Policy [WINSRV 1.pntc.edu.kh] Policy | (r
[l & Computer Configuration
B ] Polices
[ Software Settings
Bl [ Windows Settings
| Sipts (Startup/Shutdown)
=] 5 Security Settings
] _ﬂ Account Policies
7| Local Policies
EventLog
A Restricted Groups
System Services

erver (Request Sec...

s
For all IP traffic, always req...

No

1P Security Policies on Active ... «

More Actions ]
Permit unsecure POP3 -
More Actions 3

JUMNY0-R-MATN: DA Permit unsecure POP3

371



mmﬁ Create IP Security Rule wizard

ULT;IﬁS IPSec Policy configuration ;Umsmet§ﬁ§ﬁ Configuration IPSec rule ﬁij{ﬁmmmmﬁ
181:2‘1
gmuis:fnnnidimivifia 1P security wizard

- Tunnel Endpoint page: Configure NiSlinugnigimind IPsec 181k Tunnel mode

- Network Type page: tﬁtiﬁﬁgﬁﬁmﬁaﬁﬁﬁﬁmﬁﬁaﬁﬁmmﬁ LAN y remote access

connection

- IP filter List Page 48HjAANGRISTS IP filters IR UHAGAMUEAMSTNTIS:
Uoccurty Rule wezard >
" ﬁS‘;:ciLtihﬂe IP filter list for the type of IP traffic to which this secu rity rule applies.

F no IP fiter in the following list matches your needs. click Add to create a new one

IP filter lists

me | Descripton | Add |
A CMP affic Vatc =z all ICMP packets bet...

O Al IP Traffic s Edit ... |

Remowe I

< Back Mext > Cancel |

al

JUMOWO-G-MIUIRA IP filter JIREIMUY IPsec Policy rule

UIRA IP filter GATNTUISHISIZ) IP filter List SiRUHAMSUIRAN

Q)
GOIF Add 5S1ak 1P filter List §TANUMNNRIMYS

x|
- An P filter list is composed of multiple filters. In this way, multiple subnets, IP
=g addresses and protocols can be combined into one P fitter.

Add.. |
=1 Edit... |
=l Femaove |

IP Filters: ¥ Use Add Wizard
Mirrored I Description | Source DNS Mame | Source Address | C
| | |
ok | Cancel |
|

JUMNV0-E-Mivifa 1P filter HIREjUISUGURN IP filter list

i3 IP filter Wizard 136]AANG IP trafiic sEisimueiuanifulhimuitle gamoAnnafpan
iEH§ﬁtmmtfﬂmLﬁ?w1ﬁiﬁ IP address,DNS name,server function {Gi DHCP server ,DNS
Server, WINS server g’% default gateway s IP protocol EﬂSﬁuUi‘h TCP/UDP port 4

372



HARMGIT IP filter wizard RRIRIAITNTUIRG "Mirrored-filter 4 Mirrored filter {imEhY s
wandulimuiyy Address IRUFWMY 200NN HAMG Configure filter IRUMGHU
W POP3 traffic IRAUTISUM Siﬁ§h8’ﬁfﬂ:8fﬁim: local address

tﬁﬁj Configure fiter & mirror filter §20 WA RJIUHU Mirrored checkbox B8/ Tick IR U

O onon h
HoavjumnN9
v ﬂ" v
IP Filter Wizard =] F
IP Filter Description and Mimored property
Use the Description field to specify @ name or a detailed explanation of the IP fiter.
Select the Mimored check box to specify a fiter in each direction.
Description :
PP 2 traffic] -]
v Mimored. Match packests with the exact opposite source and destination
addresses.
< Back Neodt > Cancel |

IUMNBvo-9 O—r‘ﬂiUtﬁﬁ Mirrored filter

- Filter Action Page: tLﬁﬁUjﬁﬁﬁmS@ﬁ IP filter IR UINMBFIF YW Rule gUttﬁt.U HANG
ﬁﬂﬂﬁﬁjm SN AN &GN filter action fULU]fJ’ rule 1134 Security wizard

1814 Group Policy ¥18 1P filter S{UIA $IR AU SFNURITNU IPsec Policy rule:

- Permit: filter action 1S:HS(MH 3] IP packets GRMARARUMSIMN

- Request Security(optional )-filter action tS:HS‘ggﬂfﬁvﬁj IP packets GRMAMURHRUMS
siamntispimiaas 3jclientiimicioud agiimn (msnnSanbisiav) u

- Require Security: fiter action 1S:UMMA)( trigger) local AnjSididEHiimungaimi
P WRATHIRUDNSPIRMNA{UARN client IS IP packet tﬁ?ﬁumLﬁg%smfﬁmmtmzﬁs
HIGUIRAM S1¢ local ANjST SRUMITMIMSWHASHTYLW Client 18159

137UIRa filter action § 'qmucﬁ Add button §S1i¢J Filter Action 8 Security Rule Wizard §5gh

JUMNRIMY:
x|

Filter Action
Select the filker action for this security rule.

If na filter action in the following list matches your needs. click Add to create a new one.
Select Use Add Wizard to create a filter action using the wizard

Fitter Actions: ¥ Use Add Wizard

O Request Security (Optional) = U ni Edit |
& Require Security Accepts unsecure d communi
Remave |

< Back Neot > Cancel

JUMNWV0-99-MiUIfa Filter Action §
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- Authentication Method page: Security H1GGIGNM SfﬁtLﬁ“l Wwh IPSec clients Hins
authenticate MESTIEY IPSec rule fkignil Active Directory service 88 Kerberos
protocol tﬁﬁj authenticate client 4 i1:GothinmAwWEARMGANNG certificate
authentication method deH]ﬁ IPsec ith Liﬁjrﬁt[ff Authentication Method page 18 Security

Rule Wizard §GARJUMNANIMY:
| T E—
Authentication Method

To add muttiple authentication methods, edit the security rule after completing the
wizard.

X

' Active Directory default (Kerberos V5 protocal)
" sea cermcate trom this certification authority

I Browse... |

™| Exclude the B name fram the. certificate request
™| Enable certificate to account mapping
" Use this string to protect the key exchange (preshared key):

I

-]

< Back Nexdt =

Cancel |

JUMAY0-9-UIMME authentication method NG IPsec‘ti

Som: finakiddsuinmisdudiifaiatwa Permiton the

90-b- #285855585S IP filter Lists £€ Filter Action

Filter Action 9

in: 1P filters, IP filter lists 8% filter action AMNGUIRANNG IPsec rule IR GIGA

09

1S Security Rule Wizard $33i5i
ifginsiah ulhpioomwidial Mouse 21afiM IP sec

RuAMYHW IPsec rule 1#j1919)a4 gRAMoUIRASH Configure upAN: Atasagikisisi ki

urity policies 1S1a# Local

Security Policy U GPO i [iﬁ[ﬁ FUTTRU IR Manage IP Filter Lists and Filter Actions Hoamimy:

|+ ﬁ;’ Wireless Metwork (IEEE 802, 11) Holioes
~| Public Key Policies

| Software Restriction Policies
~| Network Access Protection

g IP Security Polides opeiahive Dicesan/on
ulli Policy-based Qos Create IP Security Policy...
| Administrative Templates: P anage r lists @ T

acnons...

| Preferences

i Al Tasks
#%, User Configuration

View
New Window from Here

Mew Taskpad View. ..

Refresh
Export List...

Help

JUMNWY0-9M-MIAUARI IP filter lists and fi
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0-¢3- MIBEDHR LTS Configure BRBESENB RS BTG
" g L] [ 2

iﬁﬁjﬁtﬁﬁ Connection Security Rule iS1a} GPO Biyh browse SunRaAnjéi
Configuration\Policies\Windows Settings\Security S'ettings\Windows Firewall With Advanéed
Security\ Windows Firewall With Advanced Security-LDAP://Address.
isigi[muy node 1S:GoIWIITaRRANIU connection security rule node SAWUUEAR
Shortcut menu T[ﬁ FUTTRULA New Rule

=1 =] Detault Domain Controllers Policy [WINSRV 1.pntc.edu.kh] Policy
= & Computer Configuration

= [ Policies
| Software Settings
= [ windows Settings

|1 Seripts (Startup/Shutdown)
El T Security Settings
_':=_| Account Policies
zH Local Policies
__j EwventLog
& Restricted Groups
g System Services
o Registry
& File System
o/ Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
= ﬂ' Windows Firewall with Advanced Security - LDAP: {fCN={6AC 1786C-
3 Inbound Rules
% Outbound Rules
[

OHEMEH

b= ™ Connection Securi' =2 I

| Metwork List Manager Poli IO B
Saff Wireless Metwork (IEEE 8 Filter by Profile L4
1 Public Key Palicies Filter by State 4
+ Snftware Restriction Palici

JUMNBO-9 G-Fﬂmtﬁﬁ Connection security Rule ﬁ
20-¢3-9- #356555 New connection Security Rule Wizard

finiugansidmynmoifhasmipiwishiduasis Rue iRugnchndhildjuila
ARy
QNMYISINS U Rule e
- Isolation Rule:i8:AM Rule §igHRUAIMSHTNU Authenticate [AUTNTINN{NY
{{R AT A Network profiles 4 Profiles §12311:8 Domain, Private §% Public
- Authentication Exemption rule:gamGi{iuiAgis Rule 1s:BgiAnnafAnigwyinsis
ﬁmﬁigunjﬁs IP address Iﬁﬁj authenticate gShith wisAnh connectio'r; security rule
5 919) )
- Server-to-server rule:{JiA 918 Rule 1S:HS NH 3jHA authenticate MITM{fWNHGhINY P
addresses YI$IS Addresses IWIBMS§1d ANj§T §1 subnets
- Tunnel ruIe:t[ﬁLUiﬁQfS Rule tS:IﬁHj Configure IFl”sec tunnel mode NLH]fJ VPN gateways
- Custom rule:sai{ Rule (Ui ¢8R EjUIRA Rule Yt nufaimi settings Aoy usyis
UEAN: R RUIA SRR Y
- Endpoints page:anfédus:ifigiinnafiinnsipwyw

iziﬁ IPsec communication

Ny ¢IR UHAGRIGMIGION

Do

«
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* New Connection Security Rule Wizard |
Rule Type
Select the type of connection securty rule to create.
Steps:
» Rule Type What type of connection security ule would you like to create?

& Reguirements

@ Authentication Method = I=olation
N . Restrict connections based on authentication criteria, such as domain membership or
@ Profile
health status.
@ Name  Authentication exemption

Do not authenticate connections from the specified computers.

T Serverto-server
Authenticate connection between the specified computers

7 Tunnel
Authenticate connections between gateway computers.

" Custom
Custom rule.

Mote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound er outbound rule.

Leam more about rule types

IUMNBO0-9 d-mmﬁ fUSTEJ I connection Security Rule Type
©0-¢3-1- Configure IPsec settings &59§53€5 Connection security Rules

HAMGANNAR IPsec settings 1S1A% WFAS node §S GPO 1 WFAS console 4 1818} Access
settings §141S: MBYRITA properties IS Windows Firewall with Advaced Security node §GAN]U
MNBY0-999

= 5)_:_.I Security Settings

== i (D Windows Firewall state is not configured.
1} Account Policies

G| Local Polices Private Profile
i5f| Eventlog —
4 Restricted Groups (i) Windows Firewall state is not configursd.
5 System Services . )
c Public Profile
4, Registry h
1 File System (i) Windows Firewall state is not configured.
2uf Wired Network (IEEE 802.3) Policies
Bl [] Windows Firewall with Advanced Security B3 Windows Firewsll Properties

SR 4 Viindows Firew

Import Policy...
23 Inbound R Getti
) ng Started
&9, Outhound Export Policy...
:.!: Connectio Clear Policy Authenticate ications between puters
— Ne.twork ListMana  ysey 3 Specify how and when connections between computers are authenticated and p
ing Wireless Network New Window from Here security [IPs_ec}. P«"ler_spec'rfying how to protect connections using connection se
_| Public Key Polides for connections you wish to allow.
| Software Restrictis ~ Refresh
| Network Access P 3 Cannection Security Rules
lg IP Security Polide Properties I ) E] ¥
aly Policy-based Qos Help View and create firewall rules b
] S BECE SN TR S DI S, ES | S

ium NY0-99-iA Windows Firewall Properties

WWUULAISIAR Properties dialog box MSUMNMIEHH GG IPsec settings tab BTARJUMN]U
MNY0-9¢19
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Windows Firewall with Advanced Security - LDuAP: =

' Domain Profile I Frivate Profile I Fublic Profile

— IPsec defaults

L Specify settings used by IPsec to . I
QI\\J;-.I... establish secured connections. LT Eie
— IPsec exemptions

B Ex=empting ICMP from all IPsec requirements can simplify
%L troubleshooting of networc connectivity issues.

Ex=mpt ICMP from IPsec: I Mot cordigured - I

JUMNB0-961-Configuring IPsec settings

Muiw:s tab IS SHAMT configure IPSec fiff

- IPsec defaults
- ICMP exemption il IPSec

- IPSec defaults GG Customize button 15giA Customize IPsec Settings 557k
<l

1

IPsec will use these settings to establish secured connmnections when
there are active connection security rnules |

Wihen you use the default, settings that hawve been specified at a higher
precedence Group Policy object will be used .

— Key escochange (Main Mode)
= Default recommendaed)
i Advanced

Customize .. I

— Data protection {Quick Mode)
i= Default recommendaed)
i Adwvanced

Customize .. I

— Authentication Method
- Defauk

Computer and User {using Kerberos WES)
Computer {using Kerbernas WS}
User jusing Kerberos W5}

11009

Computer certificate from this certification authority:

I Browse I
I Accept onby heahth certificates

g

Advanced

Customize .. I

Leam more about |IPsec settings
LV, TR S S P I |

IUMANYO0-9G-setting IPSec default

211100 iﬁﬁj Configure MIFS{AUIFITE§SWAT connection security rule fﬂﬁtgﬁt[ﬁ fUiTey
WA Advaced i1S1il Data Protection Area iUl LUUgﬁt'jHﬁQGIEﬁ customize
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e

e

Customize Data Protection Settings

Data protection settings are used by connection security rules to protect network traffic.

LF Reguire encryption for all connection security rules that use these settings.

BLEECR G a integrity and encryption
Protect data from modfication on the networl with these Protect data from modfication and preserve confidentiality on
integrity algorithms. Those higher in the list are tried first. the network with these integrity and encryption algorithms.
Those higher in the list are tried first.
Data integrity algorithms: Data inteqrity and encryption algorithms:
Pro‘tocﬂ Integrity | Key Lifetime (minutes/KB) | Protocel | Integrity Encryption | Key Lifetime {min... |
ESP SHA1 60,100,000 ESP SHAT AES-128 £0.100.000
AH SHAY 60,100,000 ESP SHAT JDES 0./100.000
4| 2
| ~
A Edt. [ Add B | Remove |
Leam more about inteqrity and encryption
What are the default values?

[ ox |

Cancel

IuMmnvo-9 S—QHmIﬁSLﬁUMLmﬁ connection security rule

Tick 1F0{UHU Require Encryption For all Connection security rule itTWUIUEAGTIM Ok

- Exempt ICMP from IPSec:tﬁHjmimI ICMP (Ping and Tracert) message fiM1 authenticate
AS(AuySIaiiY ¢A ICMP message BSMIMIHSINAZHAMGIRMIT WU
Uty sifsislinrulin 1PSec BSMGOITIMSY

Windows Firewa ll with Advanced Securibty - LDuvAP:

FITRUTHI] S

Domain Profile I Frivate Profile I FPublic Profile

— IPsec defaults

IPsec Settings I

LW
el ms

Specify settings used by IPsec to
establish secured connections.

Customize. .. I

— IPsec exemptions

B

L Exempting ICMP from all IPsec requirements can simplify
R%I,. troubleshooting of network connectivity issues.

Ex<xempt ICMP from IPsec:

Mot corfigured

—

d|

[ o< 1

Cancel I

Sppl

IUMNBO-B0-Mi Configure Exempt ICMP from IPsec
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IPSec HSEMAHAMIMNIGNGIAN network INWEAISE data authentication UFSTAUYFIN
A1 Security 1817} IPsec [AIMSHAUIRUW Protocol il Authentication Header(AH )8
Encapsulating Seé;urity Payload(ESP )9

i1S1Al Windows Server 2008 HAMUHSIH IPsec Muity: IPsec Policies Umuity:
Con'nection security rules

IPsec MUMUISIHIEUEINNIMIAY transport mode IBUGAI3]SIAIIR end-to-end mhﬁmﬁm
Transport mode A{EIM StmL{?ﬁﬁfm@mPSec iReuikigAtl vPNY §innAR L2PT protocol
Him SiLﬁMLmﬁUtﬁﬁgfgﬁ%S IPsec connection MEI U Network aNmiaN:9
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